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Preface

fter finishing the manuscript of my first book, Developing LDAP and ADSI

Clients for Microsoft Exchange (Schreiber 2000) in October 1999, I was hon-
estly convinced for some time that I would never write a book again. Well, this phase
didn’t last long, as the pages you are reading right now prove. Actually, I was already
starting to think about writing another book as early as November 1999 while I was
playing around with the latest release candidate of Microsoft Windows 2000. Exam-
ining the kernel and its interfaces and data structures, I was very pleased to find that
this operating system—despite its ugly name that reminded me too much of Win-
dows 95 and 98—was still a good old Windows NT.

Poking around in the binary code of operating systems has always been one of
my favorite pastimes. Just a couple of weeks before I had the idea to write this book,
my article “Inside Windows NT System Data” (Schreiber 1999), showing how to
retrieve internal system data by means of the undocumented kernel API function
NtQuerySystemInformation(), had been published in Dr. Dobb’s Journal. The
preparatory research to this article left me with a huge amount of unpublished
material that longed for being printed somewhere, and so I yelled: “Hey, how about
a book about Windows 2000 Internals?” Because of the obvious similarities between
Windows NT 4.0 and Windows 2000, plus my pile of interesting undocumented
information too valuable to be buried, this seemed to be a great idea, and I am proud
that this idea took the physical form of the book you are holding in your hands.
While transforming the stuff I had collected into something that was readable by
other people, I discovered lots of other interesting things, so this book also features a
great deal of brand-new material that I hadn’t planned to include beforehand.

Addison-Wesley has a long and glorious tradition of publishing books
of this kind. The list of milestones is long, containing the two-volume printed
version of Brown and Jim Kyle’s classic “Interrupt List,” PC Interrupts and
Network Interrupts (Brown and Kyle 1991, 1993, 1994, available online at

XV
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http:/lwww.cs.cmu.edulafs/cs.cmu.eduluser/ralflpubl/ WW Wifiles.html); two editions of
Undocumented DOS (Schulman et al., 1990, 1993); the Windows 3.1 update thereof,
titled Undocumented Windows (Schulman et al., 1992); Matt Pietrek’s Windows Inter-
nals (Pietrek 1993); as well as Dos Internals by Geoff Chappell (Chappell 1994) and
Dissecting DOS by Michael Podanoffsky (Podanoffsky 1994). Other authors have con-
tributed invaluable material in other areas such as PC hardware programming (Sargent
III and Shoemaker 1994, van Gilluwe 1994). Andrew Schulman and Matt Pietrek both
have written two more books of this “undocumented” kind about Windows 93, this
time for IDG Books Worldwide (Schulman 1994, Pietrek 1995). However, what has
been painfully missing in the past few years was a similar book for Windows NT sys-
tem programmers. Fortunately, some information has been made available in article
form. For example, Matt Pietrek has filled some parts of this huge gap in his “Under
the Hood” column (e.g., Pietrek 1996a-d) in Microsofft Systems Journal (MS], mean-
while transformed into MSDN Magazine), and The NT Insider journal, published bi-
monthly by Open Systems Resources (OSR), is an indispensable source of know-how
(check out http:/www.osr.comlpublications_ntinsider.htm for a free subscription). We
should also not forget about the incredible SysInternals Web site operated by Mark
Russinovich and Bryce Cogswell at http://www.sysinternals.com, who have brought us
numerous powerful utilities—some even including full source code—that really should
have been part of the Microsoft Windows NT Resource Kit.

For a long time, the Microsoft Windows NT Device Driver Kit (DDK) has been
the only comprehensive source of information about Windows NT system internals.
However, the DDK documentation is tough to read—some people even say it’s any-
thing but didactic. Moreover, the DDK is documenting just a small part of the avail-
able system interfaces and data structures. The largest part belongs to the category of
the so-called internal features. This has made it next to impossible to write nontrivial
kernel-mode software for Windows NT without searching for additional information
somewhere else. In the past, however, reliable documentation and sample code was
hard. This situation improved somewhat in 1997 when The Windows NT Device
Driver Book by Art Baker and Rajeev Nagar’s Windows NT File System
Internals appeared. The year 1998 was marked by the heavily revised update of
Helen Custer’s two-volume set Inside Windows NT and Inside the Windows NT File
System (Custer 1993, 1994) by David Solomon (Solomon 1998), who added
a lot of new, previously unpublished material. In early 1999, Windows NT Device
Driver Development, written by NT kernel-mode experts Peter G. Viscarola and W.
Anthony Mason, was published (Viscarola and Mason 1999). Both are consulting
partners of Open Systems Resources (OSR), and the OSR people are well known for
their excellent kernel-mode driver and file system programming courses, so having
their first-hand knowledge in printed form was a real benefit. In the same year,
Edward N. Dekker and Joseph M. Newcomer’s Developing Windows NT Device
Drivers (Dekker and Newcomer 1999) appeared. Both books were probably the first
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comprehensive and practically useful NT kernel-mode programming tutorials. If you
want to read thoughtful and accurate reviews about several Windows NT driver pro-
gramming books, including some of those mentioned above, just peek into the Novem-
ber/December 1999 issue of The NT Insider (Open Systems Resources 1999¢).

In late 1999, more authors delved into the depths of the Windows NT kernel.
A trio of system programmers and consultants from Puna, India, Prasad Dabak,
Sandeep Phadke, and Milind Borate, brought us the first Undocumented Windows
NT book (Dabak, Phadke, and Borate 1999). Because it was published before the
release of the final version of Windows 2000, it covers Windows NT 3.51 and 4.0
and the latest 2000 beta then available. After this overdue release, another must-have
book for anyone in Windows 2000 system programming appeared in January 2000:
Gary Nebbett’s Windows NT/2000 Native API Reference (Nebbett 2000). His work
provides a thorough, comprehensive, and extraordinarily detailed documentation of
all API functions and the structures they involve, providing the first opportunity to
double-check my findings about NtQuerySystemInformation () in Dr. Dobb’s Journal
(Schreiber 1999). I was pleased to see that not only did our technical details match
perfectly but so did most of the symbolic names we had chosen independently. This
book should have been published by Microsoft years earlier!

You may think that everything has already been said about the internals of
Windows 2000. Not so! The internal functions and data structures inside the kernel
involve such a vast area of knowledge that they can hardly be covered by just two
books. The book you’re reading now is just one of the building blocks required for a
better understanding of the architecture of Windows 2000. Hopefully, the coming
years will bring many more publications of this kind. One recent publication is the
third edition of Inside Windows NT. Because it covers many of the new features
introduced with Windows 2000, it is consequently now called Inside Windows 2000
(Solomon and Russinovich 2000). This third edition is a genuine member of the for-
mer Inside Windows NT series. In this edition, Mark Russinovich is co-author with
David Solomon, which is a reliable indicator that this book can be bought blindly.
There is no significant overlap between the contents of Inside Windows 2000 and
Undocumented Windows 2000 Secrets: A Programmer’s Cookbook, so it is
probably a good idea to have both on the shelf.

THE TOPICS DISCUSSED IN THIS BOOK

If T had to compare this book with its predecessors, I’d say it’s written in the tradition of
the old Undocumented DOS volumes (Schulman et al., 1990, 1993). I treasured these
books back in the days of DOS programming, because they involved an ideal trade-off
between comprehensiveness and an in-depth treatment of an essential subset of topics.
In my opinion, it is nearly impossible to write a comprehensive documentation of the
internals of a complex operating system in a single volume without losing detail. If you
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don’t opt for a multitome encyclopedia, you can either write a reference handbook,
such as Nebbett’s (Nebbett 2000), or focus on specific topics, as Andrew Schulman and
friends did. Nebbett didn’t leave much for other reference authors, but the in-depth
documentation of special Windows N'T/2000 topics is still a wide-open field.

Like Undocumented DOS, this book of introduces Windows 2000 program-
ming topics that I have found both interesting and useful. In the “undocumented”
business, there is always a danger of doing “art for art’s sake.” Unveiling undocu-
mented features of an operating system is usually very exciting and fulfilling for the
person doing the work, but might be quite irrelevant for others. Not everything that
is undocumented is automatically useful as well. Some operating system internals are
just internals in their strictest sense, that is, implementation details. However, many
internals of Microsoft systems are much more than that. Microsoft has a notorious
reputation for intentionally preventing the developer community from knowing too
much about their target operating system. My favorite example is the ingenious and
extremely useful MS-DOS Network Redirector Interface described in Chapter 8 of
the second edition of Undocumented DOS (Schulman et al., 1993). Much time
would have been saved and much trouble avoided if Microsoft had documented this
wonderful interface when they introduced it. Unfortunately, Microsoft has pursued
this information policy with the follow-up systems Windows 3.x, Windows 9x, Win-
dows NT, and Windows 2000. However, books such as this are being written to pro-
vide further information.

After introducing you to the basic architecture of Windows 2000 and helping
you to set up your workstation for Windows 2000 kernel spelunking, this book leads
you through some very exciting corners inside the world of kernel programming.
Typically, each chapter first discusses the essential theory you need to know about the
topic, and then immediately presents sample code to illustrate the respective features.
The language chosen for the samples is plain C. The probability is high that the
readers of this book are comfortable with C, and this language is well supported by
Microsoft’s Windows 2000 development tools.

This book deliberately does not attempt to give a broad overview of the architec-
ture of the Windows 2000 kernel, although it discusses parts of it in some chapters. If
you are looking for such information, see Inside Windows 2000 (Solomon and Russi-
novich 2000) instead, which takes a very general and theoretical approach to the
Windows 2000 internals. Neither Inside Windows 2000 nor the Undocumented
Windows 2000 Secrets: A Programmers Cookbook Windows NT/2000 Native API
Reference (Nebbett 2000) provide practical code examples and full-featured sample
applications that interact live with the system contains reprinted code samples in
abundance, accompanying the Windows 2000 concepts and features under discus-
sion. The companion CD contains all of this code in ready-to-run applications that
you can extend, tear to shreds for use in other applications, or simply use as is.
Basically, you will be led through the following topics:
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Using the Windows 2000 debugging interfaces

Loading, parsing, and using the Windows 2000 symbol files
¢ Dissecting the Microsoft PDB file format

Interfacing to the kernel’s Native API

* Writing simple kernel-mode drivers

Exploring Windows 2000 system memory

Hooking and monitoring calls to the Native API

Calling kernel functions from user-mode applications

Calling nonexported kernel functions

Exploring the world of Windows 2000 kernel objects

You also will learn many more details about the system both in the text and
samples. My foremost intention while writing the manuscript was to share with you
anything I knew about the topics covered.

THE ORGANIZATION OF THIS BOOK

After considering which sequence of chapters would be optimal for all potential read-
ers of this book, I have arranged the seven chapters in the order that I thought would
be best for a novice Windows 2000 system programmer. Therefore, any new con-
cepts or techniques introduced in a chapter are explained at their first appearance.
Consequently, newbies should read the chapters sequentially as they appear in the
book. This approach may bore expert readers who look for more “off-road” infor-
mation. However, it is easier for an expert to skip over familiar details than for a
novice to keep up if the material is presented in a nondidactic sequence.

Here is what awaits you in each chapter:

e Chapter 1 begins with a guided tour through setup and use of the
Windows 2000 Kernel Debugger, because this is one of the most helpful
tools for system exploration. Other highlights are the official Windows
2000 debugging interfaces in the form of the psapi.d11, imagehlp.dil,
and dbghelp.dll components. The chapter closes with detailed descrip-
tions of the layouts of Microsoft CodeView and Program Database (PDB)
files, complemented by a sample symbol file parser DLL and an accompa-
nying client application.
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e Chapter 2 introduces the Windows 2000 Native API, discussing the main

system service dispatcher, the various API function groups exported by
ntdll.dll and ntoskrnl.exe, and the data types most frequently used by
these components.

® Chapter 3 is a short and easy introduction to basic kernel-mode driver

development. It is by no means intended as a tutorial for heavy-duty
hardware driver developers. It simply points out essential information
required to understand the sample code in subsequent chapters, including
loading and unloading driver modules at runtime via the Service Control
Manger interface. Probably the most interesting highlight is the descrip-
tion of the customizable driver wizard included with full source code on
the companion CD.

Chapter 4 is certainly the most challenging chapter for readers suffering
from hardware phobia, because it starts with a detailed description of the
Intel Pentium CPU features used by the Windows 2000 memory manager.
Anyone who survives this section is rewarded by extensive sample code of
a memory spy device that supports the visualization of prohibited memory
regions and internal memory manager data structures. Also included is a
Windows 2000 memory map that outlines how the system makes use of
the vast 4-GB address space offered by the Pentium CPU family.

Chapter 5 explains in detail how you can hook Native API functions,
mainly focusing on call parameter monitoring and file/registry tracking.
This chapter makes heavy use of inline assembler code and CPU

stack twirling.

Chapter 6 proposes a general-purpose solution for something that is com-
monly considered impossible in the Windows 2000 programming para-
digm: calling kernel-mode code from user-mode applications. The sample
code in this chapter builds a bridge from the Win32 subsystem to the main
kernel interfaces inside ntoskrnl.exe, hal.dll, and other core components.
The chapter also describes how to call nearly any kernel function as long
as its entry point is provided in the Windows 2000 symbol files.

e Chapter 7 delves deeply into the mysterious Windows 2000 object man-

ager. The internal structure of kernel objects is one of the best-kept secrets,
because Microsoft doesn’t give you more information about an object
than an opaque void* pointer. This chapter unveils what this pointer really
points to, and how object structures and handles are maintained and man-
aged by the system. As a special feature, the layout of process and thread
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objects is discussed in detail. The last section of the chapter is a sample
application that displays the hierarchical arrangement of kernel objects by
tracing the relations of various undocumented object structures.

* Appendix A is related to Chapter 1 and contains all commands and com-
mand options of the Windows 2000 Kernel Debugger.

¢ Appendix B is related to Chapter 2 and summarizes several API functions
exported by the Windows 2000 kernel modules.

* Appendix C provides an extensive collection of Windows 2000 constants
and data types in alphabetical order. This reference list documents several
undocumented kernel structures introduced and used throughout the book.

As you see, this book discusses much information that merits the attribute
“undocumented,” and some of the material has never been published before.

THE AUDIENCE OF THIS BOOK

Undocumented Windows 2000 Secrets: A Programmer’s Cookbook is intended for
system programmers who want to maximize the features of their target operating
system. First disclaimer: If the target platform of your software is Windows 95, 98,
or Me (Millennium Edition), don’t read any further. Because of the architectural dif-
ferences of the Windows 9x/Me and N'T/2000 platforms, you won’t benefit from
reading this book. Second disclaimer: This book does not contain information on the
Alpha processor or multiprocessor systems—I will target the 32-bit Intel 1386 single-
processor platform exclusively. Third disclaimer: Be aware that this text is not writ-
ten for the faint-hearted. You will be faced with programming techniques the average
Win32 programmer has never seen. The Windows 2000 kernel is an entirely different
world, bearing little resemblance to the Win32 subsystem built upon it. Some of the
interfacing techniques introduced toward the end of the book might be new to even
experienced kernel-mode programmers. Let me put it this way: This is the book your
high-school teachers and Microsoft representatives have always warned you about!

If you are still reading on, you are obviously an open-minded, courageous
person who wants to know everything about the things lurking beneath the surface
of the Windows 2000 operating system. That’s great! Even if you won’t use the
know-how you gain from this book on a daily basis, you will certainly benefit from
it. Knowing what is going on under the surface of an application interface is always
advantageous. It facilitates debugging and optimization, and helps avoid unwanted
side effects caused by misconceptions about the hidden mechanics of the system.
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The only expertise I'm expecting from my readers is “talking C” fluently and
basic knowledge of Win32 programming. If you have already written kernel-mode
drivers, you’re in an even better position, but that’s not a requirement. You will find
an introduction to kernel-mode driver programming in this book, telling you every-
thing you need to know within its scope. However, please note that this is not a
comprehensive kernel-mode tutorial. If you are specifically interested in kernel-
mode driver development, please get one of the good books that deal with this topic
exclusively (e.g., Viscarola and Mason 1999, or Dekker and Newcomer 1999).

Some chapters of this book include heavy use of inline assembly language
(ASM). I don’t expect you to have thorough ASM programming experience, but a
basic knowledge of ASM will be certainly helpful. If you have never written a line of
ASM code, you may find these chapters difficult or you may choose to skip them
entirely. However, I encourage you to read at least parts of them, only skipping the
subsections that explain the details of the ASM code. Because the ASM code snippets
used in the samples are always well encapsulated in C function wrappers, you can
usually ignore their internals and still benefit from the remaining material that
surrounds them.

THE CONVENTIONS USED IN THIS BOOK

The target operating system of this book is Windows 2000. However, you will find
that most of the information also applies to Windows NT 4.0, and most of the sam-
ple applications run on this platform as well. Note that I am not covering Windows
NT 3.x. Although it is probably outdated now, NT 3.51 has been my favorite NT so
far because it was relatively small and fast and did not burn up too many CPU MIPS
in its user interface. With respect to Windows NT 4.0, I have done everything to keep
the software compatible with this version, because it is still in use. Many companies
have designed their corporate networks for the classic Windows NT domain concept,
and they will need time to adopt the new Active Directory paradigm introduced with
Windows 2000. In some cases, it is not possible to provide common code for both
operating system versions because of differences in the layout of some internal data
structures. Therefore, some portions of the sample code contain version checking and
separate execution paths for different versions. ’

Concerning terminology, when I use the term Windows 2000, it usually
includes Windows NT 4.0 as well. Remember that this funny name is just a market-
ing gimmick to propel the sales of a system that should have been named Windows
NT 5.0. In the same way, the term Windows NT without a version specification
refers to the NT platform in general, including Windows 2000 and Windows NT 4.0.
Note again that Windows NT 3.x is not on the list. In discussing version-specific
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features, I will use the terms Windows 2000 and Windows NT 4.0 in a contrasting
fashion, pointing out the respective differences.

THE SAMPLE CODE ON THE CD

The sample code included on the companion CD and partially reprinted in this
book has been written for Microsoft Visual C/C++ 6.0 with Service Pack 3. If you
want to rebuild or change the samples, you should also install the latest releases of
the Win32 Platform Software Development Kit (SDK) and the Windows 2000
Device Driver Kit (DDK). These development kits contain the latest header file and
import library updates. Be sure to set the compiler’s and linker’s search paths appro-
priately to guarantee that the SDK and DDK files are found before the header and
library files installed with Visual C/C++. Both kits are distributed on CD or DVD as
part of the Microsoft Developer Network (MSDN) Professional and Universal Sub-
scriptions. If you aren’t a subscriber yet, go for it! You will receive all updates of
Microsoft’s operating systems and development kits, plus more than 1 gigabyte of
first-hand technical documentation. The subscription is somewhat expensive, but I
think it is worthwhile. More information is available from Microsoft’s MSDN Web
site at http://msdn.microsoft.com/subscriptions/prodinfoloverview.asp.

The CD included with this book contains both the C source code of all samples
and compiled and linked binary builds thereof for immediate use. All directories are
set up as Microsoft Visual Studio 6.0 expects them: There is a base directory for each
module containing the source files (C code and header files, resource scripts, defini-
tion files, project and workspace information, etc.) and a subdirectory called release
holding the binaries (executables, object code, import libraries, etc.). Figure P-1 out-
lines the overall directory structure of the CD. All source and project files are found
in the \src tree. It contains a subtree for each sample project, plus a common directory
for header and library files shared by them. The \bin directory contains all . exe,
.d11, and .sys files of the samples, allowing you to start all applications directly
from the CD. The \too1ls tree is a collection of third-party tools that I thought would
be helpful for readers of this kind of book.

To rebuild a sample, simply copy the module’s base directory including the
release subdirectory to the folder where you are keeping your own projects. The
base directory contains .dsw and .dsp workspace and project definition files provid-
ing build information for Visual Studio. Rebuilding is easy: Open the .dsw file in
Visual Studio, choose the active configuration (e.g., Release) and select Build \ Build
or Build \ Rebuild All from the main menu. Please note that some header files con-
tain additional linker directives in the form of #pragma statements. This neat trick
allows you to rebuild all samples with default Visual Studio settings—no need to
enter anything into the project setting dialogs.
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FIGURE P-1. Directory Structure of the Sample CD
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Because most of the code is guaranteed to be not Windows 9x compatible, I did
not provide support for ANSI characters. The native character set of Windows 2000
is Unicode, featuring 16-bit characters. Therefore, strings are defined as worp arrays
or pointers, except for the rare occasions that the system actually expects ANSI
strings. This makes it a lot easier, doesn’t it? Good Win32 programmers always try to
support both ANSI and Unicode side by side to give legacy operating systems such as
Windows 95 and 98 a fair chance to execute their code. This problem does not arise
here—the code presented in this book usually goes well below the Win32 layer, so we
can make full use of all native features of Windows 2000. The only notable exception
is the w2k_img.d11 library project and its companion application w2k_sym?2 . exe,
both discussed toward the end of Chapter 1. The DLL supports both ANSI and
Unicode, and the application is compiled for ANSI. This is the only sample applica-
tion on the CD that runs even on Windows 95.

There are manifold dependencies between the sample projects on the CD. For
example, the kernel-mode driver w2k_spy . sys and the utility library w2k_1ib.a11
are referenced by several applications, introduced in different chapters. Figure P-2
outlines these dependencies. The diagram should always be read from left to right. For
example, the w2k_obj . exe application imports API functions from w2k_cal1l.d11 and
w2k_1ib.d1l, and w2k_call.dll in turn relies on w2k_1ib.d11 and w2k_img.d11,
additionally performing Device I/O Control calls into w2k_spy . sys. This means that
you should always place the dependent files into the same directory with w2k_obj . exe
to be able to run this application reliably. Note that I have added imageh1p.d11 and
psapi.dll to the diagram, although they are Microsoft components. This is just to
emphasize that the w2k_dbg.d11 library relies on these additional DLLs, whereas the
other sample programs do not.

One of the sample modules should be mentioned explicitly here: It is the
“Windows 2000 Utility Library” found in the w2k_1ib directory branch. As well as
hosting large portions of the sample code reprinted in the following chapters, it also
contains lots of Win32 boilerplate code not specifically related to the focus of this
book that you might want to reuse in other projects. It features memory, registry,
object pool, and linked-list management, CRC32 computation, pseudo-random
number generation, operating system and file version checking, and much more.

The huge w2k_1ib. c file is a repository of general-purpose code I have written for
myself in the past few years, and it is intended to make the life of Win32 programmers
somewhat easier. Enjoy!
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FIGURE P-2. Dependencies of the Sample Programs

THE THIRD-PARTY TOOLS ON THE CD

Along with the sample code I wrote exclusively for this book, the companion CD
contains valuable tools contributed by others. I am indebted to Jean-Louis Seigné and
Wayne J. Radburn for allowing me to distribute their finest tools on this CD. In the
\tools directory, you will find the following goodies:

e The Multi-Format Visual Disassembler (MFVDasm) is written by
Jean-Louis Seigné, who has been in the Windows software development
business since 1990. Actually, MFVDasm is much more than just a disas-
sembler—it is a Portable Executable (PE) file cruncher, disassembler, hex
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dump utility, and ASM code browser in one. The \tools\MFvDasm direc-
tory on the CD contains a fully functional timed demo version, protected
with the Softlocx software produced by BitArts. You can get an unlimited
version by paying US$100.00 to Jean-Louis Seigné via credit card. The lat-
est version of MFVDasm is available at http://redirect.to/MFVDasm;
inquiries about the software should be emailed to MFVDasm@redirect.to.

® The PE and COEFF File Viewer (PEview) is contributed by Wayne J.
Radburn and is given royalty-free as a special bonus for the readers of this
book. Wayne is a die-hard Win32 assembly language programmer like me,
except that he is still doing the job while I have moved to C. Application
programming in ASM is tough, so you can be sure that Wayne is a true
expert. PEview is certainly the most versatile PE file browser I’'m aware of,
and it is an essential tool for operating system spelunkers. It provides a
quick and easy way to view the structure and content of 32-bit Portable
Executable (PE) and Component Object File Format (COFF) files, and it
supports the viewing of .exe, .d11, .obj, .1lib, .dbg, and other file
types. Meet Wayne on the Web at hitp://www.magma.ca/~wjr/, or send
email to wjr@magma.ca.

Because this is third-party software, included here by special license agreement

with the respective authors, neither Addison-Wesley nor I take any responsibility

for its usage. Please read the licensing information displayed by these programs for

more details.

THE “WITHOUT WHOM” SECTION

Before writing my first book, I wasn’t aware that so many people participate in a

book’s production process. Writing the manuscript is just one of many steps to be

taken until the first printed copy appears on the shelves of the bookstores. This

section is dedicated to the numerous people who have contributed substantially to.

the making of this book.

First, [ want to thank Gary Clarke, formerly of Addison-Wesley, for putting this
book project onto the track. Unfortunately, Gary left Addison-Wesley just before the

first manuscript line was written, but fate brought me together again with Karen

Gettman and Mary Hart, who coordinated the manuscript creation phase of my

first book. This was good luck; I can’t think of a better team for the birth of a new
book. However, my joy halted abruptly just as I was writing the last paragraphs of
Chapter 7, when I got notice that Mary left Addison-Wesley. Fortunately, Emily Frey
jumped in and saved the day. I'm also indebted to Mamata Reddy, who coordinated
the book’s production, Curt Johnson, Jennifer Lawinski, and Chanda D. Leary-Coutu
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of the marketing team, Katie Noyes for doing the cover artwork, and Beth Hayes for
faithfully copyediting my raw manuscript. Several other people at Addison-Wesley
whose names are unknown to me were involved in the production and marketing of
this book, and I thank them all from my heart. Additionally, special thanks go to my
queen of hearts Gerda B. Gradl, my parents Alla and Olaf Schreiber, and my colleague
Rita Spranger for continuous encouragement and support throughout the entire
project—writing a book is sometimes a lonesome job, and it is good to have someone
with whom to talk about it sometimes.

And finally, a big, big “thank you” to Roine Stolt, leader of the Swedish Pro-
gressive-Rock band The Flower Kings (http://www.users.wineasy.selflowerkings/),
for his unbelievable, indescribable music, which has been an endless source of
inspiration to me during manuscript writing. He always keeps on reminding me
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CHAPTER 1

Windows 2000
Debugging
Support

ecause much of the information found in this book is of the so-called undocu-

mented kind, some of it is available only by peeking inside the operating system
code. The Windows 2000 Device Driver Kit (DDK) provides a powerful debugger
that does a great job in this respect. This chapter begins with detailed step-by-step
instructions to set up a full-fledged debugging environment on your machine. While
reading the following chapters, you will frequently go back to the Kernel Debugger
to extract operating system internals of various kinds. If you are becoming bored
with the Kernel Debugger, you might want to tailor your own debugging tools.
Therefore, this chapter also includes information about the documented and undocu-
mented Windows 2000 debugging interfaces, including detailed inside information
about Microsoft symbol files. It features two sample libraries with companion appli-
cations that list processes, process and system modules, and various kinds of symbol
information buried inside the Windows 2000 symbol files. As a special bonus, you
will find the first public documentation of the Microsoft Program Database (PDB)
file format at the end of this chapter.

SETTING UP A DEBUGGING ENVIRONMENT

“Hey, I don’t want to debug a Windows 2000 program. First of all, I want to write
one!” you might shout out after reading this headline. “Right!” I say, “That’s what
you are going to do!” But why should you start the voyage by setting up a debugging
environment? The answer is simple: The debugger is sort of a backdoor into the
operating system. Of course, this has not been the primary intention of the persons
who wrote this tool. However, every good debugger must be able to tell you some-
thing useful about the system while you are stepping through the execution of your
own code or after your application has died unexpectedly. It is not quite acceptable
to report an eight-digit crash address that points somewhere into the 4GB address
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space, leaving you figuring out alone what really happened. The debugger should at
least tell you which module’s code the offending code was executing last, and, ideally,
it should also tell you the name of the function where the application passed away.
Therefore, the debugger usually must know much more about the system than is
printed in the programming manuals, and you can use this knowledge to explore the
internals of the system.

Windows 2000 comes with two native debuggers: winbbg . exe (pronounced like
“WindBag”) is a Win32 GUI application, and 1386kd. exe is its console-mode equiva-
lent. I have worked with both versions for some time and finally decided that
1386kd. exe is the better one because it has a more powerful set of options. Recently,
however, it seems that winDbg . exe has improved, causing the people at Open Systems
Resources (OSR) to include an article titled “There’s a New WinDBG in Town—And
It Doesn’t Suck Anymore” in the May/June 2000 edition of The NT Insider (Open
Systems Resources 2000). Nevertheless, all examples in this book that somehow
involve a Windows 2000 debugger relate to i386kd.exe. As you might have guessed,
the 1386 portion of the name refers to the target processor platform (Intel 386 family
in this case, including all Pentium versions), and kd is short for Kernel Debugger. The
Windows 2000 Kernel Debugger is a very powerful tool. For example, it knows how
to make use of the symbol files distributed on the Windows 2000 setup CDs, and
therefore can give you invaluable symbolic information about almost any address in
system memory. Moreover, it will disassemble binary code, list hex dumps of memory
contents in various formats, and even show you the layout of some key structures of
the kernel. And it gives away this information for free—the debugger’s command
interface is fully documented in its online help.

PREPARING FOR A CRASH DuMP

This is the good news. The bad news is that you have to do some preparatory work
before the Kernel Debugger will obey you. The first obstacle is that debugging usu-
ally involves two separate machines connected by a cable—one running the debugger,
the other one hosting the debuggee. However, there is a much easier way, eliminating
the necessity of a second machine, if live debugging is not a requirement. For exam-
ple, if a buggy application throws an unhandled exception causing the infamous NT
“Blue Screen Of Death” (BSOD) to pop up, you can choose to save the memory
image that was in effect right before the crash to a file and examine this crash dump
after rebooting. This technique is usually called post mortem debugging (post mortem
is Latin and means “after death”), and it is one of the preferred methods used
throughout this book. Our primary task here is to explore system memory, and for
most situations, it doesn’t matter whether the memory under examination is alive or
a snapshot of the last breath of a dead system. However, some interesting insights can
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be gained by peeking into the innards of a live system using a kernel-mode driver, but
this is a topic to be saved for later chapters.

A crash dump is simply a copy of the current memory contents flushed to a disk
file. Therefore, the size of a complete crash dump file is (almost) the same as the
amount of physical RAM installed on the machine—in fact, it is a bit less than that.
The crash dump is written by a special routine inside the kernel in the course of han-
dling the fatal exception. However, this handler doesn’t write the memory contents
immediately to the target file. This is a good idea, because the disk file system might
not be in good health after the crash. Instead, the image is copied to the page file stor-
age, which is part of the system’s memory manager. Therefore, you should increase the
total size of your page files to at least twice the size of physical memory. Twice?
Wouldn’t the same size be enough? Of course—just enough for the crash dump. How-
ever, the system will attempt to copy the crash dump image to a real disk file during
bootstrap, and this means that the system might run out of virtual memory if it can’t
free the page file memory occupied by the image in time. Usually, the system will cope
with this situation, just throwing some annoying “low on virtual memory” warnings
at you while thrashing the disk, but you can save a lot of time by making the page file
large enough whenever you are expecting an increased probability of a Blue Screen.

That said, you should proceed now by starting the Windows 2000 Control
Panel utility and changing the following settings:

* Increase the overall size of your page files to at least twice the amount of
installed RAM. To this end, open the System applet, select the Advanced
tab of the System Properties dialog, and click the Performance Options...
button. In the Virtual memory frame, click the Change... button, and
change the value in the Maximum size (MB) field if it doesn’t match your
physical memory configuration. Figure 1-1 is a sample snapshot taken on
the system on which T am currently writing these lines. I have 256 MB of
RAM inside my tower, so 512 MB is just enough. Click Set after changing
the settings, and confirm all open dialogs except the System Properties by
pressing their OK buttons.

e Next, configure the system to write a crash dump file on every Blue Screen.
In the System Properties dialog, click the Startup and Recovery... button,
and examine the Write Debugging Information options. You should select
the Complete Memory Dump option from the drop-down list to get a
faithful copy of the entire memory contents. In the Dump File box, enter
the path and name of the file where the dump will be copied to from the
page file. $SystemRoot%\MEMORY.DMP is a commonly used setting
(Figure 1-2). Check or uncheck the Overwrite any existing file option
according to your own preference, and confirm all open dialogs.
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FiGURE 1-1. Setting the Size of the Page File Storage



SETTING UP A DEBUGGING ENVIRONMENT 5

0

Startup and Re
e

‘ System Properties

FIGURE 1-2. Choosing Crash Dump Options
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CRASHING THE SYSTEM

After having set up the system for a crash dump, it is time to do the most horrible
thing in the life of a Windows 2000 system programmer: Let’s crash the system! Usu-
ally, you will get the dreaded Blue Screen whenever Damocles’ sword is hanging
above your head—typically when a production deadline is due in a few hours. Now
that you are willing to crash the system, you are probably unable to find any unstable
piece of software that will do the job. Try David Solomon’s neat trick described in the
second edition of Inside Windows NT. This is his proposal:

“How can you reliably generate a crash dump? Just kill the Win32 subsystem
process (csrss.exe) or the Windows NT logon process (winlogon.exe) with the
Windows NT Resource Kit tool kill.exe. (You must have administrator
privileges to do this.)” (Solomon [1998], p. 23.)

Surprise, surprise! This trick doesn’t work anymore on Windows 2000! On first
sight, that’s bad luck, but on the other hand, it is good news. What do you think
about an operating system that can be trashed so easily by a tiny and simple tool offi-
cially distributed by Microsoft? In fact, it is good that Microsoft has closed this secu-
rity gap. However, we are now in need of an alternative way to tear down the system.
At this point, it is time for an old and simple NT rule: “If anything seems to be
impossible in the Win32 world, just write a kernel-mode driver, and it will work out
all right!” Windows 2000 manages Win32 applications very carefully. It constructs a
wall between the application and the kernel, and anyone trying to cross this border
will be shot without mercy. This is good for the overall stability of the system, but
bad for programmers who need to write code that has to touch hardware. Contrary
to DOS, where any application was allowed to do anything to the hardware, Win-
dows 2000 is very picky in this respect. This doesn’t mean that accessing hardware
on Windows 2000 is impossible. Instead, this kind of access is restricted to a special
kind of module called kernel-mode driver.

I can tell you now that I will present a short introduction to kernel-mode driver
programming in Chapter 3. For now, it should suffice to say that crashing the system
is one of the easiest things a kernel-mode driver can do. Windows 2000 doesn’t pro-
vide an error recovery mechanism for drivers going berserk—even the faintest
attempt to perform an illegal operation is immediately answered with a Blue Screen.
Of course, the simplest and least dangerous violation of the rules is reading from an
invalid memory address. Because the system explicitly catches all memory accesses
through a NULL pointer, which is probably one of the most common errors in C pro-
gramming, a NULL pointer read is the ideal operation to force a benign system crash.
This is exactly what the w2k_ki11.sys driver on the sample CD does. This very sim-
ple piece of software will also be one of the first kernel-mode driver projects pre-
sented in this book.
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Listing 1-1 is a tiny excerpt from w2k_kill.c, containing nothing but the bad
code that triggers the Blue Screen. When writing senseless code such as this, be aware
that the brilliant optimizer built into Visual C/C++ might counteract your efforts. It
tracks all code and tends to eliminate any instructions that don’t have permanent side
effects. In the example below, the optimizer’s hands are tied because the briverEntry ()
function insists on returning the value found at address zero as its return value. This
means that this value has to be moved to CPU register EAX, and the easiest way to
do this is by means of the mov EAxX, [0] instruction, which will throw the exception
we have been waiting for.

The w2k_1load.exe application presented in Chapter 3 can be used to load and
start the w2k_kill.sys driver. If you are mentally ready to kill your Windows 2000
system, proceed as follows:

e Close all applications.
e Insert the accompanying sample CD.
¢ Choose Run... from the Start menu.

e Enter d:\bin\w2k_load w2k_kill.sys into the edit box, replacing a:
with the drive letter of your CD-ROM drive, and click OK.

After this click, w2k_1oad. exe will attempt to load the w2k_ki11.sys file located
in the CD’s \bin directory. As soon as the DriverEntry () routine is executed, the Blue
Screen will appear, with a message similar to the one shown in Figure 1-3, and you
will see a counter on the screen being incremented from 0 to 100 (or so) while the
memory contents are dumped to the page file storage. If you have checked the Auto-
matically reboot option in the Startup and Recovery dialog (see Figure 1-2), the sys-
tem will reboot immediately after the crash dump is finished. When the system is
ready for logon, wait for some time until the disk LED is no longer flashing. It takes
some time to copy the crash dump image from the page file storage to the target disk
file defined in the Startup and Recovery options (see Figure 1-2), especially if you have
plenty of physical memory. Disturbing the system in this phase, for example, by shut-
ting it down too early, might yield an invalid crash dump file that will be refused by
the Kernel Debugger.

NTSTATUS DriverEntry (PDRIVER_OBJECT pDriverObject,
PUNICODE_STRING puRegistryPath)
{
return *((NTSTATUS *) 0); // read through NULL pointer
}

LISTING 1-1. A NULL Pointer Read Operation in Kernel-Mode Crashes the System
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FIGURE 1-3. Execution of w2k_kill.sys Yields a Nice Blue Screen

In Figure 1-3, the system displays the name of the module that contains the
offending code (w2k_kill.sys), as well as the address of the instruction that caused
the exception (0xBECC3000) . This address will probably be different on your system,
because it varies with the hardware configuration. Driver load addresses generally are
not deterministic, similar to DLL load addresses. Please write down the indicated
address—you will need it later after installing and configuring the Kernel Debugger.

A short note of caution is appropriate here: Crashing the system intentionally
is not something you should do every day. Although the offending w2k_kxi11.sys
code itself is benign, the time of its execution might be unfortunate. If the NULL
pointer read occurs while another thread is in the course of doing something
important, the system might shut down before this thread has a chance to clean
up. For example, the active desktop tends to complain after the reboot that some-
thing horrible has happened and that it needs to be restored. Therefore, carefully
check that the machine isn’t working on precious data and that all cached data has
been flushed to disk before you crash the system. The best time is when the disk
has calmed down after a bootstrap. Note that neither the author nor the publisher
of this book shall be liable for any damages resulting from system crashes forced
by the w2k_kil11.sys driver.

INSTALLING THE SYMBOL FILES

After rebooting, you have a snapshot of a Windows 2000 system, including a bad
kernel-mode driver, caught in the course of a NULL pointer read. Peeking into this
file is as good as examining the memory of a live system. Of course, this snapshot is
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like a dead animal body—it can’t react anymore to external stimuli, but that shouldn’t
worry you now. What comes next is the setup of the symbol files that shall be used by
the Kernel Debugger while you are dissecting the crash dump.

MSDN subscribers have to look for the symbol files on the CD named
Windows 2000 Customer Support—Diagnostic Tools, which is part of the dark
green Development Platform (English) CD set. Inserting the CD into the drive will
start the Windows 2000 Internet Explorer with a file named \pse.uTM. Here you can
click on various setup options. If you are running the free build of Windows 2000,
Install retail symbols is the correct choice. For the checked build, choose Install
debug symbols instead. You can also use the classic symbol file setup by opening
the Explorer and double-clicking the files \ sYMBOLS\ 1386 \RETAIL\SYMBOLSX . EXE
(Figure 1-4) or \SYMBOLS\ 1386 \DEBUG\ SYMBOLSX . EXE, which are exactly the actions
attached to the setup hyperlinks embedded in the \pBG.nTM file. The setup utility will
copy several . dbg and .pdb files from the symMBoLs.caB archive to various subdirecto-
ries of the system’s symbol root, which is named $systemroot%\symbols by default.
The $systemroot% token symbolizes the value of the environment variable systemroot,
indicating the installation directory of the Windows 2000 system. In the example
below, it is the p: \wINNT directory.

On startup, the Windows 2000 Kernel Debugger will try to locate the symbol
files by evaluating the environment variable _NT_syMBoL_paTH (note the leading
underscore), so it is a good idea to define this variable right now. Again, you have to
start the System applet from the Control Panel and select the Advanced tab, this time
clicking the Environment Variables... button. Next, click the New... button in the
System variables frame, and enter the Variable Name: and Variable Value: as shown
in Figure 1-5, replacing D: \WINNT by the $systemroot% path of your system. After
confirming all dialogs, symbol setup is complete.

i Copying Flles..

FIGURE 1-4. Installing the Windows 2000 Retail Symbols
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FIGURE 1-5. Defining the Environment Variable _NT_SYMBOL_PATH

The Microsoft documentation is somewhat unclear about which directory path
must be assigned to the _NT_svmMBoL_paTH variable. The kernel-mode debugging
chapters of the DDK say that the symbo1s subdirectory has to be included, yielding a
value of d: \winnt\symbols or equivalent. In the Platform Software Development Kit
(SDK) documentation of the dbghelp.d11 library, the symbol path setup is described
a bit differently:

“The library uses the symbol search path to locate debug symbols (.dbg file)
for .a11, .exe, and .sys files by appending “\symbols™ and “\d11” or “\exe”
or “\sys” to the path. For example, the typical location of symbol files for
.d11 files is ¢ : \mysymbols\symbols\dll. For .exe files, the location is
c:\mysymbols\symbols\exe.”

[...] “If you set the _NT_SYMBOL_PATH or _NT_ALT_SYMBOL_PATH environment
variable, the symbol handler searches for symbol files in the following order:
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1. The current working directory of the application.

2. The _NT_SYMBOL_PATH environment variable.

3. The _NT_ALT_SYMBOL_PATH environment variable.

4. The SYSTEMROOT environment variable.”

(MSDN Library - April 2000 \ Platform SDK \ Base Services \
Debugging and Error Handling \ Debug Help Library \ About DbgHelp \
Symbol Handling \ Symbol Paths)

This sounds more like setting _NT_SYMBOL_PATH to d: \winnt rather than d: \winnt
\symbols. To find out which point of view is correct, I tried both variants and was glad
to see that it doesn’t matter which one you choose. The Kernel Debugger finds the sym-
bol files one way or another. If you suspect now that the _NT_symBor,_paTH value doesn’t
matter at all, try to set it to an invalid path—the debugger will refuse to run.

SETTING UP THE KERNEL DEBUGGER

The last step in the debugging environment setup is the installation and configuration
of the Kernel Debugger. If you have already installed the Windows 2000 DDK, you
can use the debuggers found in the \NTDDK\bin directory. The Kernel Debugger exe-
cutable is named 1386kd.exe. An alternative way is to install the debugging tools
from the MSDN CD Windows 2000 Customer Support—Diagnostic Tools, from
which you have already taken the symbol files. Just click on the Install Debugging
Tools link on the setup page \DBG.HTM, or start the setup in the classic way by dou-
ble-clicking \ToorLs\1386\DBGPLUS . EXE in the Explorer panel. This setup utility will
copy the tools to a directory named \Program Files\Debuggers\bin.

After installing the Kernel Debugger, it is a good idea to create a shortcut that
invokes 1386kd. exe with the parameters you need. If you want to examine the crash
dump file generated after the w2k_xki11.sys Blue Screen, you can use the -z com-
mand line switch to specify the path of this file, directing the debugger to load this
memory image at startup. Figure 1-6 illustrates typical shortcut properties.

Now everything is set up for the first debugging session. If you double-click the
debugger’s shortcut, you should see a console window like the one shown in Figure 1-7.
The xa> prompt in front of the flashing cursor indicates that the Kernel Debugger is
ready to accept commands. Before doing anything else, please check that the symbol
search path displayed below the copyright banner is set to the correct location. If not,
there is probably a typo in the environment variable specifying this path (see Figure 1-5).
The start message also shows that the debugger has loaded three extension DLLs.
1386kd. exe features a powerful extension mechanism that allows the basic command
set to be augmented by custom commands implemented in a separate DLL. Because
these additional commands have to be preceded by the “bang” character “!” to distin-
guish them from the built-in set, they usually are called bang commands. Some of them
are extremely useful, as you will see later.
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FIGURE 1-6. Creating a Kernel Debugger Shortcut

In Figure 1-7, I have entered one of the built-in commands: u becc3000. The u
mnemonic means, of course, “unassemble,” and becc3000 is the hexadecimal start
address where disassembly begins. By default, the number radix is 16, but you can
change this setting with the n command, for example, n 10 if you prefer decimal nota-
tion. You can always force a number to be interpreted as a hexadecimal by using the
0x prefix borrowed from the C language. The address becc3000 is the memory loca-
tion where the w2k_ki11.sys crash dump occurred (see Figure 1-3). Please try the u
command with the address reported by your system after crashing. You should get a
mov eax, [00000000] instruction, too, as shown in Figure 1-7, although the address is
probably different. Otherwise, you are probably peeking into the wrong crash dump
file—please check your Kernel Debugger shortcut in this case (see Figure 1-6). The
mov eax, [00000000] instruction, loads a 32-bit value from the virtual address
0x00000000 to CPU register EAX, so it is obviously the implementation of the C
expression return * ((NTSTATUS *) 0) in Listing 1-1, and constitutes a NULL-pointer
read operation. There is no special exception handler installed for this type of error,
therefore, the system reports a KMODE_EXCEPTION_NOT_HANDLED error on the Blue
Screen, as demonstrated by Figure 1-3. If you want, you can learn more about this
common error code in The NT Insider (Open Systems Resources 1999b).
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FIGURE 1-7. Initiating a Kernel Debugger Session

KERNEL DEBUGGER COMMANDS

Although the debugger commands are intended to be mnemonic, it is sometimes hard
to recall them at the right time. Therefore, I have collected them in Appendix A,
Table A-1, as a quick reference. This table is an edited version of the debugger’s help
output generated by the » command. The various types of arguments required for the
commands are compiled in Table A-2.

As already mentioned, the Kernel Debugger can execute external commands
known as bang commands that are implemented in one or more associated extension
DLLs. Whenever a command name is prefixed by an exclamation mark (the so-called
bang character), this name is looked up in the export lists of the loaded extension
DLLs. If a match is found, the command is handed over to the DLL. Figure 1-7 shows
that the Kernel Debugger loads the extensions kdextx86.4d11, userkdx.dll, and



14 WINDOWS 2000 DEBUGGING SUPPORT

dbghelp.dll, in this order. The latter is located in the same directory as the
1386kd. exe application; the former pair is available in four versions: free versus
checked build for Windows NT 4.0 (subdirectories nt4fre and nt4chk), and free
versus checked build for Windows 2000 (subdirectories w2kfre and w2kchk), respec-
tively. Normally, the debugger will use a default search order when locating the han-
dler of a bang command. However, you can override the default by specifying a
module name before the command name, separated by a dot. For example, both the
kdextx86.d11 and userkdx.dll extensions export a help command. Typing 'help
will yield the help screen of the kdextx86.d11 module by default. To execute the help
command of userkdx.d11, you have to type !userkdx.help (Or !userkdx.help -v
if you need more verbose help). By the way, you can write your own debugger exten-
sions if you know the rules. An excellent how-to article can be found in The NT
Insider (Open Systems Resources 1999a). It is targeting winDbg . exe rather than
i386kd.exe, but because both debuggers use the same extension DLLs, most of the
information is applicable to 1386kd. exe as well.

Tables A-3 and A-4 in Appendix A show the output generated by the help com-
mands of kdextx86.d11 and userkdx.d11, respectively, slightly corrected and heav-
ily edited for better readability. You will notice that these tables list far more
commands than documented in the Microsoft DDK, and some commands obviously
have additional optional parameters not mentioned in the DDK documentation.

THE Tor TEN DEBUGGING COMMANDS

Tables A-1 to A-4 demonstrate in an impressive way that the Kernel Debugger and its
standard extensions offer a large number of commands. Therefore, I will discuss in
detail some of the commands that are most useful for the exploration of Windows
2000 internals.

u: Unassemble Machine Code
You have already used the u command after starting the Kernel Debugger to check
whether the loaded crash dump file is OK. The u command has three forms:

1. u <from> disassembles eight machine instructions, starting at
address <from>.

2. u <from> <to> starts disassembly at address <from>, and continues until
reaching or transcending address <to>. The instruction at this address, if
any, is not included in the listing.

3. u (without arguments) restarts disassembly from the address where a
previous u command stopped (no matter whether it had arguments
or not).
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Of course, disassembling large code portions with this command is quite annoy-
ing, but it comes in handy if you just need to know what is occurring at a specific
address. Perhaps the most interesting feature of the u command is its ability to
resolve symbols referenced by the code—even internal symbols not exported by the
target module. However, in disassembling complete Windows 2000 executables,
using the Multi-Format Visual Disassembler on the companion CD is much more
fun. More on this product will follow later in this chapter.

db, dw,anddd: Dump Memory BYTEs, WORDs, and DWORDs
If the memory contents you are currently interested in are binary data rather than
machine code, the debugger’s hex dump commands do a great job. Depending on the
data types you are expecting at the source address, one of the variants db (for BYTEs),
aw (for worDs), or dad (for DWORDs) applies.

* dp dumps a memory range in two panels. On the left-hand side, the
contents are displayed as two-digit 8-bit hexadecimal quantities; the right-
hand panel shows the same data in ASCII format.

e dw displays the contents of a memory range as four-digit 16-bit
hexadecimal quantities. An ASCII panel is not included.

e aa displays the contents of a memory range as eight-digit 32-bit
hexadecimal quantities. An ASCII panel is not included.

For this command set, the same arguments as for the u command can be used.
Note, however, that the data located at the <to> address are always included in the
hex dump listing. If no arguments are specified, the next 128-byte block is displayed.

x: Examine Symbols
The x command is very important. It can create lists of symbols compiled from the
installed symbol files. It is typically used in one of the following three forms:

1. x * 1+ displays a list of all modules for which symbols can be browsed. After
startup, only the ntoskrnl . exe symbols are available by default. The symbols
of other modules can be added by issuing the . reload command.

2. x <module>!<filter> displays a list of symbols found in the symbol file
of <module>, applying a <filter> that may contain the wildcards ? and
* . The <module> name must be one of the list yielded by the x * 1+
command. For example, x nt!* lists all symbols found in the kernel’s
symbol file ntoskrnl.dbg, and x win32k!* lists the symbols provided by
win32k.dbg. If the debugger reports “Couldn’t resolve ‘x ...””, try the
command again after reloading all symbols by means of the .reloada
command.
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3. x <filter> displays a subset of all available symbols, matched against a
<filter> expression. Essentially, this is a variant of the x
<module>!<filter> command, in which the <module>! part has
been omitted.

Along with the symbol names, the associated virtual addresses are shown. For
function names, this is the function’s entry point. For variables, it is a pointer to the base
address of the variable. The most notable thing about this command is that its output
includes many internal symbols, not just those found in the executable’s export table.

1n: List Nearest Symbols
The 1n command is certainly my favorite, because it gives quick and easy access to
the installed symbol files. It is the ideal complement to the x command. Whereas the
latter is great if you need an address listing of various operating system symbols, the
1n command is used to look up individual symbols by address or name.

® In <address> displays the name of the symbol found at or preceding
the given <address>, as well as the next known symbol following
this address.

® In <symbol> resolves the given <symbol> name to its virtual address and
then proceeds like the 1n <address> command.

Like with the x command, the debugger is aware of all exported and several
nonexported internal symbols. Therefore, it is an important aid for anyone who tries
to make sense of unknown pointers occurring somewhere in a disassembly listing or
hex dump. Note that the u, db, dw, and dd commands also accept symbols where
addresses are expected.

lprocessfields: List EPROCESS Members
As the bang character preceding the name imples, this is a command from a debugger
extension module—kdextx86.d11, in this case. This command displays the names
and offsets of all members of the—formally undocumented—EPROCESS structure
used by the kernel to represent processes, as shown in Example 1-1.

kd> !processfields

Iprocessfields

EPROCESS structure offsets:
Pcb: 0x0
ExitStatus: 0x6c
LockEvent: 0x70 LockCount : 0x80
CreateTime: 0x88
ExitTime: 0x90
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LockOwner: 0x98

UniqueProcessId: 0x9c

ActiveProcessLinks: 0xal

QuotaPeakPoolUsage[0] : 0xa8

QuotaPoolUsage([0] : 0xb0

PagefileUsage: 0xb8

CommitCharge: 0xbc

PeakPagefileUsage: 0xc0

PeakVirtualSize: Oxc4

VirtualSize: 0xc8

Vm: 0xdo

DebugPort: 0x120
ExceptionPort: 0x124
ObjectTable: 0x128
Token: 0x1l2c
WorkingSetLock: 0x130
WorkingSetPage: 0x150
ProcessOutswapEnabled: 0x154
ProcessOutswapped: 0x155
AddressSpacelInitialized: 0x156
AddressSpaceDeleted: 0x157
AddressCreationLock: 0x158
ForkInProgress: 0x17¢c
VmOperation: 0x180
VmOperationEvent : 0x184
PageDirectoryPte: 0x1£f0
LastFaultCount: 0x18c
VadRoot : 0x194
VadHint: 0x198
CloneRoot: 0x19c
NumberOfPrivatePages: 0xla0
NumberOfLockedPages: 0xla4d
ForkWasSuccessful: 0x182
ExitProcessCalled: Oxlaa
CreateProcessReported: Oxlab
SectionHandle: Oxlac
Peb: 0x1b0
SectionBaseAddress: 0x1b4d
QuotaBlock: 0x1b8
LastThreadExitStatus: Ox1lbc
WorkingSetWatch: 0x1cO
InheritedFromUniqueProcessId: 0x1c8
GrantedAccess: Oxlcc
DefaultHardErrorProcessing 0x1d0
LdtInformation: 0x1d4
VadFreeHint: 0x1d8
VdmObjects: 0x1ldc
DeviceMap: 0x1e0
ImageFileName[0] : Ox1lfc
VmTrimFaultValue: 0x20c
Win32Process: 0x214
Win32WindowStation: 0xlcd

ExampLE 1-1.  Cracking the EPROCESS Structure
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Although this command shows the members’ offsets only, you can easily guess
the corresponding types. For example, the LockEvent member is located at offset
0x70, and the next member follows at offset 0x80, so this member requires 16 bytes,
which looks rather like a kEVENT structure. Don’t worry if you don’t know what a
keVENT is—I will discuss kernel object structures in Chapter 7.

Ithreadfields: List ETHREAD Members
This command is another great option offered by the kdextx86.d11 debugger exten-
sion. Like the !processfields command, it displays the member names and offsets
of yet another formally undocumented structure named ETHREAD, which represents
threads. Example 1-2 shows a sample output.

tdrivers: List Loaded Drivers

The kdextx86.d11 goodie !drivers shows detailed information about all currently
running kernel and file system modules. If a crash dump image is examined, this list
reflects the system state at the time of the crash. Example 1-3 is an excerpt of a sam-
ple run on my machine. Note that the last line before the summary shows our bad
Windows 2000 killer device at base address 0xBEcc2000, which is obviously one of
the hexadecimal numbers reported on the Blue Screen after the w2k_kil1l.sys crash
(see Figure 1-3).

kd> !threadfields

!threadfields

ETHREAD structure offsets:
Tcb: 0x0
CreateTime: 0x1b0
ExitTime: 0x1b8
ExitStatus: 0x1c0
PostBlockList: Ox1lc4
TerminationPortList: Oxlcc
ActiveTimerListLock: 0x1d4
ActiveTimerListHead: 0x1d8
cid: 0x1le0
LpcReplySemaphore: 0xle8
LpcReplyMessage: 0x1lfc
LpcReplyMessageId: 0x200
ImpersonationInfo: 0x208
IrpList: 0x20c
TopLevelIrp: 0x214

ReadClusterSize: 0x21lc
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ForwardClusterOnly: 0x220
DisablePageFaultClustering: 0x221
DeadThread: 0x222
HasTerminated: 0x224
GrantedAccess: 0x228
ThreadsProcess: 0x22¢
StartAddress: 0x230
Win32StartAddress: 0x234
LpcExitThreadCalled: 0x238
HardErrorsAreDisabled: 0x239

ExampPLE 1-2.  Cracking the ETHREAD Structure

kd> !drivers

tdrivers

Loaded System Driver Summary

Base Code Size Data Size Driver Name Creation Time

80400000 142dc0 (1291 kb) 43680 (309 kb) ntoskrnl.exe Wed Dec 08 00:41:11 1999
80062000 13c40 ( 79 kb) 34e0 (13 kb) hal.dll Sun Oct 31 00:48:14 1999
£0810000 1760 ( 5 kb) 1000 ( 4 kb) BOOTVID.DLL Thu Nov 04 02:24:33 1999
£0400000 bdc0 ( 47 kb) 22a0 ( 8 kb) pci.sys Thu Oct 28 01:11:08 1999
£0410000 99¢0 ( 38 kb) 18e0 ( 6 kb) isapnp.sys Sat Oct 02 22:00:35 1999
£09¢8000 760 ( 1 kb) 520 (1 kb) intelide.sys Fri Oct 29 01:20:03 1999
£0680000 42e0 ( 16 kb) e80 (3 kb) PCIIDEX.SYS Thu Oct 28 01:02:19 1999
£0688000 64a0 ( 25 kb) a20 ( 2 kb) MountMgr.sys Sat Oct 23 00:48:06 1999
bffe3000 192¢c0 (100 kb) 2b00 (10 kb) ftdisk.sys Mon Nov 22 20:36:23 1999
£0900000 12e0 ( 4 kb) 640 ( 1 kb) Diskperf.sys Fri Oct 01 02:30:40 1999
[...]

b£255000 fcd0 ( 63 kb) 2120 ( 8 kb) wdmaud.sys Wed Oct 27 20:40:45 1999
£0670000 9520 ( 37 kb) 1£40 (7 kb) sysaudio.sys Mon Oct 25 21:28:14 1999
£094c000 d4o ( 3 kb) 860 ( 2 kb) Parvdm.SYS Tue Sep 28 05:28:16 1999
£0958000 a00 ( 2 kb) 480 (1 kb) PfMOdNT.sys  Thu Dec 16 05:14:08 1999
bf0dd000 35520 ( 213 kb) 59e0 (22 kb) rv.sys Tue Nov 30 08:38:21 1999
b£191000 ds20 ( 54 kb) 1280 ( 4 kb) Cdfs.SYS Mon Oct 25 21:23:52 1999
bed9%9a000 11£20 ( 71 kb) 2ac0 (10 kb) ipsec.sys Tue Nov 30 08:08:54 1999
beaaf000 0 ( 0 kb) 0 (0 kb) ATMFD.DLL Header Paged Out
be9%eb000 16£60 ( 91 kb) ccc0 ( 51 kb) kmixer.sys Wed Nov 10 07:52:30 1999
becc2000 200 ( 0 kb) a00 ( 2 kb) w2k_kill.sys Sun Feb 06 19:10:29 2000
TOTAL: 79¢660 (7793 kb) 15c¢l60 (1392 kb) ( 0 kb 0 kb)

ExaMpLE 1-3. . Displaying Information about System Modules
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tsel: Examine Selector Values
If issued without arguments, the !sel command implemented by kdextx86.d11
dumps the parameters of 16 consecutive memory selectors in ascending order. You
can issue this command repeatedly until “Selector is invalid” is reported to get a list
of all valid selectors (Example 1-4). Memory selector handling will be covered exten-
sively in Chapter 4, and I will present sample code there that demonstrates how you

can crack selectors in your own applications.

Isel
0000
0008
0010
0018
0020
0028
0030
0038
0040
0048
0050
0058
0060
0068
0070
0078

Isel
0080
0088
0090
0098
00a0
00a8
00b0
00b8
00c0
00c8
0040
0048
00e0
00e8
00£0
00£8

kd> Isel

Bas=00000000
Bas=00000000
Bas=00000000
Bas=00000000
Bas=00000000
Bas=80244000
Bas=f£df£000
Bas=00000000
Bas=00000400
Bas=00000000
Bas=80470040
Bas=804700a8
Bas=00022ab0
Bas=000b8000
Bas=f£££7000
Bas=80400000

kd> !sel

Bas=80400000
Bas=00000000
Bas=00000000
Bas=00000000
Bas=814985a8
Bas=00000000
Bas=00000000
Bas=00000000
Bas=00000000
Bas=00000000
Bas=00000000
Bas=00000000
Bas=£0430000
Bas=00000000
Bas=8042dce8
Bas=00000000

Lim=00000000
Lim=000fffff
Lim=000fffff
Lim=000fffff
Lim=000fffff
Lim=000020ab
Lim=00000001
Lim=00000fff
Lim=0000ffff
Lim=00000000
Lim=00000068
Lim=00000068
Lim=0000f£fff
Lim=00003fff
Lim=000003ff
Lim=0000ffff

Lim=0000ffff
Lim=00000000
Lim=00000000
Lim=00000000
Lim=00000068
Lim=00000000
Lim=00000000
Lim=00000000
Lim=00000000
Lim=00000000
Lim=00000000
Lim=00000000
Lim=0000ffff
Lim=0000ffff
Lim=000003b7
Lim=0000ffff

Bytes
Pages
Pages
Pages
Pages
Bytes
Pages
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes

Bytes
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes

DPL=0
DPL=0
DPL=0
DPL=3
DPL=3
DPL=0
DPL=0
DPL=3
DPL=3
DPL=0
DPL=0
DPL=0
DPL=0
DPL=0
DPL=0
DPL=0

DPL=0
DPL=0
DPL=0
DPL=0
DPL=0
DPL=0
DPL=0
DPL=0
DPL=0
DPL=0
DPL=0
DPL=0
DPL=0
DPL=0
DPL=0
DPL=0

NP
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NP

NP
NP
NP
NP
NP
NP
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Code
Data
Code
Data
TSS32
Data
Data
Data

TSS32
TSS32
Data
Data
Data
Code

Data
Data
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Code
Data
Code
Data

RE
RW
RE
RW

RW
RW
RW
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RW
RW
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RW
RW
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ExXAMPLE 1-4.

Displaying Selector Parameters
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SHUTTING DOWN THE DEBUGGER

You can kick the Kernel Debugger out of the system by simply closing the console
window it is running in. However, the clean way to shut it down is using its g com-

(1P}

mand, where “q” stands for—you guessed it—“quit.”

MORE DEBUGGING TOOLS

On the book’s companion CD, you will find another pair of valuable debugging tools
contributed by two “e-friends” of mine. I am very glad that they allowed me to put
fully functional versions of their great tools onto the CD. Wayne J. Radburn’s PE and
COFF File Viewer (PEview) is a special FreeWare edition for the readers of this book.
Jean-Louis Seigné’s Multi-Format Visual Disassembler (MFVDasm) comes in an
uncrippled but timed demo version. This section is a short introduction to both tools.

MFVDasM: THE MULTI-FORMAT VISUAL DISASSEMBLER

MFVDasm is not just a simple assembly listing generator. In fact, it is more an assem-
bly code browser with several nice navigation features. Figure 1-8 shows a snapshot
of an MFVDasm session in which I examined the Windows 2000 I/O Manager func-
tion IoDetachDevice () . Figure 1-8 does not show the color you would see on the
screen. For example, all function labels, as well as jumps and calls to named destina-
tions, are displayed red. Jumps and calls to anonymous addresses (i.e., addresses that
are not associated with an exported symbol) are blue, and references to symbols
dynamically imported from other modules are violet. All reachable destinations are
underlined, indicating that you can click on them to scroll the code pane to the
address. Using the Back and Forward buttons on the toolbar, you can navigate
through the history of branches, much like flipping through the visited pages in an
Internet browser.

In the right-hand pane, you can randomly select a symbol or target address to
which you can jump. Of course, this list can be sorted by clicking on the column
header buttons. On the lower edge of this pane, MFVDasm has tabs that allow
switching between Symbols, HexDump, and Relocations. The hex dump view can be
quite useful if you are disassembling a code section that contains embedded strings.
MFVDasm doesn’t choke on very large files such as ntoskrnl.exe, as some other
popular disassemblers do, and, of course, the assembly code can be saved to a text
file. Many more options are accessible via the main menu and the context menus that
appear if you right-click on one of the window panes. If you need more information,
visit Jean-Louis Seigné’s MFVDasm home site at http:/redirect.to/MFVDasm.
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IMEVDasm - NLEXE it]
File Edit Goto VYiew Window Help

B80111EF6

FIGURE 1-8. MFVDasm Disassembling ntoskrnl. o DetachDevice()

PEviEw—THE PE AND COFF FILE VIEWER

Although MFVDasm shows lots of details about the internal structure of a Portable
Executable (PE) file, its strength is code browsing. On the other hand, PEview doesn’t
show you more than a hex dump of a code file section, but is considerably more
detailed about the file structure. Figure 1-9 is a snapshot of PEview displaying the
various parts of ntoskrnl.exe in tree form. If you click on a leaf node in the left-hand
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pane, the right-hand pane displays everything there is to know about the binary con-
tents of this item. In Figure 1-9, I have selected the TMAGE_OPTIONAL_HEADER structure,
which is a member of the TMAGE_NT HEADERS structure located near the beginning of
the executable.

If you take a closer look to the PEview toolbar, you see navigation arrows that
allow scrolling through the file structure (vertical arrows) and the navigation history
(horizontal arrows). The main menu and the toolbar offer many more display
options that make using this tool a pleasure. Besides applications and DLLs, PEview
can dissect several other file formats commonly encountered in debugging situations,
such as object files, import libraries, and symbol files. More information is available
at Wayne J. Radburn’s Web site at http://www.magma.ca/~wjr/.

FIGURE 1-9. PEview Dissecting the PE File Structure of ntoskrnl.exe
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As mentioned in the Preface, Wayne writes his Win32 software in assembly lan-
guage (ASM). Yes, this is not only possible but also quite easy if you have the neces-
sary tools. In fact, ASM programming is much easier on the Win32 platform than it
was in the old DOS and Windows 3.x days, because you can take full advantage of
the CPU’s 32-bit instruction set. Wayne actively supports Win32 ASM by providing
extensive sample code on his Web site. I have been a die-hard ASM programmer
myself, but I retired from it after discovering that the Microsoft Visual C optimizer
does a much better job than a human ASM coder, because it can use all sorts of tricks
that an ASM programmer should never use—the code would be unreadable and
almost impossible to maintain. The results of my ASM efforts are publicly available
in the form of a FreeWare package for the Microsoft Macro Assembler (MASM). It is
called Win32 Assembly Language Kit (WALK32) and can be downloaded from my
Web site. Just go to http://www.orgon.com/pub/asm/ and get all files that contain the
letters “walk” in the file name. However, be aware that I have abandoned WALK32,
and will not support or update it anymore.

WINDOWS 2000 DEBUGGING INTERFACES

The Kernel Debugger is a powerful tool for everyone interested in exploring the
internals of the system. However, its user interface is somewhat poor, and sometimes
you might wish to have even more powerful commands. Fortunately, Windows 2000
offers two fully documented debugging interfaces that enable you to add debugging
functionality to your applications. These interfaces are far from luxurious, but they
have the blessing of official documentation by Microsoft. In this section, I will take
you on a short tour of these debugging interfaces, showing what they can do for you
and how you can get the most out of them.

psapi.dll, imagehlp.dll, and dbghelp.dll

For a long time, Windows NT had been criticized for its lack of support for the
Windows 95 ToolHelp32 interface. Some of the critics were possibly not aware that
Windows NT 4.0 came with an alternative debugging interface of its own, buried
inside a system component named psapi.d1l, distributed with the Win32 SDK.
This DLL, together with imagehlp.d11 and dbghelp.dll, comprise the officially
documented debugging interfaces of Windows NT and 2000. The five letters PSAPI
are the acronym of Process Status Application Programming Interface, and this
interface comprises a set of 14 functions providing system information about device
drivers, processes, memory usage and modules of a process, working sets, and mem-
ory-mapped files. psapi.d11 supports both ANSI and Unicode strings.

The other pair of debugging DLLs, imagehlp.dll and dgbhelp.dll, cover a
different range of tasks. Both export a similar set of functions, with the major differ-
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ence that imagehlp.d11 offers more functions, whereas dbghelp.dl1 is a redistrib-
utable component. This means that Microsoft allows you to put dbghelp.d11 into
the setup package of your applications if it relies on that DLL. If you choose to use
imagehlp.dll instead, you must take the one that is currently installed on the target
system. Both DLLs provide a rich set of functions for parsing and manipulating PE
files. However, their most outstanding feature probably is their ability to extract sym-
bols from the symbol files you have installed for use with the Kernel Debugger. To
guide your decision as to which DLL you should choose, I have compiled all func-
tions exported by imagehlp.dill and dgbhelp.d1l in Table 1-1, where the middle
and right-hand columns show which functions are not supported by which compo-
nent. An entry of N/A means “not available.”

TABLE 1-1. Comparison of imagehlp.dll and dbghelp.dll

NAME imagehlp.dll dbghelp.dll
BindImage N/A
BindImageEx N/A
CheckSumMappedFile N/A

EnumerateLoadedModules

EnumerateLoadedModules64

ExtensionApiVersion N/A

FindDebuglInfoFile

FindDebuglnfoFileEx

FindExecutableImage

FindExecutableImageEx

FindFileInSearchPath

GetlmageConfiglnformation N/A
GetlmageUnusedHeaderBytes N/A
GetTimestampForLoadedLibrary

ImageAddCertificate N/A
ImageDirectoryEntryToData

ImageDirectoryEntryToDataEx

ImageEnumerateCertificates N/A
ImageGetCertificateData N/A
ImageGetCertificateHeader N/A
ImageGetDigestStream N/A
ImagehlpApiVersion

ImagehlpApiVersionEx

(continued)
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TABLE 1-1. (continued)

NAME imagehlp.dll dbghelp.dll
ImageLoad N/A
ImageNtHeader
ImageRemoveCertificate N/A
ImageRvaToSection
ImageRvaToVa
ImageUnload N/A
MakeSureDirectoryPathExists
MapAndLoad N/A
MapDebugInformation
MapFileAndCheckSumA N/A
MapFileAndCheckSumW N/A
ReBaselmage N/A
ReBaselmage64 N/A
RemovePrivateCvSymbolic N/A
RemovePrivateCvSymbolicEx N/A
RemoveRelocations N/A
SearchTreeForFile
SetImageConfigInformation N/A
SplitSymbols N/A
StackWalk
StackWalk64
sym N/A
SymCleanup
SymEnumerateModules

SymEnumerateModules64
SymEnumerateSymbols
SymEnumerateSymbols64
SymEnumerateSymbolsW .
SymFunctionTableAccess
SymFunctionTableAccess64
SymGetLineFromAddr
SymGetLineFromAddr64
SymGetLineFromName
SymGetLineFromName64



WINDOWS 2000 DEBUGGING INTERFACES 27

TABLE 1-1. (continued)

NAME imagehlp.dll dbghelp.dll

SymGetLineNext
SymGetLineNext64
SymGetLinePrev
SymGetLinePrev64
SymGetModuleBase
SymGetModuleBase64
SymGetModulelnfo
SymGetModulelnfo64
SymGetModuleInfoEx
SymGetModulelnfoEx64
SymGetModuleInfoW
SymGetModulelnfoWé64
SymGetOptions
SymGetSearchPath
SymGetSymbolInfo
SymGetSymbollnfo64
SymGetSymFromAddr
SymGetSymFromAddré64
SymGetSymFromName
SymGetSymFromName64
SymGetSymNext
SymGetSymNext64
SymGetSymPrev
SymGetSymPrev64
Symlnitialize
SymLoadModule
SymLoadModule64
SymMatchFileName
SymEnumerateSymbolsWé4
SymRegisterCallback
SymRegisterCallback64
SymRegisterFunctionEntryCallback
SymRegisterFunctionEntryCallback64
SymSetOptions

(continued)
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TaBLE 1-1. (continued)

NAME imagehlp.dll dbghelp.dll

SymSetSearchPath

SymUnDName

SymUnDName64

SymUnloadModule

SymUnloadModule64

TouchFileTimes N/A
UnDecorateSymbolName

UnMapAndLoad N/A
UnmapDebugInformation

UpdateDebuglnfoFile N/A
UpdateDebuglnfoFileEx N/A
WinDbgExtensionDllInit N/A

In the sample source code following in this section, I will demonstrate how
psapi.dll and imagehlp.dl1 are used for the following programming tasks:

¢ Enumeration of all kernel components and drivers
® Enumeration of all processes currently managed by the system
* Enumeration of all modules loaded inside a process’ virtual address space

¢ Enumeration of all symbols of a given component, if available

The psapi.d11 interface is not particularly well designed. It provides a mini-
mum of functionality, although it would have been easy to add a bit more conve-
nience. Also, this DLL queries quite a bit of information from the kernel and then
throws away most of it, leaving only tiny bits and pieces.

Because the psapi.dll and imagehlp.dll functions are not part of the stan-
dard Win32 API, their header files and import libraries are not automatically
included in your Visual C/C++ projects. Therefore, the four directives in Listing 1-2
should show up somewhere in your source files. The first pair pulls in the required
header files, and the latter pair establishes the dynamic links to the API functions
exported by both DLLs.
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#include <imagehlp.h>
#include <psapi.h>

#pragma comment (linker, “/defaultlib:imagehlp.lib”)
#pragma comment (linker, “/defaultlib:psapi.lib”)

LISTING 1-2. Adding psapi .dl11 and imagehlp.dll to a Visual C/C++ Project

SAMPLE CODE ON THE CD

On the CD accompanying this book, two sample projects are included that are built
on psapi.dll and imagehlp.dll. One of them is w2k_sym. exe—a Windows 2000
symbol browser that extracts symbol names from an arbitrary symbol file, provided
you have installed it (see Setting Up a Debugging Environment). The symbol table
can be sorted by name, address, and data size, and a wildcard filter can be applied as
well. As an additional bonus, w2k_sym. exe also lists active system module/driver
names, running processes, and modules loaded inside any process. The other sample
project is the debugging support library w2k_dbg.d11, which contains several conve-
nient wrappers around psapi.d11l and imagehlp.dll functions. w2k_sym.exe relies
entirely on this DLL. The source code of these projects is located in the CD directo-
ries \src\w2k_dbg and \src\w2k_sym, respectively.

Table 1-2 lists the functions that are used by w2k_dbg.da11. The column A/W
indicates for all functions involving strings whether ANSI (A) or 16-bit wide Unicode
characters (W) are supported. As noted earlier, psapi .d11 supports both ANSI and
Unicode. Unfortunately, imagehlp.d11 and dbghelp.d1l aren’t that clever and
require 8-bit ANSI strings for several functions. This is somewhat annoying because
a Windows 2000 debugging application usually will not run on Windows 9x and
therefore could use Unicode characters without reservation. With imagehlp.dll
included in your project, you will either have to use ANSI or occasionally convert
Unicode strings back and forth. Because I definitely hate to work with 8-bit strings
on a system capable of handling 16-bit characters, I have opted for the latter
approach. All functions exported by w2k_dbg.d11 that involve strings expect Uni-
code characters, so you don’t need to be concerned about character size issues if you
are reusing this DLL in your own Windows 2000 projects.

On the other hand, imagehlp.d11 and dbghelp.d1l have an interesting feature
that psapi .d11 lacks: They are already fit for Win64—the 64-bit Windows every
developer is frightened of, because nobody really knows how difficult it will be to
port Win32 applications to Winé4. These DLLs export Win64 API functions, and
that’s OK—maybe we will be able to use them someday.



30 WINDOWS 2000 DEBUGGING SUPPORT

TABLE 1-2. Debugging Functions Used by w2k_dbg.dll

NAME A/W LIBRARY
EnumDeviceDrivers psapi.dll
EnumProcesses psapi.dll .
EnumProcessModules psapi.dll
GetDeviceDriverFileName AW psapi.dll
GetModuleFileNameEx AW psapi.dll
GetModulelnformation psapi.dll
ImageLoad A imagehlp.dll
ImageUnload imagehlp.dll
SymCleanup imagehlp.dll
SymEnumerateSymbols A/W imagehlp.dll
Symlnitialize A imagehlp.dll
SymLoadModule A imagehlp.dll

SymUnloadModule imagehlp.dll

Idon’t go into psapi .d11 and imagehlp.d1l in depth. This book focuses on
undocumented interfaces, and the interfaces of both DLLs are satisfactorily docu-
mented in the Platform SDK. However, I don’t want to bypass them completely because
they are closely related to the Windows 2000 Native API, discussed in Chapter 2.
Moreover, psapi .dl11 is a good example of why an undocumented interface might be
preferable to a documented one. Its interface is not only spartan and clumsy—it might
even return inconsistent data in certain situations. If I had to write and sell a profes-
sional debugging tool, I would not build it on this DLL. The Windows 2000 kernel
offers powerful, versatile, and much better-suited debugging API functions. However,
they are almost completely undocumented. Fortunately, many system utilities provided
by Microsoft make extensive use of this APL so it has undergone only slight changes
across Windows NT versions. Yes, you have to revise and carefully test your software
on every new NT release if you are using this API, but its benefits more than outweigh
this drawback.

Most of the following code samples are taken from the source code of
w2k_dbg.dl11l, found in the CD accompanying this book in the file \src\w2k_dbg\
w2k_dbg.c. This library encapsulates several steps that you would have to take sepa-
rately in convenient opaque functions that return rich information sets. The data is
returned in properly sized, linked lists, with optional indexes imposed on them for sort-
ing and other such functions. Table 1-3 lists the API functions exported by this DLL.

It is a long list, and discussing each function is beyond the scope of this chapter, so you
are encouraged to consult the source code of the companion application w2k_sym. exe
for details about the typical usage (see \src\w2k_sym\w2k_sym.c on the CD).
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TABLE 1-3.

w2k_dbg.d11 API Function Set

FUNCTION NAME

DESCRIPTION

dbgBaseDriver
dbgBaseModule
dbgCrc32Block
dbgCrc32Byte
dbgCrc32Start
dbgCrc32Stop
dbgDriverAdd
dbgDriverAddresses
dbgDriverIndex
dbgDriverList
dbgFileClose
dbgFileLoad
dbgFileNew
dbgFileOpen
dbgFileRoot
dbgFileSave
dbgFileUnload
dbgIndexCompare
dbgIndexCreate
dbgIndexCreateEx
dbglndexDestroy
dbgIndexDestroyEx

dbglIndexList
dbgIndexListEx
dbgIndexReverse
dbgIndexSave
dbgIndexSaveEx
dbgIndexSort
dbgListCreate
dbgListCreateEx
dbgListDestroy
dbgListFinish
dbgListIndex

Return the base address and size of a driver, given its path
Return the base address and size of a DLL module
Compute the CRC32 of a memory block

Bytewise computation of a CRC32

CRC32 preconditioning

CRC32 postconditioning

Add a driver entry to a list of drivers

Return an array of driver addresses (EnumDeviceDrivers () wrapper)
Create an indexed (and optionally sorted) driver list
Create a flat driver list

Close a disk file

Load the contents of a disk file to a memory block

Create a new disk file

Open an existing disk file

Get the offset of the root token in a file path

Save a memory block to a disk file

Free a memory block created by dbgFileLoad ()
Compare two entries referenced by an index (used by dbgIndexSort ())
Create a pointer index on an object list

Create a sorted pointer index on an object list

Free the memory used by an index and its associated list

Free the memory used by a two-dimensional index and its associated
lists

Create a flat copy of a list from its index

Create a flat copy of a two-dimensional list from its index

Reverse the order of the list entries referenced by an index

Save the memory image of an indexed list to a disk file

Save the memory image of a two-dimensional indexed list to a disk file
Sort the list entries referenced by an index by address, size, ID, or name
Create an empty list

Create an empty list with reserved space

Free the memory used by a list

Terminate a sequentially built list and trim any unused memory

Create a pointer index on an object list

(continued)
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TABLE 1-3.

(continued)

FUNCTION NAME

DESCRIPTION

dbgListLoad
dbgListNext
dbgListResize
dbgListSave
dbgMemoryAlign
dbgMemoryAlignEx
dbgMemoryBase
dbgMemoryBaseEx

dbgMemoryCreate
dbgMemoryCreateEx
dbgMemoryDestroy
dbgMemoryDestroyEx
dbgMemoryReset
dbgMemoryResize
dbgMemoryResizeEx
dbgMemoryStatus
dbgMemoryTrack
dbgModulelndex
dbgModuleList
dbgPathDriver
dbgPathFile
dbgPrivilegeDebug
dbgPrivilegeSet
dbgProcessAdd
dbgProcessGuess
dbgProcesslds
dbgProcessIndex
dbgProcessIndexEx

dbgProcessList
dbgProcessModules

dbgSizeDivide

Create a list from a disk file image

Update the list header after adding an entry

Reserve memory for additional list entries

Save the memory image of a list to a disk file

Round up a byte count to the next 64-bit boundary

Round up a string character count to the next 64-bit boundary
Query the internal base address of a heap memory block

Query the internal base address of an individually tagged heap
memory block

Allocate a memory block from the heap
Allocate an individually tagged memory block from the heap
Return a memory block to the heap

Return an individually tagged memory block to the heap

Reset the memory usage statistics

Change the allocated size of a heap memory block

Change the allocated size of an individually tagged heap memory block

Query the memory usage statistics

Update the memory usage statistics

Create an indexed (and optionally sorted) process module sub-list
Create a flat process module sub-list

Build a default driver path specification

- Get the offset of the file name token in a file path

Request the debug privilege for the calling process

Request the specified privilege for the calling process

Add a process entry to a list of processes

Guess the default display name of an anonymous system process
Return an array of process IDs (EnumProcesses () wrapper)
Create an indexed (and optionally sorted) process list

Create a two-dimensional indexed (and optionally sorted)
process/module list

Create a flat process list

Return a list of process module handles (EnumProcessModules ()
wrapper)

Divide a byte count by a power of two, optionally rounding up
or down
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TABLE 1-3.

(continued)

FUNCTION NAME

DESCRIPTION

dbgSizeKB Convert bytes to KB, optionally rounding up or down

dbgSizeMB Convert bytes to MB, optionally rounding up or down

dbgStringAnsi Convert a Unicode string to ANSI

dbgStringDay Get the name of a day given a day-of-week number

dbgStringMatch Apply a wildcard filter to a string

dbgSymbolCallback Add a symbol entry to a list of symbols (called by
SymEnumerateSymbols ())

dbgSymbolIlndex Create an indexed (and optionally sorted) symbol list

dbgSymbolList Create a flat symbol list

dbgSymbolLoad Load a module’s symbol table

dbgSymbolLookup Look up a symbol name and optional offset given a memory address

dbgSymbolUnload Unload a module’s symbol table

ENUMERATING SYSTEM MODULES AND DRIVERS

psapi.dll can be instructed to return a list of active kernel modules currently residing
in memory. This is a fairly simple task. The psapi.d11 function EnumbeviceDrivers ()
receives an array of pvo1b slots, which it fills with the image base addresses of the
active kernel-mode drivers, including the basic kernel modules ntdi1.4d11,
ntoskrnl.exe, win32k.sys, hal.dll, and bootvid.dll. The reported values
are the virtual memory addresses where the contents of the respective executable
files have been mapped. If you examine the first few bytes at these addresses with the
Kernel Debugger or some other debugging tool, you will clearly recognize the good
old DOS stub program, starting with Mark Zbikowski’s famous initials “MZ,” and
containing the message text, “This program cannot be run in DOS mode” or some-
thing similar. Listing 1-3 shows a sample invocation of EnunbDeviceDrivers (),
including this function’s prototype at the top for your convenience.
EnumDeviceDrivers () expects three arguments: an array pointer, an input size
value, and a pointer to an output size variable of type bworD. The second argument
specifies the size of the supplied image address array in bytes (!), and the third argu-

ment receives the number of bytes copied to the array. Therefore, you have to divide
the resulting size by sizeof (PvVOID) to obtain the number of addresses copied to the
array. Unfortunately, this function doesn’t help you to find out how large the output
array should be, although it actually knows how many drivers are running. It just tells
you how many bytes were returned, and, if the buffer is too small, it conceals the num-
ber of bytes that didn’t fit in. Therefore, you have to employ a dull trial-and-error loop
to determine the correct size, as demonstrated in Listing 1-3, assuming that the
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BOOL WINAPI EnumDeviceDrivers (PVOID *lpImageBase,
DWORD cb,
PDWORD lpcbNeeded) ;

PPVOID WINAPI dbgDriverAddresses (PDWORD pdCount)

{ .
DWORD dSize;
DWORD dCount
PPVOID ppList

0;
NULL;

dsize = SIZE_MINIMUM * sizeof (PVOID);

while ((ppList = dbgMemoryCreate (dSize)) != NULL)
{
if (EnumDeviceDrivers (ppList, dSize, &dCount) &&
(dCount < dSize))
{
dCount /= sizeof (PVOID);
break;
}
dCount = 0;
pplist = dbgMemoryDestroy (ppList);
if ((dsize <<= 1) > (SIZE_MAXIMUM * sizeof (PVOID))) break;
}
if (pdCount != NULL) *pdCount = dCount;
return ppList;

}

LisTING 1-3. Enumerating System Module Addresses

data are incomplete whenever the returned size is equal to the size of the array. The
code starts out with a reasonable minimum size of 256 entries, represented by the
constant sTze_MINIMUM. This is usually enough, but, if not, the buffer size is doubled
on every new trial until all pointers are retrieved or the maximum size of 65,536
entries (s1zE_Max1MuM) would be exceeded. The memory buffer is allocated and freed
by the helper functions dbgMemoryCreate () and dbgMemoryDestroy (), which are
just fancy wrappers around the standard Win32 functions Localalloc () and
LocalFree (), and therefore aren’t reprinted here.

Listing 1-4 shows a possible implementation of EnumbeviceDrivers () . Note
that this is #ot the original source code from psapi.dil. It is a random sequence of
characters that happens to yield equivalent binary code if fed to a C compiler. To
keep things clear and simple, I have omitted some distracting details found in the
original code, such as Structured Exception Handling (SEH) clauses, for example. At
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BOOL WINAPI EnumDeviceDrivers (PVOID *lpImageBase,
DWORD cb,
DWORD *1lpcbNeeded)
{
SYSTEM_MODULE_INFORMATION_N(1) smi;

PSYSTEM_MODULE_ INFORMATION psmi ;

DWORD dsize, i;
NTSTATUS ns;

BOOL fOk = FALSE;

ns = NtQuerySystemInformation (SystemModuleInformation,
&smi, sizeof (smi), NULL);

if ((ns == STATUS_SUCCESS) ||
(ns == STATUS_INFO_LENGTH_MISMATCH))
{
dSize = sizeof (SYSTEM_MODULE_INFORMATION) +
(smi.dCount * sizeof (SYSTEM_MODULE)) ;

if ((psmi = LocalAlloc (LMEM_FIXED, dSize)) != NULL)
{
ns = NtQuerySystemInformation (SystemModuleInformation,
psmi, dSize, NULL);

if (ns == STATUS_SUCCESS)
{
for (i = 0; (i < psmi->dCount) &&
(i < cb / sizeof (DWORD)); i++)
{
lpImageBase [1] = psmi->aModules [i].pImageBase;
}
*1lpcbNeeded = i * sizeof (DWORD) ;
fok TRUE;
}

LocalFree (psmi);

if (!1fOk) SetLastError (RtlNtStatusToDosError (ns));
}
}
else
{
SetLastError (RtlNtStatusToDosError (ns));
}
return fOk;

}

LISTING 1-4. Sample Implementation of EnumDeviceDrivers ()
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the heart of Listing 1-4, you can see the NtQuerysystemInformation () call that does
the hard work. This is one of my favorite Windows 2000 functions, because it gives
access to various kinds of important data structures, such as driver, process, thread,
handle, and LPC port lists, plus many more. The internals of this powerful function
and its friend NtSetSystemInformation () have been documented for the first time
in my article “Inside Windows NT System Data,” published in the November 1999
issue of Dr. Dobb’s Journal (Schreiber 1999). Another comprehensive description of
these functions can be looked up in Gary Nebbett’s indispensable Windows NT/ 2000
Native API Reference (Nebbett 2000).

Don’t worry too much about the various implementation details of the
EnumDeviceDrivers () function in Listing 1-4. I have added this code snippet
just to illustrate an interesting aspect of this function that runs like a red thread
through psapi.d11. After obtaining the complete list of drivers in the second
NtQuerySystemInformation() call by specifying the information class
SystemModuleInformation, the code loops through the driver module array and
copies all pImageBase members to the caller’s pointer array named 1pImageBasel[] .
This might seem OK, as long as you aren’t aware of the other data contained in the
module array supplied by NtQuerySystemInformation (). This data structure is
undocumented, but I can tell you right now that it also specifies the sizes of the mod-
ules in memory, their paths and names, load counts, and some flags. Even the offset
of the file name token inside the path is readily available! Enumbevicebrivers () is
mercilessly throwing away all of this valuable information, retaining nothing but the
bare image base addresses.

This drama gets even weirder if you try to obtain more information about the
modules referenced by the returned pointers. Guess what psapi .d11 does if you are
calling its API function GetDeviceDriverFileName () to obtain the image file path
corresponding to an image base address. It runs through a code sequence similar to
the one in Listing 1-4, again requesting the complete driver list, and again looping
through its entries in search of the given address. If it finds a matching entry, it copies
the path stored there to the caller’s buffer. That’s very efficient, isn’t it? Why didn’t
EnumDeviceDrivers () copy the paths while it was scanning the driver list for the
first time? It wouldn’t have been very difficult to implement the function in this way.
Besides the efficiency consideration, this design has another potential problem:

What if the module in question has been unloaded right before the invocation of
GetDeviceDriverFileName () ? This entry would be missing from the second driver
list, and GetDeviceDriverFileName () would fail. I don’t understand why Microsoft
has released a DLL that cripples the data returned by a powerful API function until it
is almost useless.
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ENUMERATING ACTIVE PROCESSES

Another typical task for psapi.di1l is the enumeration of processes currently run-
ning in the system. To this end, the EnumProcesses () function is provided. It works
quite similar to EnumbDeviceDrivers (), but returns process IDs instead of virtual
addresses. Again, there is no indication of the required buffer size if the output
buffer is too small, so the usual trial-and-error loop must be used, as demonstrated
in Listing 1-5. Actually, this code is nearly identical to Listing 1-3, except for slightly
different symbol and type names.

A process ID is a global numeric tag that uniquely identifies a process within
the entire system. Process and thread IDs are drawn from the same pool of numbers,
starting at zero with the so-called Idle process. None of the running processes and
threads have the same IDs at the same time. However, after a process terminates, it is
possible that another process reuses some of the IDs previously assigned to the ceased

BOOL WINAPI EnumProcesses (DWORD *1lpidProcess,
DWORD c¢b,
DWORD *1pcbNeeded) ;

PDWORD WINAPI dbgProcessIds (PDWORD pdCount)
{
DWORD dSize;
DWORD dCount = 0;
PDWORD pdList = NULL;

dSize = SIZE_MINIMUM * sizeof (DWORD);

while ((pdList = dbgMemoryCreate (dSize)) != NULL)
{
if (EnumProcesses (pdList, dSize, &dCount) &&
(dCount < dSize))
{
dCount /= sizeof (DWORD);
break;
}
dCount = 0;
pdList = dbgMemoryDestroy (pdList);
if ((dSize <<= 1) > (SIZE_MAXIMUM * sizeof (DWORD))) break;
}
if (pdCount != NULL) *pdCount = dCount;
return pdList;

}

LisTING 1-5. Enumerating Process IDs
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process and its threads. Therefore, a process ID obtained at time X might refer to a
completely different process at time Y. It also might be undefined at the time it is
used, or it might be assigned to a thread. Thus, a plain list of process IDs as returned
by EnumpProcesses () does not represent a faithful snapshot of the process activity
in the system. This design flaw is even less pardonable if the implementation of this
function is considered. Listing 1-6 is another psapi .d11 function clone, outlining
the basic actions taken by EnumProcesses () . Like EnumDeviceDrivers (), it relies
on NtQuerySystemInformation (), but specifies the information class systempro-
cessInformation instead of SystemModuleInformation. Please note the loop in
the middle of Listing 1-6, where the 1pidProcess|[] array is filled with data from
a SYSTEM_PROCESS_INFORMATION structure. It is not surprising that this structure is
undocumented.

After having seen how wasteful EnumDeviceDrivers () is with the data it
receives from NtQuerySystemInformation(), odds are that EnumProcesses () is
of a similar kind. In fact, it is even worse! The available process information is much
more exhaustive than the driver module information, because along with process
data it also includes details about every thread in the system. While I am writing this
text, my system runs 37 processes, and calling NtQuerySystemInformation () yields
a data block of no less than 24,488 bytes! All that is left after EnumProcesses () has
finished processing the data are 148 bytes, required for the 37 process IDs.

BOOL WINAPI EnumProcesses (PDWORD lpidProcess,
DWORD cb,
PDWORD lpcbNeeded)
{
PSYSTEM_PROCESS_INFORMATION pspi, pspiNext;

DWORD dsSize, i;
NTSTATUS ns;
BOOL fOk = FALSE;

for (dsize = 0x8000;
((pspi = LocalAlloc (LMEM_FIXED, dSize)) != NULL);
dsize += 0x8000)
{ .
ns = NtQuerySystemInformation (SystemProcessInformation,
pspi, dSize, NULL);

if (ns == STATUS_SUCCESS)
{
pspiNext = pspi;

for (i = 0; i < cb / sizeof (DWORD); i++)
{
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lpidProcess [1] = pspiNext->dUniqueProcessId;

pspiNext = (PSYSTEM_PROCESS_INFORMATION)
((PBYTE) pspiNext + pspiNext->dNext) ;
}
*1pcbNeeded = i * sizeof (DWORD) ;
fok = TRUE;
}
LocalFree (pspi);

if (f0k || (ns != STATUS_INFO_LENGTH_MISMATCH))
{
if (!£f0k) SetLastError (RtlNtStatusToDosError (ns));
break;
}
}
return fOk;
}

LISTING 1-6. Sample Implementation of EnumProcesses|()

Although EnumbeviceDrivers () makes me somewhat sad, EnumProcesses ()
really breaks my heart. If you need justification for using undocumented API functions,
these two functions are the best arguments. Why use less efficient functions such as these
if the real thing is just one step away? Why not call NtQuerysystemInformation() your-
self and get all that interesting system information for free? Many system administration
utilities supplied by Microsoft rely on NtQuerySystemInformation () rather than
psapi.dll functions, so why settle for less?

ENUMERATING PROCESS MODULES

Once you have found a process ID of interest in the process list returned by
EnumProcesses () , you might want to know which modules are currently loaded
into its virtual address space. psapi.d1l provides yet another API function for this
purpose, called EnumProcessModules () . Unlike Enumbevicebrivers () and
EnumProcesses (), this function requires four arguments (see top of Listing 1-7).
Whereas these two functions return global system lists, EnumProcessModules ()
retrieves a process-specific list, so the process must be uniquely identified by an
additional argument. However, instead of a process ID, this function requires a
process HANDLE. To obtain a process handle given an ID, the openProcess () func-
tion must be called.
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BOOL WINAPI EnumProcessModules (HANDLE hProcess,
HMODULE *1phModule,
- DWORD cb,
DWORD *1pcbNeeded) ;

PHMODULE WINAPI dbgProcessModules (HANDLE hProcess,
PDWORD pdCount)
{
DWORD dsSize;
DWORD dCount = 0;
PHMODULE phList NULL;

if (hProcess != NULL)
{
dSize = SIZE_MINIMUM * sizeof (HMODULE);

while ((phList = dbgMemoryCreate (dSize)) != NULL)
{
if (EnumProcessModules (hProcess, phList, dSize,
&dCount) )
{
if (dCount <= dSize)
{
dCount /= sizeof (HMODULE);
break;
}
}
else
{
dCount = 0;
}
phList = dbgMemoryDestroy (phList);
if (!(dSize = dCount)) break;
}
}
if (pdCount != NULL) *pdCount = dCount;
return phList;
}

LisTING 1-7. Enumerating Process Modules

EnumProcessModules () returns references to the modules of a process by speci-
fying their module handles. On Windows 2000, an uMODULE is simply the image base
address of a module. In the Platform SDK header file windef.h, it is defined as an
alias for HINSTANCE, which in turn is a HANDLE type. Microsoft has probably chosen
this type assignment to point out that a module handle is an opaque quantity, and no
assumptions should be made about its value. However, an HMODULE is not a handle
in the strict sense. Usually, handles are indexes into a table managed by the system,
where properties of objects are looked up. Each handle returned by the system
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increments an object-specific handle count, and an object instance cannot be removed
from memory until all handles have been returned to the system. The Win32 API pro-
vides the closeHandle () function for the latter purpose. Its equivalent in the context
of the Native APl is called Ntclose () . The important thing about HMODULES is that
these “handles” need not be closed.

Another confusing thing is the fact that module handles are not generally guar-
anteed to remain valid. The remarks on the GetModuleHandle () function in the
Platform SDK documentation state clearly that special care must be taken in multi-
threaded applications, because one thread might invalidate an HMODULE used by
another thread by unloading the module to which this handle refers. The same is
true in a multitasking environment in which an application (e.g., a debugger) wants
to use a module handle of another application. This makes HMODULEs appear fairly
useless, doesn’t it? However, there are two situations in which an HMODULE remains
valid long enough:

1. A uMODULE returned by LoadLibrary () Or LoadLibraryEx () remains valid
until the process calls FreeLibrary (), because these functions involve a
module reference count. This prevents the module from being unloaded
unexpectedly even in a multithreaded application design.

2. An umMODULE from a different process remains valid if it refers to a module that
is permanently loaded. For example, all Windows 2000 kernel components
(not including kernel-mode device drivers) are mapped to the same fixed
addresses in each process and remain there for the lifetime of the process.

Unfortunately, neither of these situations applies to the module handles
returned by the psapi.d11 function EnumProcessModules (), at least not generally.
The uMoDULE values copied to the caller’s buffer reflect the image base addresses that
were in effect at the time the process snapshot was taken. A second later, the process
might have called FreeLibrary () for one of the modules, removing it from memory
and invalidating its handle. It is even possible that the process calls LoadLibrary ()
for a different DLL immediately afterward, and the new module is mapped to the
address that has just been freed. If this looks familiar, you are right. This is the same
problem encountered with the EnumbDeviceDrivers () pointer array and the
EnumProcesses () ID array. However, this problem is not inevitable. The undocu-
mented API functions called by psapi .d11 to collect the data work around these data
integrity issues by returning a complete snapshot of the requested objects, including
all properties of interest. It is not necessary to call other functions at a later time to
obtain additional information. In my opinion, the design of psapi.d1l is poor
because of its ignorance of data integrity, which is why I would not use this DLL as a
basis for a professional debugging application.
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The EnumProcessModules () function is a better citizen than EnumDeviceDrivers ()
and EnumProcesses (), because it indicates exactly how many bytes are missing
if the output data doesn’t fit into the caller’s array. Note that Listing 1-7 doesn’t
contain a loop where the buffer size is increased until it is large enough. However,

a trial-and error loop is still required because the required size reported by
EnumProcessModules () might be invalid at the next call if the process in question
has loaded another module in the meantime. Therefore, the code in Listing 1-7
keeps on enumerating modules until EnumProcessModules () reports that the
required buffer size is less than or equal to the available size or an error occurs.

I won’t describe an equivalent implementation of EnumProcessModules (),
because this function is slightly more complex than Enumbevicebrivers () and
EnumProcesses () and involves several undocumented data structures. Basically,
it calls NtQueryInformationProcess () (itis undocumented, of course) to get the
address of the target Process Environment Block (PEB), where it retrieves a pointer
to a module information list. Because neither the PEB nor this list are “visible”
in the caller’s address space, EnumProcessModules () calls the Win32 API function
ReadProcessMemory () (this one is documented) to take a peek at the target address
space. By the way, the layout of the PEB structure is discussed later in Chapter 7, and
also appears in the structure definition section of Appendix C.

ADJUSTING PROCESS PRIVILEGES

Recall the earlier discussion about the process handle required by EnumProcess
Modules () . Usually, you will begin with a process ID—probably one of those
returned by EnumProcesses () . The Win32 API provides the openProcess () func-
tion to get a handle to a process if its ID is known. This function expects an access
flag mask as its first argument. Assuming that the process ID is stored in the pworD
variable a1d, and you are calling openProcess (PROCESS_ALL_ACCESS, FALSE,
d1d) to obtain a handle with maximum access rights, you will get an error code for
several processes with low ID numbers. This is not a bug—it is a security feature!
These processes are system services that keep the system alive. A normal user
process is not allowed to execute all possible operations on system services. For
example, it is not a good idea to allow all processes to kill any other process in the
system. If an application accidentally terminates a system service, the entire system
crashes. Therefore, certain access rights can only be used by a process that has the
appropriate privileges.

You can always bump up the privilege level of an application by claiming that it
is a debugger. For obvious reasons, a debugger must have a large number of access
rights to do its job. Changing the privileges of a process is essentially a straightfor-
ward sequence of three steps:
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1. First, the so-called access token of the process must be opened, using the
Win32 advapi32.dll function OpenProcessToken () .

2. If this call succeeds, the next step is to prepare a TOKEN_PRIVILEGES
structure that contains information about the requested privilege.
This task is facilitated by another advapi32.d11 function named
LookupPrivilegevalue () . The privilege is specified by name. The
Platform SDK file winnt .h defines 27 privilege names and assigns symbols
to them. For example, the debugging privilege has the symbol
SE_DEBUG_NAME, which evaluates to the string “seDebugPrivilege”.

3. If this call succeeds as well, AdjustTokenPrivileges () can be called with
the token handle of the process and the initialized TOKEN_PRIVILEGES
structure. Again, this function is exported by advapi32.dil.

Remember to close the token handle afterward if openProcessToken () succeeds.
w2k_dbg.d11 contains the API function dogPrivilegeset () that combines these steps,
as shown in Listing 1-8. At the bottom of this listing, another w2k_dbg.d11 function is
included. dbgPrivilegeDebug () is a simple but convenient dogPrivilegeSet () wrap-
per that specifically requests the debugging privilege. By the way, this trick is also
employed by the wonderful xi11.exe utility contained in Microsoft’s Windows NT
Server Resource Kit. ki1l .exe needs the debugging privilege to be able to kick starved
services from memory. This is an indispensable tool for NT server administrators who
want to restart a dead system service that doesn’t respond to service control calls any-
more, circumventing a full reboot. Anyone who runs Microsoft Internet Information
Server (IIS) on the Web or in an intranet or extranet probably has this nifty tool in the
emergency toolbox and issues a kill inetinfo.exe command every now and then.

BOOL WINAPI dbgPrivilegeSet (PWORD pwName)
{

HANDLE hToken;
TOKEN_PRIVILEGES tp;

BOOL fOk = FALSE;
if ((pwName != NULL)

&&
OpenProcessToken (GetCurrentProcess (),
TOKEN_ADJUST_PRIVILEGES,
&hToken) )
{
if (LookupPrivilegeValue (NULL, pwName,
&tp.Privileges->Luid))
{
tp.Privileges->Attributes = SE_PRIVILEGE_ENABLED;
1;

tp.PrivilegeCount

(continued)
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fOk = AdjustTokenPrivileges (hToken, FALSE, &tp,
0, NULL, NULL)
&&
(GetLastError () == ERROR_SUCCESS) ;
}
CloseHandle (hToken);
}
return fOk;

BOOL WINAPI dbgPrivilegeDebug (void)

{
return dbgPrivilegeSet (SE_DEBUG_NAME) ;

}

LISTING 1-8. Requesting a Privilege for a Process

ENUMERATING SYMBOLS

After having bashed psapi .d11 without mercy, it’s time for a few more positive
words. psapi.d11 might be a flop, but on the other hand, imagehlp.dil is a true
pearl! I came across this fine piece of software while searching for more information
about the internal structure of Windows 2000 symbol files. Finally, a 3-year-old
article of the world’s best Windows surgeon Matt Pietrek (Pietrek 1997b) convinced
me—at least for now—that it is absolutely unnecessary to know the layout of sym-
bol files, because imagehlp.d11 readily dissects them for me. This magic is done by
its API function SymEnumerateSymbols (), whose prototype is shown in the upper
half of Listing 1-9. Meanwhile, I have learned a lot about the most essential inter-
nals of the Windows NT 4.0 and Windows 2000 symbol files, so I no longer depend
on imagehlp.dll. I will cover this information in the next section of this chapter.

The hprocess argument is usually a handle to the calling process, so it can be
set to the result of GetCurrentProcess () . Note that GetCurrentProcess () doesn’t
return a real process handle. Instead, it returns a constant value of 0xFFFFFFFF called
a pseudo handle, which is accepted by all API functions that expect a process handle.
0XFFFFFFFE is another pseudo handle that is interpreted as a handle to the current
thread and is analogously returned by the API function GetCurrentThread() .

Base0fD11 is defined as a pworD, although it is actually sort of a HMODULE or
HINSTANCE. I guess Microsoft has chosen this data type to express that this value
need not be a valid aMopbuLE, although it frequently is. symEnumeratesSymbols () cal-
culates the base addresses of all enumerated symbols relative to this value. It is
absolutely OK to query the symbols of a DLL that isn’t currently loaded into any
process address space, so Base0o£D11 can be chosen arbitrarily.
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BOOL IMAGEAPISymEnumerateSymbols

(HANDLE hProcess,

DWORD BaseOfD11,
PSYM_ENUMSYMBOLS_CALLBACK Callback,
PVOID UserContext) ;

typedef BOOL (CALLBACK *PSYM_ENUMSYMBOLS_CALLBACK)

(PTSTR SymbolName,
DWORD SymbolAddress,
DWORD SymbolSize,
PVOID UserContext) ;
LisTiNG 1-9. SymEnumerateSymbols() and its Callback Function

The callback argument is a pointer to a user-defined callback function that
is invoked for every symbol. The lower half of Listing 1-9 provides information
about its arguments. The callback function receives a zero-terminated symbol name
string, the base address of the symbol with respect to the Baseo£D11 argument of
SymEnumerateSymbols () and the estimated size of the item tagged by the symbol.
SymbolName is defined as a PTsTR, which means that its actual type depends on
whether the ANSI or Unicode version of SsymEnumerateSymbols () has been called.
The Platform SDK documentation explicitly states that symbolsize is a “best-guess
value,” and can be zero. I have found that symboladdress might be zero as well,
and that symbo1Size can assume the two’s complement of symboladdress, that is,
adding both values yields zero. It is a good idea to filter out these special cases if you
are only interested in symbols that refer to real code or data.

UserContext is an arbitrary pointer that can be used by the caller to keep
track of the enumeration sequence. For example, it might point to a memory block
where the symbol information has accumulated. This pointer is identical to the
UserContext argument passed to the callback function. The callback function
can cancel the enumeration any time by returning the value Farse. This action is
typically taken when an unrecoverable error occurs or the caller has received the
information for which it was waiting.

Listing 1-10 demonstrates a typical application of symEnumerateSymbols (),
again taken from the source code of w2k_dbg.d11. To enumerate the symbols of a
specified module, the following steps have to be taken:

1. Before anything else, SsymInitialize () must be called to initialize the
symbol handler. Listing 1-11 shows the prototypes of this and other
functions discussed here. The hprocess argument can be a handle to any
active process in the system. Debuggers that maintain symbolic
information for several processes use this parameter to identify the target
process. Applications that simply wish to enumerate symbols offline may
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PDBG_LIST WINAPI dbgSymbolList (PWORD pwPath,
PVOID pBase)
{
PLOADED_IMAGE pli;
HANDLE hProcess = GetCurrentProcess ();
PDBG_LIST pdl = NULL;

if ((pwPath != NULL) &&
SymInitialize (hProcess, NULL, FALSE))
{
if ((pli = dbgSymbolLoad (pwPath, pBase, hProcess)) != NULL)
{
if ((pdl = dbgListCreate ()) != NULL)
{
SymEnumerateSymbols (hProcess, (DWORD_PTR) pBase,
dbgSymbolCallback, &pdl);
}
dbgSymbolUnload (pli, pBase, hProcess);
}
SymCleanup (hProcess);
}
return dbgListFinish (pdl);
}

LisTING 1-10.  Creating a Symbol List

pass in the value of GetcurrentpProcess () . The resources allocated by
SymInitialize () must be freed later by calling symcleanup() .

2. To obtain accurate information about the module for which symbols will
be enumerated, it is advisable to call ImageLoad () now. Note that this
function is specific to imagehlp.d11—it is not exported by the
redistributable component dbghelp.d1l. ImageLoad () returns a pointer
to a LOADED_IMAGE structure containing very detailed information about
the loaded module (see Listing 1-11). This structure must be deallocated
later using ImageUnload() .

3. The last step before symEnumeratesymbols () can be called is to load
the symbol table of the target module by invoking symLoadModule () .
If TmageLoad () has been called before, the hrile and size0OfImage
members of the returned 1.0ADED_IMAGE structure can be passed in as the
respective arguments. Otherwise, you have to set hrile to NULL and
SizeOfImage to zero. In this case, SymLoadModule () attempts to obtain the
image size from the symbol file, which is not guaranteed to be accurate.
The symbol table must be unloaded later by calling symunlocadModule () .
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BOOL IMAGEAPI SymInitialize (HANDLE hProcess,
PSTR UserSearchPath,

BOOL fInvadeProcess) ;

BOOL IMAGEAPI SymCleanup (HANDLE hProcess) ;

DWORD IMAGEAPI SymLoadModule (HANDLE hProcess,
HANDLE hFile,
PSTR
PSTR ModuleName,
DWORD BaseOfD11,
DWORD SizeOfD1l);

ImageName,

BOOL IMAGEAPI SymUnloadModule (HANDLE hProcess,

DWORD BaseOfD11) ;

PLOADED_IMAGE IMAGEAPI ImageLoad (PSTR Dl1lName,
PSTR D1l1lPath) ;
BOOL IMAGEAPI ImageUnload (PLOADED_IMAGE LoadedImage) ;

typedef struct _LOADED_IMAGE
{

PSTR ModuleName;
HANDLE hFile;

PUCHAR MappedAddress;
PIMAGE_NT_HEADERS FileHeader;
PIMAGE_SECTION_HEADER LastRvaSection;
ULONG NumberOfSections;
PIMAGE_SECTION_HEADER Sections;

ULONG Characteristics;
BOOLEAN fSystemImage;
BOOLEAN fDOSImage;
LIST_ENTRY Links;

ULONG SizeOfImage;

}

LOADED_IMAGE, *PLOADED_IMAGE;

Listing 1-11. Various imagehlp.dil API Prototypes

In Listing 1-10, the SymTnitialize(), SymEnumerateSymbols (), and
SymCleanup () calls are clearly discernible. Please ignore the dbgListCreate ()
and dbgListFinish() calls—they refer to w2k_dbg.d11 API functions that help
build object lists in memory. The other imagehlp.d11 function references mentioned
above are hidden inside the w2k_dbg.a11 API functions dbgSymbolLoad () and
dbgSymbolUnload (), shown in Listing 1-12. Note that dbgSymbolLoad () uses
dbgStringaAnsi () to convert the module path string from Unicode to ANSI,
because imagehlp.d11 doesn’t export a Unicode variant of ImageLoad () .
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PLOADED_IMAGE WINAPI dbgSymbolLoad (PWORD pwPath,
PVOID pBase,
HANDLE hProcess)

{

WORD awPath [MAX PATH];
PBYTE pbPath;
DWORD dPath;

PLOADED_IMAGE pli = NULL;

if ((pbPath = dbgStringAnsi (pwPath, NULL)) != NULL)
{
if (((pli = ImageLoad (pbPath, NULL)) == NULL) &&
(dPath = dbgPathDriver (pwPath, awPath, MAX_PATH)) &&
(dPath < MAX_PATH))
{
dbgMemoryDestroy (pbPath);

if ((pbPath = dbgStringAnsi (awPath, NULL)) != NULL)
{
pli = ImageLoad (pbPath, NULL) ;
}
}
if ((pli != NULL)
&&
(!SymLoadModule (hProcess, pli->hFile, pbPath, NULL,
(DWORD_PTR) pBase, pli->SizeOfImage)))
{
ImageUnload (pli);
pli = NULL;
}
dbgMemoryDestroy (pbPath) ;
}

return pli;

PLOADED_IMAGE WINAPI dbgSymbolUnload (PLOADED_IMAGE pli,
PVOID pBase,
HANDLE hProcess)

{
if (pli != NULL)

{
SymUnloadModule (hProcess, (DWORD_PTR) pBase);

ImageUnload (pli);

}
return NULL;
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PDBG_LIST WINAPI dbgSymbolList (PWORD pwPath,
PVOID pBase)
{
PLOADED_IMAGE pli;
HANDLE hProcess = GetCurrentProcess ();
PDBG_LIST pdl NULL;

if ((pwPath != NULL) &&
SymInitialize (hProcess, NULL, FALSE))
{
if ((pli = dbgSymbolLoad (pwPath, pBase, hProcess)) != NULL)
{
if ((pdl = dbgListCreate ()) != NULL)
{
SymEnumerateSymbols (hProcess, (DWORD_PTR) pBase,
dbgSymbolCallback, &pdl);
}
dbgSymbolUnload (pli, pBase, hProcess);
}
SymCleanup (hProcess);
}
return dbgListFinish (pdl) ;
}

LisTING 1-12.  Loading and Unloading Symbol Information

ImageLoad () does a very good job locating the specified module, even if only its
name is given, without any path information. However, it fails on kernel-mode drivers
residing in the \winnt\system32\drivers directory, because it is usually not part of
the system’s search path list. In this case, dbgSymbolLoad () asks the dogPathDriver ()
function for help and retries the LoadTmage () call. dbgPathDriver () simply prefixes
the specified path with the string “driver\” if the path consists of a bare file name
only. If either of the ImageLoad () calls returns a valid LOADED_TIMAGE pointer,
dbgSymbolLoad () fulfills its mission by loading the module’s symbol table via
SymLoadModule () and returns the LOADED_IMAGE structure if successful. Its counter-
part dbgSymbolUnload () is almost trivial—it unloads the symbol table and then
destroys the LOADED_IMAGE structure.

In Listing 1-10, symEnumerateSymbols () is instructed to use the w2k_dbg.d11
function dbgsymbolcallback () for the callbacks. I am not including its source code
here because it isn’t relevant to imagehlp.dil. It just uses the symbol information it
receives (see the definition of PSYM_ENUMSYMBOLS_CALLBACK in Listing 1-9) and adds
it to a memory block passed in as its Usercontext pointer. Although the list, index,
and sorting functions featured by w2k_dbg.d11 are interesting in their own right,
they are beyond the scope of this book. Please consult the source files of
w2k_dbg.d11l and w2k_sym. exe on the CD if you need more information.
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A WiNnDows 2000 SYMBOL BROWSER

w2k_sym. exe is a sample client application of w2k_dbg.d11 running in Win32 console
mode. If you invoke it without arguments, it identifies itself as the Windows 2000
Symbol Browser and displays the help screen shown in Example 1-5. The program
recognizes several command line switches that determine the actions it should take.
The four basic options are /p (list processes), /m (list process modules), /4 (list drivers
and system modules), or the path of a module for which symbol information is
requested. The default behavior can be altered by adding various display mode, sort-
ing, and filtering switches. For example, if you want to see a list of all ntoskrnl.exe

// w2k_sym.exe

// SBS Windows 2000 Symbol Browser V1.00
// 08-27-2000 Sven B. Schreiber

// sbs@orgon.com

Usage: w2k_sym { <mode> [ /f | /F <filter> ] <operation> }
<mode> is a series of options for the next <operation>:

/a : sort by address

/s : sort by size

/i : sort by ID (process/module lists only)
/n : sort by name

/c : sort by name (case-sensitive)

/r : reverse order

/1 : load checkpoint file (see below)

/w : write checkpoint file (see below)

/e : display end address instead of size
/v : verbose mode

/f <filter> applies a case-insensitive search pattern.
/F <filter> works analogous, but case-sensitive.

In <filter>, the wildcards * and ? are allowed.

<operation> is one of the following:

/p : display processes - checkpoint: processes.dbgl
/m : display modules - checkpoint: modules.dbgl
/d : display drivers - checkpoint: drivers.dbgl

<file> : display <file> symbols - checkpoint: symbols.dbgl

<file> is a file name, a relative path, or a fully gqualified path.
Checkpoint files are loaded from and written to the current directory.
A checkpoint is an on-disk image of a DBG_LIST structure (see w2k_dbg.h).

ExAMmPLE 1-5. The Command Help of w2k_sym. exe
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symbols sorted by name, issue the command w2k_sym /n/v ntoskrnl.exe. The /n
switch selects sort-by-name mode, and /v tells the program to be verbose, displaying
the complete symbol list—otherwise, only summary information would be visible.

As an additional option, w2k_sym. exe allows reading and writing checkpoint
files. A checkpoint is simply a one-to-one copy of an object list written to a disk file.
You can use checkpoints to save the state of your system for later comparison. A
checkpoint file contains a CRC32 field that is used to validate the contents of the file
when it is loaded. w2k_sym. exe maintains four checkpoints in the current directory,
corresponding to the four basic program options mentioned earlier, that is, process,
module, driver, and symbol lists.

MICROSOFT SYMBOL FILE INTERNALS

It is great that Microsoft provides a standard interface to access the Windows 2000
symbol files, no matter what internal format they are using. Sometimes, however, you
may wish to have direct access to their internals, just to gain more control of the
data. This section shows you how the data in symbol files of type .dbg and .pdb are
structured, and presents a DLL with a sample client application that allows you to
look up and browse symbolic information buried inside them. Yes, this is going to be
another symbol browser application, but don’t worry—I won’t bore you with a sim-
ple rehash of familiar code. The alternative symbol browser is quite different from
the one discussed in the previous section.

SYMBOL DECORATION

Microsoft symbol files store the names of symbols in their so-called decorated form,
which means that the symbol name might be prefixed and postfixed by additional
character sequences that carry information about the type and usage of the symbol.
Table 1-4 lists the most common forms of decorations. Symbols generated by C code
usually have a leading underscore or e character, depending on the calling conven-
tion. An e character indicates a __fastcall function, and an underscore indicates
__stdcall and __cdecl functions. Because the __fastcall and __stdcall conven-
tions leave the task of cleaning up the argument stack to the called function, the sym-
bols assigned to functions of this type also include the number of argument bytes put
on the stack by the caller. This information is appended to the symbol name in deci-
mal notation, separated by an @ character. In this scenario, global variables are
treated like __cdecl functions—that is, their symbols start with an underscore and
have no trailing argument stack information.
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TABLE 1-4. Symbol Decoration Categories

EXAMPLE DESCRIPTION
symbol Undecorated symbol (might have been declared in an

ASM module)

_symbol __cdecl function or global variable
_symbol@N __stdcall function with N argument bytes
@symbol@N __fastcall function with N argument bytes
__imp__symbol import thunk of a __cdecl function or variable
__imp__symbol@N import thunk of a __stdcall function with N argument bytes
__imp_@symbol@N import thunk of a _fastcall function with N argument bytes
?symbol C++ symbol with embedded argument type information
__@@_PchSym_symbol PCH symbol

Some symbol names have a prefix of __imp__ or __imp_e. These symbols are
assigned to import thunks, which are pointers to functions or variables in other mod-
ules. Import thunks facilitate dynamic linking to symbols exported by other compo-
nents at runtime, regardless of the actual load address of the target module. When a
module is loaded, the loader mechanism fixes up the thunk pointers to refer to the
actual entry point addresses. The benefit of import thunks is that the fixup for each
imported function or variable has to be done only once per symbol—all references to
this external symbol are routed through its thunk. It should be noted that import
thunks are not a requirement. It is up to the compiler to decide whether it wants to
minimize fixups by adding thunks or minimize memory usage by saving the space
required for the thunks. As Table 1-4 shows, the same prefix/postfix rules apply to
local and imported symbols, except that import thunks have an additional __imp_
prefix (with two leading underscores!).

The undecoration problems of imagehlp.d11 can easily be demonstrated
with the help of the w2k_sym. exe sample application from the previous section,
because it ultimately relies on the imagehlp.d11 API via the w2k_dbg.d11 library. If
you issue the command w2k_sym /v/n/f __* ntoskrnl.exe, instructing w2k_sym.exe
to display a sorted list of names starting with two underscore characters, you will see
something that should look like the list in Example 1-6. What's strange is the pile of __
symbols at the top of the table. Entering a command such as 1n 8047r798 in the Ker-
nel Debugger yields the result ntoskrn1!__, which isn’t any better. The original deco-
rated name of the symbol at address 0x8047F798 is actually___e@e_pchsym eooe
UmgUkirezgvimglhUlyUfkUlyqUrDIGUlykOlyq@ob, SO it seems that imagehlp.dll
simply has stripped all characters except for two of the three leading underscores.
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# ADDRESS SIZE NAME
6870: 8047F798 4
6871: 80480B8C 14 __
6872: 8047E724 4
6873: 80471FE0Q 4 _
6874: 804733B8 28
6875: 804721D0 20 __
6876: 804759A4 4
6877: 80480004 1c __
6878: 8047DABC 14

6879: 8047238C 4
6880: 8047E6D4 4
6881: 804755D4 4
6882: 80471700 4 __decimal_point
6883: 80471704 4
6884: 80471FCO 8

__decimal_point_length
_ fastflag

EXAMPLE 1-6.  Results of the Command w2k_sym /v/n/f __* ntoskrnl.exe

An even better example is the command w2k_sym /v/n/f _imp_*
ntoskrnl.exe that displays all symbols starting with the character sequence
_imp_. The resulting list, excerpted in Example 1-7, comprises the import thunks
of ntoskrnl.exe. Again, the list starts with a long sequence of ambiguous names,
and again the Kernel Debugger isn’t helpful, because it reports the same names for
these addresses. If I tell you now that the original name of the symbol at address
0x804005A4 IS __imp_@ExReleaseFastMutex@4, what do you think? Obviously,
one leading underscore has gotten lost, and the entire tail string starting at the first
@ character is missing. It seems that the undecoration algorithm inside
imagehlp.dll has a problem with @ characters. The reason for this strange behav-
ior is that e is not only the prefix of __fastcall function names but also the sepa-
rator for the argument stack size trailer of __fastcall and __stdcall functions.
Obviously, the applied undecoration algorithm is satisfied to find a leading under-
score and an e character, erroneously assuming that the remaining trailer specifies
the number of bytes on the caller’s argument stack. Therefore, the lengthy PCH
symbols are stripped down to two underscores, and the __fastcall import thunks
are reduced to _imp_. In both cases, the first leading underscore is removed and
the first @ plus all characters following it are discarded as well.
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# ADDRESS SIZE NAME

6761: 804005A4 4 _imp_

6762: 80400584 4 _imp

6763: 80400594 4 _imp_

6764: 80400524 4 _imp_

6765: 8040059C 4 _imp_

6766: 80400534 4 _imp_

6767: 80400590 4 _imp_

6768: 804004EC 4 _imp_

6769: 80400554 4 _imp_

6770: 80400598 4 _imp_

6771: 80400520 4 _imp__ HalAllocateAdapterChannel
6772: 804004C0 4 _imp_ HalAllocateCommonBuffer
6773: 804004ES8 4 _imp_HalAllProceséorsStarted

ExAMPLE 1-7. Results of the Command w2k_sym /v/n/f _imp_* ntoskrnl.exe

The above examples are two potential reasons why you might lose patience and
say: “Hey, ’'m going to do it my own way!” The problem is that the internals of the
Microsoft symbol file format are only scarcely documented, and some parts of the
symbolic information—most notably the structure of Program Database (PDB)
files—are completely undocumented. The Microsoft Knowledge Base even contains
an article that clearly states:

“The Program Database File Format also known as PDB file format is not
documented. This information is Microsoft proprietary.” (Microsoft 2000d.)

This sounds as if any attempts to roll your own symbol information parser
must fail. However, you can bet that I’d never dare to add a section to this book that
would end with the words “... but unfortunately, I can’t tell you more because the
internals of PDB files are unknown to me.” Of course, I will tell you how PDB files
are structured. But first, we will have to examine to the internals of . dbg files,
because this is where the entire story starts.

THE INTERNAL STRUCTURE OF .dbg FILES

The symbolic information of the Windows NT 4.0 components is packed into files
whose names end with a . dbg extension. The file names and the subdirectories hosting
these files can be immediately derived from the component file name. Assuming that the
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symbol root directory of a system is d: \winnt\symbols, the full path of the symbol file
of the component filename.ext isd: \winnt\symbols\ext\filename.dbg. For exam-
ple, the kernel symbols can be found in the file a: \winnt\symbols\exe\ntoskrnl.dbg.
Windows 2000 comes with .dbg files, too. However, the symbolic information has been
moved to separate .pdb files. Therefore, each Windows 2000 component has an associ-
ated ext\filename.dbg and an additional ext\ filename.pdb file in the symbol root
directory. Aside from this difference, the contents of the Windows NT 4.0 and 2000
.dbyg files are quite similar.

Fortunately, the internals of . dbg files are at least partially documented. The
Win32 Platform SDK header file winnt . h provides important constant and type
definitions of the core parts, and the Microsoft Developer Network (MSDN)
Library contains some very helpful articles about this file format. Certainly the
most enlightening article is Matt Pietrek’s March 1999 edition of his “Under the
Hood” column in Microsoft Systems Journal (MS]), renamed MSDN Magazine
(Pietrek 1999). Basically, a . dbg file consists of a header and a data section. Both
sections have variable size and are further subdivided. The header part comprises
four major subsections:

1. An IMAGE_SEPARATE_DEBUG_HEADER structure, starting with the two-letter
signature “DI” (top section of Listing 1-13).

2. An array of IMAGE_SECTION_HEADER structures, one for each section in the
component’s PE file (middle section of Listing 1-13). The number of
entries is specified by the Numberofsections member of the
IMAGE_SEPARATE_DEBUG_HEADER.

3. A sequence of zero-terminated 8-bit ANSI strings, comprising all exported
symbols in undecorated form. The size of this subsection is specified by the
ExportedNamesSize member of the IMAGE_SEPARATE DEBUG_HEADER. If the
module doesn’t export any symbols, the ExportedNamesSize is zero, and
the subsection is not present.

4. An array of IMAGE_DEBUG_DIRECTORY structures, describing the locations
and formats of the subsequent data in the file (bottom
section of Listing 1-13). The size of this subsection is specified by the
DebugDirectorySize member of the IMAGE_SEPARATE_DEBUG_HEADER.
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#define IMAGE_SEPARATE_DEBUG_SIGNATURE 0x4944 // “DI”
typedef struct _IMAGE_SEPARATE_DEBUG_HEADER

{

WORD Signature;

WORD Flags;

WORD Machine;

WORD Characteristics;

DWORD TimeDateStamp;

DWORD CheckSum;

DWORD ImageBase;

DWORD SizeOfImage;

DWORD NumberOfSections;

DWORD ExportedNamesSize;

DWORD DebugDirectorySize;

DWORD SectionAlignment;

DWORD Reserved[2];

}

IMAGE_SEPARATE_DEBUG_HEADER, *PIMAGE_SEPARATE_DEBUG_HEADER;

#define IMAGE_SIZEOF_SHORT_NAME 8

typedef struct _IMAGE_SECTION_HEADER
{
BYTE Name [IMAGE_SIZEOF_SHORT_NAME] ;
union
{
DWORD PhysicalAddress;
DWORD VirtualSize;
} Misc;
DWORD VirtualAddress;
DWORD SizeOfRawData;
DWORD PointerToRawData;
DWORD PointerToRelocations;
DWORD PointerToLinenumbers;
WORD NumberOfRelocations;
WORD NumberOfLinenumbers;
DWORD Characteristics;
}
IMAGE_SECTION_HEADER, *PIMAGE_SECTION_HEADER;

#define IMAGE_DEBUG_TYPE_UNKNOWN
#define IMAGE_DEBUG_TYPE_COFF
#define IMAGE_DEBUG_TYPE_CODEVIEW
#define IMAGE_DEBUG_TYPE_FPO
#define IMAGE_DEBUG_TYPE_MISC
#define IMAGE_DEBUG_TYPE_EXCEPTION
#define IMAGE_DEBUG_TYPE_FIXUP

o Uk W NP O
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#define IMAGE_DEBUG_TYPE_OMAP_TO_SRC 7
#define IMAGE_DEBUG_TYPE_OMAP_FROM_SRC 8

#define IMAGE_DEBUG_TYPE_BORLAND 9
#define IMAGE_DEBUG_TYPE_RESERVED10 10
#define IMAGE_DEBUG_TYPE_CLSID 11

typedef struct _IMAGE_DEBUG_DIRECTORY
{
DWORD Characteristics;
DWORD TimeDateStamp;
WORD MajorVersion;
WORD MinorVersion;
DWORD Type;
DWORD SizeOfData;
DWORD AddressOfRawData;
DWORD PointerToRawData;
}
IMAGE_DEBUG_DIRECTORY, *PIMAGE_DEBUG_DIRECTORY;

LISTING 1-13.  Header Structures of a . dbg File

Because of the variable size of the header subsections, their absolute positions
within the . dbg file must be computed from the size of the preceding subsections,
respectively. A .dbg file parser usually applies the following algorithm:

e The IMAGE_SEPARATE_DEBUG_HEADER is always located at the beginning of
the file.

® The first 1MAGE_sECTTON_HEADER immediately follows the
IMAGE_SEPARATE_DEBUG_HEADER, so it is always found at file offset 0x30.

e The offset of the first exported name is determined by multiplying the size
of the IMAGE_SECTION_HEADER structure by the number of sections and
adding it to the offset of the first section header. Thus, the first string is
located at offset 0x30 + (NumberOfSections * 0x28).

e The location of the first IMAGE_DEBUG_DIRECTORY entry is determined by
adding the ExportedNamessize to the offset of the exported-names
subsection.

e The offsets of the remaining data items in the . dbg file are determined by
the TMAGE_DEBUG_DIRECTORY entries. The offsets and sizes of the
associated data blocks are specified by the PointerToRawbData and
SizeOfData members, respectively.
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The 1MAGE_DEBUG_TYPE_* definitions in Listing 1-13 reflect the various data
formats a .dbg file can comprise. However, the Windows NT 4.0 symbol files typically
contain only four of them: TMAGE_DEBUG_TYPE_COFF, IMAGE_DEBUG_TYPE_CODEVIEW,
IMAGE_DEBUG_TYPE_FPO, and IMAGE DEBUG_TYPE_MISC. The Windows 2000 . dbg
files usually add TMAGE_DEBUG_TYPE_OMAP_TO_SRC, IMAGE_DEBUG_TYPE_OMAP_FROM
_src, and an undocumented type with ID 0x1000 to this list. If you are interested
only in resolving or browsing symbols, the only required directory entries are TMAGE_
DEBUG_TYPE_CODEVIEW, IMAGE_DEBUG_TYPE_OMAP_TO_SRC, and IMAGE_DEBUG_
TYPE_OMAP_FROM_SRC.

The companion CD of this book contains a sample DLL named w2k_img.d11
that parses .dbg and . pdb files and exports several interesting functions for developers
of debugging tools. The source code of this DLL is found in the \src\w2k_img tree of
the CD. One important property of w2k_img.d11 is that it is designed to run on all
Win32 platforms. This not only includes Windows 2000 and Windows NT 4.0 but
also Windows 95 and 98. Like all good citizens in the Win32 world, this DLL comes
with separate entry points for ANSI and Unicode strings. By default, a client applica-
tion uses the ANSI functions. If the application includes the line #define UNICODE in
its source code, the Unicode entry points are selected transparently. Client applications
that run on Win32 platforms should use ANSI exclusively. Applications specific to
Windows 2000/NT can switch to Unicode for better performance.

The sample CD also contains an example application called SBS Windows 2000
CodeView Decompiler, whose Microsoft Visual C/C++ project files are found in the
\src\w2k_cv tree. It is a very simple application that dissects .dbg and .pdb files and
dumps the contents of their sections to a console window. You can use it while read-
ing this section to see live examples of the data structures discussed here. w2k_cv.exe
makes heavy use of several w2k_img.d11 API functions.

Listing 1-14 shows one of the basic data structures defined in w2k_img.h. The
IMG_DBG structure is essentially a concatenation of the first two . dbg file header sec-
tions, that is, the fixed-size basic header and the array of PE section headers. The
actual size of the structure, given the number of sections, is computed by the macro
IMG_DBG__ () . Its result specifies the file offset of the exported-names subsection.

Several w2k_img.d11 API functions expect a pointer to an initialized 1MG_DBG
structure. The imgbbgLoad () function (not reprinted here) allocates and returns a
properly initialized 1MG_DBG structure containing the data of the specified . dog file.
imgDbgLoad () performs very strict sanity checks on the data to verify that the file is
valid and complete. The returned TMG_DBG structure can be passed to several parsing
functions that return the linear addresses of the most frequently used . abg file compo-
nents. For example, the imgDbgExports () function in Listing 1-15 computes the linear
address of the sequence of exported names following the IMAGE_SECTION_HEADER
array. It also counts the number of available names by scanning the string sequence up
to the end of the subsection and optionally writes this value to the variable pointed to
by the pdcount argument.
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typedef struct _IMG_DBG
{
IMAGE_SEPARATE_DEBUG_HEADER Header;
IMAGE_SECTION_HEADER aSections [];

}
IMG_DBG, *PIMG_DBG, **PPIMG_DBG;

#define IMG_DBG_ sizeof (IMG_DBG)
#define IMG_DBG__(_n) (IMG_DBG_ + ((_n) * IMAGE_SECTION_HEADER_))

#define IMG_DBG_DATA(_p,_d) \
((PVOID) ((PBYTE) (_p) + (_d)->PointerToRawData))

LISTING 1-14. The 1Mc_DBG Structure and Related Macros

PBYTE WINAPT imgDbgExports (PIMG_DBG pid,
: PDWORD  pdCount)

{

DWORD i, 3J;
DWORD dCount = 0;
PBYTE pbExports = NULL;
if (pid != NULL)
{
pbExports = (PBYTE) pid->aSections

+ (pid->Header.NumberOfSections
* IMAGE_SECTION_HEADER_) ;

for (i = 0; i < pid->Header.ExportedNamesSize; i = j)

{
if (!pbExports [j = i]) break;

while ((j < pid->Header.ExportedNamesSize) &&
pbExports [j++]);

if ((j > i) && (!pbExports [j-1])) dCount++;
}

}
if (pdCount != NULL) *pdCount = dCount;

return pbExports;
}

LisTING 1-15. The imgDbgExports () API Function
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Listing 1-16 defines two more API functions that locate debug directory
entries by their 1MAGE_DEBUG_TYPE_* IDs. imgDbgDirectories () returns the base
address of the IMAGE_DEBUG_DIRECTORY array, whereas imgDbgDirectory () returns
a pointer to the first directory entry with the specified type ID or returns NuLL if no
such entry exists.

PIMAGE_DEBUG_DIRECTORY WINAPI imgDbgDirectories (PIMG_DBG pid,
PDWORD pdCount)
{
DWORD dCount = 0;
PIMAGE_DEBUG_DIRECTORY pidd = NULL;

i

if (pid != NULL)
{
pidd (PIMAGE_DEBUG_DIRECTORY)

( (PBYTE) pid

+ IMG_DBG__ (pid->Header.NumberOfSections)

+ pid->Header.ExportedNamesSize) ;

dCount = pid->Header.DebugDirectorySize
/ IMAGE_DEBUG_DIRECTORY_;
}
if (pdCount != NULL) *pdCount = dCount;
return pidd;

PIMAGE_DEBUG_DIRECTORY WINAPI imgDbgDirectory (PIMG_DBG pid,
DWORD dType)
{
DWORD dCount, 1i;
PIMAGE_DEBUG_DIRECTORY pidd = NULL;

if ((pidd = imgDbgDirectories (pid, &dCount)) != NULL)
{
for (i = 0; 1 < dCount; i++, pidd++)
{
if (pidd->Type == dType) break;
}
if (i == dCount) pidd = NULL;
}
return pidd;
}

LisTING 1-16. The imgDbgDirectories () and imgDbgDirectory () API Functions
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The imgDbgDirectory () function can be used to look up the CodeView data in
the . dbg file. This is done by the imgbbgcv () function in Listing 1-17. It calls
imgDbgDirectory () with the IMAGE_DEBUG_TYPE_CODEVIEW type ID, and invokes the
IMG_DBG_DATA () macro shown in Listing 1-14 to convert the data offset supplied by
the IMAGE_DEBUG_DIRECTORY entry to an absolute linear address. This macro simply
adds the offset to the base address of the 1Mc_DBG structure and typecasts it to a PvOID
pointer. imgDbgCv () copies the size of the CodeView subsection to *pdsize if the
pdsize argument is not NULL. The internals of the CodeView data are discussed below.

The API functions for the other data subsections look quite similar. Listing 1-18
shows the imgDbgOmapToSrc () and imgDbgOmapFromSrc () functions along with the
oMAP_TO_SRC and oMaP_FROM_SRC structures on which they operate. Later, we will
need these structures to compute the linear addresses of a symbol from its CodeView
data. Because the OMAP data are an array of fixed-length structures, both API func-
tions don’t return the plain subsection size, but compute the number of entries in the
array by simply dividing the overall size by the size of an entry. The result is copied to
*pdCount if the pdcount argument is not NULL.

PCV_DATA WINAPI imgDbgCv (PIMG_DBG pid,
PDWORD pdsize)
{
PIMAGE_DEBUG_DIRECTORY pidd;
DWORD dsize = 0;
PCV_DATA pcd = NULL;

if ((pidd = imgDbgDirectory (pid, IMAGE_DEBUG_TYPE_CODEVIEW) )
!'= NULL)
{
pcd IMG_DBG_DATA (pid, pidd);
dSize = pidd->SizeOfData;
}
if (pdSize != NULL) *pdSize = dSize;
return pcd;

}

LisTING 1-17. The imgbbgcv () API Function

typedef struct _OMAP_TO_SRC
{
DWORD dTarget;
DWORD dSource;
}
OMAP_TO_SRC, *POMAP_TO_SRC, **PPOMAP_TO_SRC;

#define OMAP_TO_SRC_ sizeof (OMAP_TO_SRC)
J At

(continued)
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typedef struct _OMAP_FROM_SRC
{
DWORD dSource;
DWORD dTarget;
}
OMAP_FROM_SRC, *POMAP_FROM_SRC, **PPOMAP_FROM_SRC;

#define OMAP_FROM_SRC_ sizeof (OMAP_FROM_SRC)

POMAP_TO_SRC WINAPI imgDbgOmapToSrc (PIMG_DBG pid,
PDWORD pdCount)
{
PIMAGE_DEBUG_DIRECTORY pidd;
DWORD dCount 0;
POMAP_TO_SRC pots = NULL;

if ((pidd = imgDbgDirectory (pid,
IMAGE_DEBUG_TYPE_OMAP_TO_SRC))
!= NULL)
{
pots = IMG_DBG_DATA (pid, pidd);
dCount = pidd->SizeOfData / OMAP_TO_SRC_;
}
if (pdCount != NULL) *pdCount = dCount;
return pots;

POMAP_FROM_SRC WINAPI imgDbgOmapFromSrc (PIMG_DBG pid,
PDWORD pdCount)
{
PIMAGE_DEBUG_DIRECTORY pidd;
DWORD dCount = 0;
POMAP_FROM_SRC pofs = NULL;

if ((pidd = imgDbgDirectory (pid,
IMAGE_DEBUG_TYPE_OMAP_FROM_SRC) )
= NULL)
{
pofs = IMG_DBG_DATA (pid, pidd);
dCount = pidd->SizeOfData / OMAP_FROM_SRC_;
}
if (pdCount != NULL) *pdCount = dCount;
return pofs;

}

LisTING 1-18.  The imgDbgomapTosrc () and imgDbgOmapFromSrc() API Function



MICROSOFT SYMBOL FILE INTERNALS 63

CODEVIEW SUBSECTIONS

CodeView is Microsoft’s own debugging information format. It has undergone vari-
ous metamorphoses through the years of the evolution of the Microsoft C/C++ com-
piler and linker. The internals of some CodeView versions differ radically from each
other. However, all CodeView versions share a 32-bit signature at the beginning of
the data that uniquely identifies the data format. The Windows NT 4.0 symbol files
use the NB09 format, which has been introduced by CodeView 4.10. The Windows
2000 files contain nB10 CodeView data, which is merely a referral to a separate .pdb
file, as I will demonstrate later.

NB09 CodeView data is subdivided into a directory and subordinate entries. As
Matt Pietrek points out in his MSJ article about . dbg files, most of the basic Code-
View structures are defined in a set of sample header files coming with the Platform
SDK. If you have installed the SDK samples, you will find a group of highly interest-
ing files in the directory \Program Files\Microsoft Platform SDK\Samples\
SdkTools\Image\Include. The files you need for CodeView parsing are named
cvexefmt.h and cvinfo.h. Unfortunately, these files haven’t been updated for a long
time, as their file date 09-07-1994 indicates. It is striking that all structure names
defined in cvexefmt . h start with the letters OME, which is the acronym for Object
Module Format. OMF is the standard file format used by 16-bit DOS and Windows
.obj and .1ib files. Starting with the Win32 versions of Microsoft’s development
tools, this format has been superseded by the Common Object File Format (COFE,
see Gircys 1988 for details).

Although the original OMF format is obsolete today, it must be acknowledged
that it was a clever file format. One of its objectives is to waste as little memory and
disk space as possible. Another important property is that this format can be success-
fully parsed by applications even if they do not fully understand all parts of the file.
The basic OMF data structure is the tagged record, starting with a tag byte identifying
the type of data contained in the record, and a 16-bit length word specifying the num-
ber of subsequent bytes. This design makes it possible for an OMF reader to skip from
record to record, picking out the record types in which it is interested. Microsoft has
adopted this paradigm for its CodeView format, which explains the OMF prefix of
the CodeView structure names in cvexefmt .h. Although the CodeView records have
very few things in common with the original OMF records, the basic property that the
format can be read without understanding all contents still remains.

Listing 1-19 comprises the definitions of various basic CodeView structures,
taken from w2k_img.h. Some of them loosely correspond to structures found in
cvexefmt.h and cvinfo.h, but are tweaked to the requirements of the w2k_img.d11
API functions. The cv_HEADER structure is present in all CodeView data, regardless of
the format version. The signature is a 32-bit format version ID, like cv_sIeNa-
TURE_NBO09 Or CV_SIGNATURE_NB10. The 10ffset member specifies the offset of the
CodeView directory relative to the header address. In NB09-formatted Windows NT
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4.0 symbol files, its value seems to be always equal to eight, indicating that the direc-
tory follows immediately after the header. The Windows 2000 symbol files contain
NB10 data with 10f£set set to zero. This data format will be discussed in detail later
in this chapter.

#define CV_SIGNATURE_NB ‘BN’
#define CV_SIGNATURE_NBO09 ‘90BN’
#define CV_SIGNATURE_NB10 ‘01BN’

typedef union _CV_SIGNATURE
{
WORD wMagic; // ‘BN’
DWORD dVersion; // “XxBN'
BYTE abText [4]; // “NBxx”
}
CV_SIGNATURE, *PCV_SIGNATURE, **PPCV_SIGNATURE;

#define CV_SIGNATURE_ sizeof (CV_SIGNATURE)

typedef struct _CV_HEADER
{
CV_SIGNATURE Signature;
LONG loffset;
}
CV_HEADER, *PCV_HEADER, **PPCV_HEADER;

#define CV_HEADER_ sizeof (CV_HEADER)

typedef struct _CV_DIRECTORY
{
WORD wSize; // in bytes, including this member
WORD wEntrySize; // in bytes
DWORD dEntries;
LONG 1Offset;
DWORD dFlags;
}
CV_DIRECTORY, *PCV_DIRECTORY, **PPCV_DIRECTORY;

#define CV_DIRECTORY_ sizeof (CV_DIRECTORY)
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#define sstModule 0x0120 // CV_MODULE
#define sstGlobalbPub 0x012A // CV_PUBSYM
#define sstSegMap 0x012D // SV_SEGMAP
F ettt

typedef struct _CV_ENTRY
{

WORD wSubSectionType; // sst*

WORD wModuleIndex; // -1 if not applicable

LONG 1SubSectionOffset; // relative to CV_HEADER

DWORD dSubSectionSize; // in bytes, not including padding

}
CV_ENTRY, *PCV_ENTRY, **PPCV_ENTRY;

#define CV_ENTRY_ sizeof (CV_ENTRY)

typedef struct _CV_NB09 // CodeView 4.10
{
CV_HEADER Header;
CV_DIRECTORY Directory;
CV_ENTRY Entries [];
}
CV_NBO09, *PCV_NB09, **PPCV_NB09;

#define CV_NBO9_ sizeof (CV_NBO09)

LisTING 1-19. CodeView Data Structures

The CodeView NB09 directory consists of a single cv_DIRECTORY structure
followed by an array of cv_eNTRY items. This is reflected by the cv_nB09 structure
defined at the end of Listing 1-19. It comprises the CodeView header, directory,
and entry array. The size of the Entries[] array is determined by the dEntries
member of the cv_pirecTory. Each cv_gNTRY refers to a CodeView subsection of
the type specified by the wsubsectionType member. cvexefmt .h defines no fewer
than 21 subsection types. However, the Windows NT 4.0 symbol files make use of
only 3 of them: sstModule (0x0120), sstGlobalPub (0x012a), and sstSegMap
(0x012D) . You will usually see several sstModule subsections in a symbol file, but
the sstGlobalPub and sstSegMap subsections are unique. As the name suggests,
sstGlobalPub is where we will find the global public symbol information of the
corresponding module.
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The w2k_img.d11 API function imgcvEntry () shown in Listing 1-20 allows
easy look up of CodeView directory entries by type. Its pc09 argument points to a
CV_NBO9Y structure, that is, to the NB09 signature of the CodeView data block inside a
.dbg file. The aType argument specifies one of the CodeView subsection type IDs
sst*, and the dindex value selects a specific subsection instance in cases of multiple
subsections of the same type. Therefore, setting dIndex to a value other than zero
makes sense only if dType indicates sstModule.

PCV_ENTRY WINAPI imgCvEntry (PCV_NB09 pc09,
DWORD dType,
DWORD dIndex)
{
DWORD i, 3;
PCV_ENTRY pce = NULL;

if ((pc09 != NULL) &&
(pc09->Header.Signature.dVersion == CV_SIGNATURE_NBO09)
{

for (i = j = 0; i < pc09->Directory.dEntries; i++)
{
if ((pc09->Entries [i].wSubSectionType == dType) &&
(j++ == dIndex))

{

pce = pcl09->Entries + i;
break;

}

}

return pce;

PCV_PUBSYM WINAPI imgCvSymbols (PCV_NB09 pc09,
PDWORD pdCount,
PDWORD pdSize)
{
PCV_ENTRY pce;
PCV_PUBSYM pcpl;

DWORD i;

DWORD dCount = 0;

DWORD dsize = 0; ‘

PCV_PUBSYM pcp = NULL;

if ((pce = imgCvEntry (pc09, sstGlobalPub, 0)) != NULL)

{
pcp = CV_PUBSYM_DATA ((PBYTE) pc09

+ pce->1SubSectionOffset) ;
dSize = pce->dSubSectionSize;
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for (i = 0; dSize - i >= CV_PUBSYM_;
i += CV_PUBSYM_SIZE (pcpl))
{

pcpl = (PCV_PUBSYM) ((PBYTE) pcp + i);
if (dSize - i < CV_PUBSYM_SIZE (pcpl)) break;
if (pcpl->Header.wRecordType == CV_PUB32) dCount++;

}
}
if (pdCount != NULL) *pdCount = dCount;
if (pdSize != NULL) *pdSize = dSize;
return pcp;

}

LisTING 1-20. The imgCvEntry () and imgCvSymbols () API Functions

CODEVIEW SYMBOLS

The lower half of Listing 1-20 shows the imgCvsymbols () function that returns

a pointer to the first CodeView symbol record. The sstGlobalPub subsection
consists of a fixed-length cv_symuasH header, followed by a sequence of variable-
length cv_pussym records. The definitions of both types are included in Listing 1-21.
First, imgCcvsymbols () calls imgcvEntry () to find the cv_ENTRY that has its
wSubSectionType member set to sstGlobalbub. If available, it uses the
Cv_pPUBSYM_DATA () macro included at the bottom of Listing 1-4 to skip over

the leading cv_svmuasH structure. Finally, imgcvsymbols () counts the number of
symbols by walking through the list of cv_pruBsym records, using the cv_puBSYM_SIZE()
macro in Listing 1-21 to compute the size of each record.

The cv_puBsym sequence bears some resemblance to the contents of an OMF
object file. As already noted, an OMF data stream consists of variable-length records,
each starting with a tag byte and a length word. cv_puBsyM records are similar. They
start with an oMF_HEADER that comprises wRecordsize and wRecordType members.
This is just a variant of the OMF principle, different only in that the length word
comes first and the tag byte has been extended to 16 bits. The last part of the
CV_PUBSYM structure is the symbol name, specified in PASCAL format, as is usual in
an OMF record. A PASCAL string consists of a leading length byte, followed by 0 to
255 8-bit characters. Contrary to C strings, no terminating zero byte is appended.
The cv_pussym record ends after the last Name character. However, the record is
stuffed with filler bytes up to the next 32-bit boundary. This padding is accounted for
by the wRecordsize value in the omr_HEADER. Note that the wRecordsize specifies
the size of the cv_puBsym record, excluding the wRecordsize member itself. That’s
why the cv_puBsyM_s1zE () macro in Listing 1-21 adds sizeof (wORD) to the
wRecordsize value to yield the total record size.
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typedef struct _CV_SYMHASH
{
WORD wSymbolHashIndex;
WORD wAddressHashIndex;
DWORD dSymbolInfoSize;
DWORD dSymbolHashSize;
DWORD dAddressHashSize;

}
CV_SYMHASH, *PCV_SYMHASH, **PPCV_SYMHASH;

#define CV_SYMHASH_ sizeof (CV_SYMHASH)

typedef struct _OMF_HEADER
{
WORD wRecordSize; // in bytes, not including this member
WORD wRecordType;
}
OMF_HEADER, *POMF_HEADER, **PPOMF_HEADER;

#define OMF_HEADER_ sizeof (OMF_HEADER)

typedef struct _OMF_NAME
{
BYTE bLength; // in bytes, not including this member
BYTE abName [];

}
OMF_NAME, *POMF_NAME, **PPOMF_NAME;

#define OMF_NAME_ sizeof (OMF_NAME)

#define S_PUB32 0x0203
#define S_ALIGN 0x0402

#define CV_PUB32 S_PUB32

typedef struct _CV_PUBSYM
{
OMF_HEADER Header;
DWORD doffset;
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WORD wSegment ; // l-based section index WORD wTypeIndex; // 0
OMF_NAME Name ; // zero-padded to next DWORD

}

CV_PUBSYM, *PCV_PUBSYM, **PPCV_PUBSYM;

#define CV_PUBSYM_ sizeof (CV_PUBSYM)

#define CV_PUBSYM DATA(_p) \
((PCV_PUBSYM) ((PBYTE) (_p) + CV_SYMHASH_))

#define CV_PUBSYM_SIZE(_p) \
( (DWORD) (_p)->Header.wRecordSize + sizeof (WORD))

#define CV_PUBSYM_NEXT(_p) \
((PCV_PUBSYM) ((PBYTE) (_p) + CV_PUBSYM_SIZE (_p)))

LisTiNG 1-21. The cv_syMHASH and cv_PUBSYM Structures

If you are scanning the cv_puBsyM stream, you typically will encounter two
record types: S_PUB32 (0x0203) or S_ALIGN (0x0402) . The latter can be safely
ignored because it is only padding. The s_puB32 records carry the real symbol
information. Besides the symbol Name, the wsegment and doffset members
are of interest. wSegment specifies a one-based index that identifies the PE file
section that contains the symbol. This value minus one can be used as an index into
the TMAGE_SECTION_HEADER array at the beginning of the .dbg file. doffset
is the symbol’s address relative to the beginning of its PE section. In this context,
a symbol address is the entry point of the function or the base address of the
global variable associated with the symbol. Normally, the dof fset value can
simply be added to the virtualaddress of the corresponding IMAGE_SECTION_
HEADER to yield the address of the symbol relative to the module’s base address.
However, if the . dbg file includes IMAGE_DEBUG_TYPE_OMAP_TO_SRC and
IMAGE_DEBUG_TYPE_OMAP_FROM_SRC subsections, the doffset must pass
through an additional conversion layer. The usage of OMAP tables will be
discussed later, after introduction of the PDB file format.

The order of the symbols in a CodeView sstGlobalpub subsection appears
somewhat random. I don’t know what principle underlies it. However, I can say for
sure that the symbols are not sorted by section number, offset, or name. Don’t rely
on assumptions about the order—if your applications need a specific sorting
sequence, you have to sort the symbol records yourself. The w2k_img.d11 sample
library found on the companion CD provides three default symbol orders: by
address, by name with case sensitivity, and by name ignoring the character case.
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THE INTERNAL STRUCTURE OF .pdb FILES

After installing the Windows 2000 symbol files, the first striking observation is usu-
ally that each module now has two associated files: one with the .dbg extension, as
usual, and an additional one with an extension of .pdb. Peeking into one of the
.pdb files reveals the string “Microsoft C/C++ program database 2.00” at its very
beginning. So PDB is obviously the acronym of Program Database. Searching for
details about the internal PDB structure in the MSDN Library or on the Internet
doesn’t reveal anything useful, except for a Microsoft Knowledge Base article that
classifies this format as Microsoft proprietary (Microsoft Corporation, 2000d).
Even Windows guru Matt Pietrek admits:

“The format of PDB symbol tables isn’t publicly documented. (Even I don’t
know the exact format, especially as it continues to evolve with
each new release of Visual C++.)” (Pietrek 1997a)

Well, it might evolve with each Visual C/C++ release, but for the current version
of Windows 2000, I can tell you exactly how its PDB symbol files are structured.
This is probably the first time the PDB format has been publicly documented. But
first, let’s examine how the .dbg and .pdb files are linked together.

One remarkable property of the Windows 2000 . abg files is that they contain
just a very tiny, almost negligible CodeView subsection. Example 1-8 shows the
entire CodeView data included in the ntoskrnl.dbg file, generated by the w2k_dump.
exe utility in the \src\w2k_dump directory tree of the sample CD. That’s all—just
those 32 bytes. As usual, the subsection starts with a cv_HEADER structure containing
the CodeView version signature. This time, it is NB10. The MSDN Library
(Microsoft 2000a) really doesn’t tell us much about this special version:

“NB10 The signature for an executable with the debug information stored in a
separate PDB file. Corresponds with the formats set forth in NBO9 or NB11.”
(MSDN Library—April 2000 \ Specifications \ Technologies and Languages \
Visual C++ 5.0 Symbolic Debug Information Specification \ Debug Information
Format).

I don’t know the internals of the NB11 format, but the PDB format has almost
nothing in common with the NB09 format discussed above! The first sentence clearly
states why the nB10 data block is that small. All relevant information is moved to a
separate file, so the main purpose of this CodeView section is to provide a link to the
real data. As Example 1-8 suggests, the symbol information must be sought in the
ntoskrnl.pdb file in the Windows 2000 symbol setup.
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Address | 00 01 02 03-04 05 06 07 : 08 09 OA 0B-0C 0D OE OF | 0123456789ABCDEF
--------- T
00006590 | 4E 42 31 30-00 00 00 00 : 20 7D 23 38-54 00 00 00 | NB10.... }#8T...
0000650 | 6E 74 6F 73-6B 72 6E 6C : 2E 70 64 62-00 00 00 00 | ntoskrnl.pdb....

ExAamPLE 1-8.  Hex Dump of a PDB CodeView Subsection

If you are wondering what purpose the remaining data in Example 1-8 serves,
Listing 1-22 should satisfy your curiosity. The cv_nEaDER is self-explanatory. The
next two members at offset 0x8 and 0xC are named dsignature and dage and play
an important role in the linkage of .dbg and .pdb files. dsignature is a 32-bit
UNIX-style time stamp, specifying the build date and time of the debug information
in seconds since 01-01-1970. The w2k_img.d11 sample library provides the API func-
tions imgTimeUnpack () and imgTimePack () to convert this Windows-untypical
date/time format back and forth. The purpose of the dage member isn’t entirely clear
to me. However, it appears that its value is initially set to one and incremented each
time the PDB data is rewritten. The dsignature and dage values together constitute
a 64-bit ID that can be used by debuggers to verify that a given PDB file matches the
.dbg file referring to it. The PDB file contains duplicates of both values in one of its
data streams, so a debugger can refuse processing a . dbg/ . pdb pair of files with
unmatched dsignature and dage information.

Whenever you are faced with an unknown data format, the first thing to do is
to run some examples of it through a hex dump viewer. The w2k_dump . exe utility on
this book’s companion CD does a good job in this respect. Examining the hex dump
of a Windows 2000 PDB file such as ntoskrnl.pdb or ntfs.pdb reveals some
interesting properties:

¢ The file seems to be divided into blocks of fixed size—typically
0x400 bytes.

e Some blocks consist of long runs of 1-bits, occasionally interrupted by
shorter sequences of 0-bits.

e The information in the file is not necessarily contiguous. Sometimes, the

data end abruptly at a block boundary, but continue somewhere else in
the file.

e Some data blocks appear repeatedly within the file.
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typedef struct _CV_NB10 // PDB reference
{
CV_HEADER Header;

DWORD dSignature; // seconds since 01-01-1970
DWORD dAage; // 1++
BYTE abPdbName []; // zero-terminated

}
CV_NB10, *PCV_NB10, **PPCV._NB1O;

#define CV_NB10_ sizeof (CV_NB10)

LISTING 1-22. The CodeView NB10 Subsection

It took some time for me to finally realize that these are typical properties of a
compound file. A compound file is a small file system packaged into a single file. The
“file system” metaphor readily explains some of the above observations:

e A file system subdivides a disk into sectors of fixed size and groups the
sectors into files of variable size. The sectors representing a file can be
located anywhere on the disk and don’t need to be contiguous—the
file/sector assignments are defined in a file directory.

® A compound file subdivides a raw disk file into pages of fixed size and
groups the pages into streams of variable size. The pages representing a
file can be located anywhere in the raw disk file and don’t need to be
contiguous—the stream/page assignments are defined in a stream
directory.

Obviously, almost any assertions about file systems can be mapped to com-
pound files by simply replacing “sector” by “page,” and “file” by “stream.” The file
system metaphor explains why a PDB file is organized in fixed-size blocks. It also
explains why the blocks are not necessarily contiguous. What about the pages with
the masses of 1-bits? Actually, this type of data is something very common in file sys-
tems. To keep track of used and unused sectors on the disk, many file systems main-
tain an allocation bit array that provides one bit for each sector (or sector cluster). If
a sector is unused, its bit is set. Whenever the file system allocates space for a file, it
searches for unused sectors by scanning the allocation bits. After adding a sector to a
file, its allocation bit is set to zero. The same procedure is applied to the pages and
streams of a compound file. The long runs of 1-bits represent unused pages, and the
0-bits are assigned to existing streams.

The only thing that remains is the observation that some data blocks reoccur
within a PDB file. The same thing happens with sectors on a disk. When a file in a file
system is rewritten a couple of times, each write operation may use different sectors to
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store the data. Thus, it can happen that the disk contains free sectors with older dupli-
cates of the file information. This doesn’t constitute a problem for the file system. If
the sector is marked free in the allocation bit array, it is unimportant what data it con-
tains. As soon as the sector is reclaimed for another file, the data will be overwritten
anyway. Applying the file system metaphor once more to compound files, this means
that the observed duplicate pages are usually left over from earlier versions of a stream
that has been rewritten to different pages in the compound file. They can be safely
ignored; all we have to care for are the pages that are referred to by the stream
directory. The remaining unassigned pages should be regarded as garbage.

With the basic paradigm of PDB files being introduced now, we can step to the
more interesting task of examining their basic building blocks. Listing 1-23 shows
the layout of the PDB header. The PpB_HEADER starts with a lengthy signature that
specifies the PDB version as a text string. The text is terminated with an end-of-file
(EOF) character (ASCII code 0x1a) and supplemented with the magic number
0x0000474A, or *JG\0\0” if interpreted as a string. Maybe these are the initials of
the designer of the PDB format. The embedded EOF character has the nice effect
that an unknowledgeable user can issue a command such as type ntoskrnl.pdb in a
console window without getting garbage on the screen. The only thing that will be
displayed is the message Microsoft C/C++ program database 2.00\r\n. All
Windows 2000 symbol files are shipped as PDB 2.00 files. Apparently, a PDB 1.00
format exists as well, but it seems to be structured quite differently.

#define PDB_SIGNATURE_200 \
“Microsoft C/C++ program database 2.00\r\n\x1AJG\0”

#define PDB_SIGNATURE_TEXT 40

typedef struct _PDB_SIGNATURE
{
BYTE abSignature [PDB_SIGNATURE_TEXT+4]; // PDB_SIGNATURE_nnn
}
PDB_SIGNATURE, *PPDB_SIGNATURE, **PPPDB_SIGNATURE;

#define PDB_SIGNATURE_ sizeof (PDB_SIGNATURE)

(continued)
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typedef struct _PDB_STREAM
{
DWORD dStreamSize; // in bytes, -1 = free stream
PWORD pwStreamPages; // array of page numbers
}
PDB_STREAM, *PPDB_STREAM, **PPPDB_STREAM;

#define PDB_STREAM_ sizeof (PDB_STREAM)

#define PDB_PAGE_SIZE_lK 0x0400 // bytes per page
#define PDB_PAGE_SIZE 2K  0x0800
#define PDB_PAGE_SIZE_4K 0x1000

#define PDB_PAGE_SHIFT_1K 10 // log2 (PDB_PAGE_SIZE_*)
#define PDB_PAGE_SHIFT_2K 11
#define PDB_PAGE_SHIFT 4K 12

#define PDB_PAGE_COUNT_lK OxFFFF // page number < PDB_PAGE_COUNT_*
#define PDB_PAGE_COUNT_2K OxFFFF
#define PDB_PAGE_COUNT_4K O0x7FFF

typedef struct _PDB_HEADER
{

PDB_SIGNATURE Signature; // PDB_SIGNATURE_200

DWORD dPageSize; // 0x0400, 0x0800, 0x1000
WORD wStartPage; // 0x0009, 0x0005, 0x0002
WORD wFilePages; // file size / dPageSize
PDB_STREAM RootStream; // stream directory

WORD awRootPages []; // pages containing PDB_ROOT

}
PDB_HEADER, *PPDB_HEADER, **PPPDB_HEADER;

#define PDB_HEADER_ sizeof (PDB_HEADER)

LisTING 1-23.  The PDB File Header

Following the signature at offset 0x2c is a DWORD named dPagesize that specifies
the size of the compound file pages in bytes. Legal values are 0x0400 (1 KB), 0x0800
(2 KB), and 0x1000 (4 KB). The wrilePages member reflects the total number of pages
used by the PDB file image. The result of multiplying this value by the page size should
always exactly match the file size in bytes. wstartpage is a zero-based page number
that points to the first data page. The byte offset of this page can be computed by multi-
plying the page number by the page size. Typical values are 9 for 1-KB pages (byte
offset 0x2400), § for 2-KB pages (byte offset 0x2800), or 2 for 4-KB pages (byte offset
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0x2000). The pages between the ppB_HEADER and the first data page are reserved for the
allocation bit array of the compound file, always starting at the beginning of the second
page. This means that the PDB file maintains 0x2000 bytes with 0x10000 allocation bits
if the page size is 1 or 2 KB, and 0x1000 bytes with 0x8000 allocation bits if the page
size is 4 KB. In turn, this implies that the maximum amount of data a PDB file can
manage is 64 MB in 1-KB page mode, and 128 MB in 2-KB or 4-KB page mode.

The RootStream and awRootPages [] members concluding the PDB_HEADER
describe the location of the stream directory within the PDB file. As already noted,
the PDB file is conceptually a collection of variable-length streams that carry the
actual data. The locations and compositions of the streams are managed in a single
stream directory. Odd as it may seem, the stream directory itself is stored in a stream.
I have called this special stream the “root stream.” The root stream holding the
stream directory can be located anywhere in the PDB file. Its location and size are
supplied by the Rootstream and awRootPages [] members of the poB_HEADER. The
dStreamsize member of the PDB_STREAM substructure specifies the number of pages
occupied by the stream directory, and the entries in the awRootPages[] array point to
the pages containing the data.

Let’s illustrate this with a simple example. The hex dump excerpt in Example 1-9
shows the PDB_HEADER of the ntoskrnl.pdb file. The values referenced are underlined.
Obviously, this PDB file uses a page size of 0x0400 bytes and comprises 0x02D1 pages,
resulting in a file size of 0xB4400 (738,304 in decimal notation). A quick check with
the dir command shows that this value is correct. The root stream size is 0x5B0 bytes.
With a page size of 0x400 bytes, this means that the awRootPages[] array contains
two entries, found at the file offsets 0x3c and 0x3E. The values in these slots are page
numbers that need to be multiplied by the page size to yield the corresponding byte
offsets. In this case, the results are 0x82000 and 0xB2800.

The bottom line of this computation is that the stream directory of the
ntoskrnl.exe PDB file is located in two file pages, extending from 0xB2000 to
0xB23FF and 0xB2800 to 0xB29AF, respectively. Parts of these ranges are shown in
Example 1-10.

Address 00 01 02 03-04 05 06 07 : 08 09 0A 0B-0C 0D OE OF | 0123456789ABCDEF

|
| :
00000000 | 4D 69 63 72-6F 73 6F 66 : 74 20 43 2F-43 2B 2B 20 [ Microsoft C/C++
|
|
|

00000010 70 72 6F 67-72 61 6D 20 : 64 61 74 61-62 61 73 65 | program database
00000020 20 32 2E 30-30 OD OA 1A : 4A 47 00 00-00 04 00 00 | 2.00...3G......
00000030 09 00 DL _02-BO 05 00 00 : 5C 00 78 00-C8 02 CA 02 | ..N.°...\.x.E.E.

ExampLE 1-9. A Sample PDB Header
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Address | 00 01 02 03-04 05 06 07 : 08 09 0A 0B-0C 0D OE OF | 0123456789ABCDEF
————————— Jmm
00082000 | 08 00 00 00-BO 05 00 00 : 98 22 28 00-3A 00 00 00 | ....°...2"(.:...
00082010 | 88 57 26 00-38 00 00 00 : 78 57 26 00-A9 02 04 00 | ?W&.8...xW&.©...
00082020 | F8 BA E9 00-00 00 00 00 : 68 57 26 00-04 40 00 00 | ¢%é..... hWs..@..
000B2030 | C8 29 28 00-B4 9E 01 00 : 08 90 ED 00-3C DF 04 00 | E) (. ?...¢i.<B..
000B2040 | 08 BD E9 00-12 00 C9 02 : C7 02 13 00-C6 02 C6 01 | .%2é...E.C...E.&.
000B2050 | €7 01 C8 01-C9 01 CA 01 : CB 01 CC 01-CD 01 CE 01 | ¢.E.E.B.8.1.f.2.
000B23A0 | BD 00 BE 00-BF 00 CO 00 : C1 00 C2 00-C3 00 C4 00 | %2.3/2.¢.AA.A.K.A.
000B23B0 | C5 00 C6 00-C7 00 C8 00 : C9 00 CA 00-CB 00 CC 00 | A.E.C.E.E.B.E.I.
000B23C0 f

6.0.x.0.U.U.0

|
I

CD 00 CE 00-CF 00 DO 00 : D1 00 D2 00-D3 00 D4 00 | £.1.1.9.8.0.6.6.
| 0.0
| _.p.R.2.4.4.4.4.
| i

|
|
|
000B23D0 | D5 00 D6 00-D7 00 D8 00 : D9 00 DA 00-DB 00 DC 00
l
|

000B23E0 DD 00 DE 00-DF 00 EO 00 : E1 00 E2 00-E3 00 E4 00 _

000B23F0 | E5 00 E6 00-E7 00 E8 00 : E9 00 EA 00-EB 00 EC 00 d.&.c.e.é.8
————————— e i L
000B2800 ED 00 EE 00-EF 00 FO 00 : F1 00 F2 00-F3 00 F4 00 | 1.1.1.8.f1.8.6.6
000B2810 | F5 00 F6 00-F7 00 F8 00 F9 00 FA 00-FB 00 FC 00 | 8.6.+.9.0.4.0.1
000B2820 | FD 00 FE 00-FF 00 00 01 01 01 02 01-03 01 04 01 | v.b.¥.vuenvnon..

l
|
| :
00082830 | 05 01 06 01-07 01 08 01 : 09 0L OA 01-0B 0L OC Ol | ..e.eeneunenn...
|
|

000B2840 | 0D 01 OE 01-OF 01 10 01 : 11 01 12 01-13 01 14 01 | ....eevunnenn...
000B2850 | 15 01 16 01-17 01 18 01 : 19 01 1A 01-1B 01 1C 01 | ...viivueennn...
000B2950 | 95 01 96 01-97 01 98 01 : 99 01 9A 01-9B 01 9C 01 | ?.2.?2.2.2.7.2.%.
000B2960 | 9D 01 9E 01-9F 01 A0 01 : Al 01 A2 01-A3 01 A4 01 | ¢.?2.?. .j.¢.£. X
000B2970 | A5 01 A6 01-A7 01 A8 01 : A9 01 AA 01-AB 01 AC 01 | ¥./.§.7.@.%.«.~
000B2980 | AD 01 AE 01-AF 01 BO 01 : Bl 01 B2 01-B3 01 B4 01 | =.®.7.°.%.2.3."
00082990 | BS 01 B6 01-B7 01 B8 01 : B9 01 BA 01-BB 01 BC 01 | u.q toe» s
000B29A0 | BD 01 BE 01-BF 01 CO 01 : C1 01 C2 01-C3 01 C4 01 | %2.3/a.¢.A. A A XA

ExampLE 1-10.  Excerpis from a Sample PDB Stream Directory

The stream directory is composed of two sections: a header part in the form of a
PDB_ROOT structure, as defined in Listing 1-24, and a data part consisting of an array
of 16-bit page numbers. The wcount member of the PDB_ROOT section specifies the
number of streams stored in the PDB compound file. The astreams[] array contains
a PDB_STREAM entry (see Listing 1-23) for each stream, and the page number slots fol-
low immediately after the last astreams[] entry. In Example 1-10, the number of
streams is eight, as the underlined value at offset 0x82000 indicates. The subsequent
eight PDB_STREAM structures define streams of size 0x580, 0x3A, 0x38, 0x402A9,
0x0, 0x4004, 0x19EB4, and 0x4DF3c, respectively. These values are underlined in
Example 1-10, too. Expressed in 1-KB pages, the stream sizes are 0x2, 0x1, 0x1,
0x101, 0x0, 0x11, 0x68, and 0x138, yielding a total of 0x2B6 pages used by the
streams. The first underlined value after the PDB_sTREAM array is the first slot of the
page number list. Counting two bytes per page number, and taking into account that
the page directory is interrupted by one page that belongs somewhere else, the next
offset after the page numbers should be 0xB2044 + 0x400 + (0x2B6 * 2) =
0xB29B0, which fits perfectly into the picture.
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#define PDB_STREAM DIRECTORY 0
#define PDB_STREAM_PDB 1
#define PDB_STREAM_PUBSYM 7

typedef struct _PDB_ROOT
{

WORD wCount; // < PDB_STREAM_MAX
WORD wReserved; // 0
PDB_STREAM aStreams []; // stream #0 reserved for stream table

}
PDB_ROOT, *PPDB_ROOT, **PPPDB_ROOT;

#define PDB_ROOT_ sizeof (PDB_ROOT)

LisTING 1-24.  The PDB Stream Directory

Finding the page number block associated with a given stream is somewhat
tricky, because the page directory does not provide any cues except the stream size. If
you are interested in stream 3, you have to compute the number of pages occupied by
streams 1 and 2 to get the desired start index within the page number array. Once the
stream’s page number list is located, reading the stream data is simple. Just walk
through the list and multiply each page number by the page size to yield the file off-
set, and read pages from the computed offsets until the end of the stream is reached.
On first look, parsing a PDB file seemed rather tough. But it turns out that it is actu-
ally quite simple—probably much simpler than parsing a . dbg file. The compound-
file nature of the PDB format with its clear-cut random access to stream pages
reduces the task of reading a stream to a mere concatenation of fixed-sized pages.
I’'m amazed at this elegant data access mechanism!

An even greater benefit of the PDB format becomes apparent when updating an
existing PDB file. Inserting data into a file with a sequential structure usually means
reshuffling large portions of the contents. The PDB file’s random-access structure
borrowed from file systems allows addition and deletion of data with minimal effort,
just as files can be modified with ease on a file system media. Only the stream direc-
tory has to be reshuffled when a stream grows or shrinks across a page boundary.
This important property facilitates incremental updating of PDB files. Microsoft
states the following in a Knowledge Base article titled “INFO: PDB and DBG Files—
What They Are and How They Work”:

“The .PDB extension stands for ‘program database.’ It holds the new format
for storing debugging information that was introduced in Visual C++ version
1.0. In the future, the .PDB file will also hold other project state information.
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Omne of the most important motivations for the change in format was to allow
incremental linking of debug versions of programs, a change first introduced in
Visual C++ version 2.0” (Microsoft Corporation 2000e).

Now that the internal format of PDB files is clear, the next problem is to iden-
tify the contents of their streams. After examining various PDB files, I have come to
the conclusion that each stream number serves a predefined purpose. The first stream
seems to always contain a stream directory, and the second one contains information
about the PDB file that can be used to verify that the file matches an associated . dbg
file. For example, the latter stream contains dsignature and dage members that
should have the same values as the corresponding members of an NB10 CodeView
section, as outlined in Listing 1-22. The eighth stream is most interesting in the con-
text of this chapter because it hosts the CodeView symbol information we have been
seeking. The meaning of the other streams is still unclear to me and is another area
for future research.

I am not going to include PDB reader sample code here because this would
exceed the scope of this chapter. Instead, I encourage you to peek into the
w2k_img.c and w2k_img.h source files on the sample CD. Look for functions
named imgPdb* () and data items called ppB_* for extensive code and data. By the
way, the CD contains a ready-to-run PDB stream reader with full source code.
You already know this program—it is the w2k_dump . exe utility that I have used to
create some of the hex dump examples above. This simple console-mode utility
provides a +p command line option that enables PDB stream decomposition. If
the specified file is not a valid PDB file, the program falls back to sequential hex
dump mode. The Visual C/C++ project files of w2k_dump . exe are found on the
CD in the \src\w2k_dump directory tree.

PDB SYMBOLS

After this long but hopefully interesting detour through the PDB format, it is time to
return to our initial mission: the extraction of CodeView symbol information. Fortu-
nately, this task is quite similar to the enumeration of public symbols in an NB09
CodeView subsection. Once the stream containing the symbols is located, we are
again faced with a sequence of OMF-like records of variable size. Unfortunately, the
nB09 and NB10 record formats differ somewhat, but the deviations are only marginal.
Listing 1-25 shows the layout of the ppB_puBsYM structure. Compared with the corre-
sponding cv_puBsyu structure of the NB09 format, included in Listing 1-21, the
doffset and wsegment members have moved a bit toward the end. This and the fact
that the tag value of PDB symbols is 0x1009 instead of 0x0203 are the most remark-
able differences.



MICROSOFT SYMBOL FILE INTERNALS 79

#define PDB_PUB32 0x1009

typedef struct _PDB_PUBSYM
{
OMF_HEADER Header;

DWORD dReserved;

DWORD doffset;

WORD wSegment ; // l-based section index
OMF__NAME Name ; // zero-padded to next DWORD

}
PDB_PUBSYM, *PPDB_PUBSYM, **PPPDB_PUBSYM;

#define PDB_PUBSYM_ sizeof (PDB_PUBSYM)

#define PDB_PUBSYM_SIZE(_p) \
( (DWORD) (_p)->Header.wRecordSize + sizeof (WORD))

#define PDB_PUBSYM_NEXT(_p) \
((PPDB_PUBSYM) ((PBYTE) (_p) + PDB_PUBSYM_SIZE (_p)))

LISTING 1-25. The ppB_PUBSYM Structure

The 1Mc_pPuBSYM union in Listing 1-26 is a convenient means to reference sym-
bol records regardless of their type. This union can be interpreted in three ways:

1. owr_neapeR: This point of view should be assumed unless the symbol type
is known. The header provides just enough information to identify the
symbol type or to skip to the next record.

2. cv_puBsyM: This interpretation is valid only if the wRecordType of the
OMF_HEADER 1§ set to CV_PUB32 (0x0203) .

3. ppB_puBsyM: This interpretation is valid only if the wRecordType of the
OMF_HEADER 18 set t0 PDB_PUB32 (0x1009) .

The 1Mc_PUBSYM_SIZE () and IMG_PUBSYM NEXT () macros found at the end of
Listing 1-26 allow type-independent determination of the size of the current record
and the address of the subsequent one, respectively.

SYMBOL ADDRESS COMPUTATION

The wsegment and doffset members of the cv_pussym and ppB_PUBSYM symbol
records, together with the TMAGE_SECTION_HEADER array at the beginning of the
.dbg file, supply necessary information for the computation of the address of a
symbol relative to the beginning of the module’s base address. If the .apg file
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typedef union _IMG_PUBSYM
{
OMF_HEADER Header; // CV_PUB32 or PDB_PUB32
CV_PUBSYM CvPubSym;
PDB_PUBSYM PdbPubSym;
}
IMG_PUBSYM, *PIMG_PUBSYM, **PPIMG_PUBSYM;

#define IMG_PUBSYM_ sizeof (IMG_PUBSYM)

#define IMG_PUBSYM_SIZE(_p) \
( (DWORD) (_p)->Header.wRecordSize + sizeof (WORD))

#define IMG_PUBSYM_NEXT(_p) \
((PIMG_PUBSYM) ((PBYTE) (_p) + IMG_PUBSYM SIZE (_p)))

Li1sTING 1-26. The tvc_pussyuM Union

doesn’t contain any OMAP data in the form of IMAGE_DEBUG_TYPE_OMAP_TO_SRC
and IMAGE_DEBUG_TYPE_OMAP_FROM_SRC subsections, the address computation
algorithm is straightforward:

e Read the wsegment value of the symbol record and decrement it by one.

e Use the resulting index to look up the TMAGE_SECTION_HEADER of the
target section where the symbol resides.

® Retrieve the virtualaddress of this IMAGE_SECTION_HEADER.

e Add the doffset value of the symbol record.

In case the load address of the module is known, the absolute linear address
of the symbol can be determined by simply adding the computed relative address to
the base address. The ImageBase member of the IMAGE_SEPARATE_DEBUG_HEADER at
the very beginning of the .dbg file specifies the module’s preferred load address.
Unfortunately, this address isn’t very helpful because many kernel modules are actu-
ally loaded to completely different addresses. For example, ntoskrnl.dbg reports a
preferred load address of 0x00400000, which is certainly wrong because this address
is far outside the kernel memory range. Therefore, the w2k_img.d11 provides the
imgModuleBase () API function that attempts to locate kernel modules in memory.
It uses the undocumented NtQuerySystemInformation () function exported by
ntdll.d11 to retrieve a list of modules currently found in memory. However,
this function works on Windows 2000/NT only. For Windows 9x compatibility,
imgModuleBase () loads ntdll.d11 dynamically, so w2k_img.d11 won’t blow up imme-
diately with a dynalink error while it is being loaded. Therefore, it always returns a
NULL pointer on Windows 9x. This is the same value that you will get on Windows
2000 and Windows NT 4.0 if the specified module is not present in memory.
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OMAP ADDRESS CONVERSION

Several Windows 2000 symbol files contain OMAP subsections, identified by
IMAGE_DEBUG_DIRECTORY entries with Type IDs of IMAGE_DEBUG_TYPE_OMAP_TO_SRC
and IMAGE_DEBUG_TYPE_OMAP_FROM_SRC. OMAP is yet another undocumented fea-
ture of the Microsoft development tools, so the reasons for its existence are still
somewhat speculative. The OMAP data inside a . dbg file consist of two arrays of
OMAP_TO_SRC and OMAP_FROM_SRC structures, as outlined in Listing 1-27, and this
information is used in the computation of symbol addresses from the offset values
stored in CV_PUBSYM or PDB_PUBSYM records.

In one of his fine MS] “Under the Hood” articles about Microsoft debug
information, Matt Pietrek writes his thoughts about OMAP:

Yet another form of debug information is relatively new and undocumented,
except for a few obscure references in WINNT.H and the Win32 SDK help. This
type of information is known as OMAP. Apparently, as part of Microsoft’s
internal build procedure, small fragments of code in EXEs and DLLs are moved
around to put the most commonly used code at the beginning of the code section.
This presumably keeps the process memory working set as small as possible.
However, when shifting around the blocks of code, the corresponding debug
information isn’t updated. Instead, OMAP information is created. It lets symbol
table code translate between the original address in a symbol table and the
modified address where the variable or line of code really exists in memory.
(Pietrek 1997a)

typedef struct _OMAP_TO_SRC
{
DWORD dTarget;
DWORD dSource;
}
OMAP_TO_SRC, *POMAP_TO_SRC, **PPOMAP_TO_SRC;

#define OMAP_TO_SRC_ sizeof (OMAP_TO_SRC)

typedef struct _OMAP_FROM_SRC
{
DWORD dSource;
DWORD dTarget;
}
OMAP_FROM_SRC, *POMAP_FROM_SRC, **PPOMAP_FROM_SRC;

#define OMAP_FROM_SRC_ sizeof (OMAP_FROM_SRC)

LisTING 1-27. The ovap_To_sRC and oMaP_FROM_SRC Table Entries
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And more than 2 years later, MSJ columnist John Robbins elaborates on this
assumption in the October 1997 “Bugslayer”:

The undocumented OMAP information is interesting because it appears to have
something to do with basic block relocations. (Fellow MS] colleague Matt
Pietrek briefly discussed this in the May 1997 “Under the Hood” column.) My
guess is that Microsoft has some sort of internal tool that packs the binary so
that the most common code is pushed up to the front and the rest is put in the
rear so that the working set is much smaller. Consequently, this binary
rearrangement makes the program faster because it will not have to page in as
much of the program. (Robbins 1999)

Although the working set argument is striking, the fact that the ntoskrnl.exe
module makes heavy use of OMAP seems to be at odds with it. As I will show in
Chapter 4, the entire ntoskrnl . exe module is mapped to a single 4-MB memory
page that is always present in memory, so splitting the code into more frequently
and more rarely used fractions shouldn’t be of benefit with respect to paging. My
assumption is that this split is supposed to aid the processor’s instruction prefetch.
Examination of the OMAP tables reveals that the addresses they contain typically
point to the beginning of a function, to an instruction that immediately follows a
jump or call, or to unused filler code. This suggests that the OMAP data is used to
reshuffle the branches of if/else instructions. Obviously, the Windows 2000 kernel
developers at Microsoft can somehow tell the compiler whether the if or else
branch is executed more frequently, so the code fraction that is run less frequently
can be moved out of the way. Normally, a compiler tends to keep the code of a func-
tion in a monolithic block, and doesn’t split up i£/else branches. In the Windows
2000 kernel modules, however, it can be easily observed that large functions with
numerous if/else clauses are heavily fragmented. The fact that the OMAP code
atoms correspond to conditional branches leads me to the assumption that OMAP
has something to do with branch prediction. If less frequently executed branches are
separated from the more frequently used ones, the CPU can perform more effective
instruction prefetch.

The omap_To_sre table converts a real instruction offset to a source offset, for
example, the real offset of the ExInterlockedaddrargeInteger () API function
relative to the base address of ntoskrnl.exe is 0x0000231E. To verify this, enter the
command u ExInterlockedAddLargeInteger at the Kernel Debugger prompt—it
will unassemble a couple of lines, starting at the linear address 0x8040231E.
Subtracting the ntoskrnl.exe load address 0x80400000 yields 0x0000231E, as
expected. If you scan the oMaP_To_sRc table inside ntoskrnl.dbg, you will find an
entry whose drarget member is set to this offset, and the corresponding dsource
offset is 0x0005E7E4. The ExInterlockedAddLargeInteger () function is located in
the . text section, and the offset of this section relative to the image base address is
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0x000004C0 according to its IMAGE_SECTION_HEADER. Subtracting the section offset
from the source offset yields a raw symbol offset of 0x00058324, and this is exactly
the doffset value of the ppB_pPUBSYM record that defines the ExInterlockedadd-
LargeInteger symbol. That’s easy, isn’t it? Well, not really.

The omMaP_TO_sRC entries are always sorted in ascending order with respect
to the target address. This is a good idea, because it facilitates the lookup of
addresses by binary searching. The omap_rromM_src table is essentially a replica
of the oMmap_1o_src table, but with all source and target addresses swapped and
resorted by source address. This dual-table approach allows easy address transla-
tion in both directions.

An OMAP problem that puzzled me for several days is that you cannot make
immediate use of the virtualaddress values stored in the IMAGE_SECTION_HEADER
array of the .dbg file while converting from source to target addresses via the
omaP_rROM_SRC table. In all PE sections except for the first one, this will result in
target addresses that are too high. The reason for this strange effect is that the
VirtualaAddress values are valid in the target address world only. On the source
address side, different section addresses apply. The main problem is now to find
out the source addresses of the PE sections. After scanning the .dbg and . pdb files
repeatedly—but without success—for any tables that might perform this transla-
tion, I eventually ended up with a trick that works fine, although I’m not sure
whether it is legal. To determine the source address of a section, I simply enumer-
ate all omap_To_sRc entries that belong to this section and compute the minimum
of their source addresses. This procedure is based on the assumption that OMAP
is just a permutation of code fractions, so minimizing the source addresses of a
section means finding the snippet that has been bumped to the top of the section.
This address should correspond to the source address of the section. I have
applied this technique to numerous Windows 2000 symbol files, and thus far, it
has not failed.

If it sounds appealing to implement a symbol file parser based on the
above information, just do it! Or, you can use the w2k_img.d11 on the sample
CD as is or rip out code from it. This DLL contains everything you need to take
.dbg and .pdp files apart and much more. The most powerful API function
set it exports is the imgTable* () group. It comprises the three functions listed
in Table 1-5, whose prototypes are shown in Listing 1-28. They are intended for
use by debugger or disassembler writers. With the imgTableLookup () API func-
tion, an application can display symbols instead of raw addresses, and the
imgTableResolve () function can be used as a basis for a symbol search option.
Both functions are carefully optimized for speed, which is of great benefit to
applications that browse large amounts of symbol information. The sample
symbol browser presented below is based on w2k_img.d11 and is able to dump
a sorted list of all ntoskrnl.exe symbols with lots of additional information to a
file in less than 2 seconds.
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TABLE 1-5. Symbol Table Management Functions Exported by w2k_img.d11

NAME DESCRIPTION
imgTableLoad() Builds an 1MG_TABLE symbol table from a .dbg or .pdb file
imgTableLookup() Finds an TMG_ENTRY symbol table entry matching a symbol address
imgTableResolve() Finds an 1MG_ENTRY symbol table entry matching a symbol name

PIMG_TABLE WINAPI imgTableLoad (PTBYTE ptPath,
PVOID pBase);

PIMG_ENTRY WINAPI imgTableLookup (PIMG_TABLE pit,
PVOID pAddress,
PDWORD doffset);

PIMG_ENTRY WINAPI imgTableResolve (PIMG_TABLE pit,
PBYTE pbSymbol) ;

LisTING 1-28.  Prototypes of the Symbol Table Management Functions

Listing 1-29 is a compilation of the structures on which the imgTable* () func-
tions operate. Apparently, they don’t resemble the CodeView and PDB structures dis-
cussed above. In fact, the symbol table management functions inside w2k_img.d11
completely rearrange the information found in the symbol files, allowing easier and
faster processing. The most fundamental structure is the tMG_TABLE, which comprises
the entire symbol information. It is composed of a fixed-size header, an array of
IMG_ENTRY structures, and three TMG_INDEX arrays. Because the arrays are of variable
size depending on the number of symbols, the TMG_TABLE also contains three pointers
to the TMc_INDEX base addresses. As indicated by the comments in Listing 1-29, the
indexes are sorted by address, by name considering character case, and by name ignor-
ing character case. These indexes are not only convenient for applications that output
symbol lists, but also for the imgTableLookup () and imgTableResolve () functions
because they allow them to perform fast binary searches for addresses and names.

One particularly nice feature of the 1MG_ENTRY structure is that it specifies the
calling convention assigned to a symbol. This information is derived directly from the
symbol decoration, based on the rules in Table 1-4. This nontrivial task is done by
the ingSymbolUndecorate () function shown in Listing 1-30. First, it tries to identify
one of the common prefixes, listed in the apbPrefixes[] array. In the next step, the
code looks for a stack size trailer consisting of an @ character and a decimal number.
The calling convention is detected along the way by testing for special prefix/trailer
combinations. w2k_img.d11 undecorates symbols with high reliability. Actually, it
correctly handles all __fastcall import thunks that imagehlp.d11 is unable to man-
age. imgSymbolUndecorate (), however, does not attempt to undecorate C++ and
PCH symbols. Maybe I will add this feature in a future version of w2k_img.d11.
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#define IMG_CONVENTION_UNDEFINED 0
#define IMG_CONVENTION_STDCALL 1
#define IMG_CONVENTION_CDECL 2
#define IMG_CONVENTION_FASTCALL 3
e
typedef struct _IMG_ENTRY
{
DWORD dSection; // l-based section number
PVOID pAddress; // symbol address
DWORD dConvention; // calling convention IMG_CONVENTION_*
DWORD dStack; // number of argument stack bytes
BOOL fExported; // TRUE if exported symbol
BOOL fSpecial; // TRUE if special symbol
BYTE abSection [IMAGE_SIZEOF_SHORT _NAME+4]; // section name
BYTE abSymbol [256]; // undecorated symbol name

BYTE abDecorated [256]; // decorated symbol name
}
IMG_ENTRY, *PIMG_ENTRY, **PPIMG_ENTRY;

#define IMG_ENTRY_ sizeof (IMG_ENTRY)

typedef struct _IMG_INDEX
{
PIMG_ENTRY apEntries [1];
}
IMG_INDEX, *PIMG_INDEX, **PPIMG_INDEX;

#define IMG_INDEX_ sizeof (IMG_INDEX)
#define IMG_INDEX_ (_n) ((_n) * IMG_INDEX_ )

typedef struct _IMG_TABLE
{

DWORD dsize; // table size in bytes

DWORD dSections; // number of sections

DWORD dsymbols; // number of symbols

DWORD dTimeStamp; // module time stamp (sec since 1-1-1970)
DWORD dCheckSum; // module checksum

PVOID pBase; // module base address

PIMG_INDEX piiAddress; // entries sorted by address
PIMG_INDEX piiName; // entries sorted by name

PIMG_INDEX piiNameIC; // entries sorted by name (ignore case)
BOOL fUnicode; // character format

union

{
(continued)
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TBYTE atPath [MAX_PATH]; // .dbg file path
BYTE abPath [MAX_PATH]; // .dbg file path (ANSI)
WORD awPath [MAX_PATH]; // .dbg file path (Unicode)
}i

IMG_ENTRY aEntries []; // symbol info array

}

IMG_TABLE, *PIMG_TABLE, **PPIMG_TABLE;

#define IMG_TABLE_ sizeof (IMG_TABLE)

#define IMG_TABLE__ (_n) \
(IMG_TABLE_ + ((_n) * IMG_ENTRY_) + (3 * IMG_INDEX_ _ (_n)))

LiISTING 1-29.  Symbol Table Management Structures

DWORD WINAPI imgSymbolUndecorate (PBYTE pbSymbol,
PBYTE pbBuffer,
PDWORD pdConvention)
{
PBYTE apbPrefixes [] = {“__imp__ ", “_imp_@”, “__imp_",
N7, “e”, “\x7F”,

NULL};

BYTE abBuffer [256] = “”;

DWORD i, j, k, 1;

DWORD dConvention = IMG_CONVENTION_UNDEFINED;
DWORD dStack = -1;

if (pbSymbol != NULL)
{
// skip common prefixes
for (i = j = 0; apbPrefixes [i] != NULL; i++)
{
for (j = 0; apbPrefixes [i] [j1; F++)
{
if (apbPrefixes [i] [j] != pbSymbol [j]) break;
}
if (!apbPrefixes [1] [j]) break;
j=0;
}
// test for multiple ‘@’
for (k = j, 1 = 0; (1 < 2) && pbSymbol [k]; k++)
{
if (pbSymbol [k] == ‘@’) 1++;
}
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// don’'t undecorate if multiple ‘@', or C++ symbol

if ((1 == 2) || (pbSymbol [0] == ‘2"))
{
j = 0; // keep prefix
k = MAXDWORD; // keep length
}

else
{
// search for next ‘@’
for (k = j; pbSymbol [k] && (pbSymbol [k] != ‘@’); k++);

// read number of argument stack bytes if ‘@’ found
if (pbSymbol [k] == ‘@)
{

dstack 0;

n

for (1 = k + 1; (pbSymbol [1] >= ‘0') &&
(pbSymbol [1] <= '9’); 1++)
{
dStack *= 10;
dstack += pbSymbol [1] - ‘0’;
}

// don’t undecorate if non-numeric or empty trailer

if (pbSymbol [1] || (1 ==k + 1))
{
dstack = -1; // no stack size info
j o= 0; // keep prefix
k = MAXDWORD; // keep length

// determine calling convention if single-char prefix
if (3 == 1)
{
switch (pbSymbol [0])
{
case ‘@':
{
dConvention = IMG_CONVENTION_FASTCALL;
break;
}
case ‘_':

{
(continued)
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dConvention = (dStack != -1
? IMG_CONVENTION_STDCALL
: IMG_CONVENTION_CDECL) ;
break;

}
}

// copy selected name portion

k = min (k - j, sizeof (abBuffer) - 1);

lstrcpynA (abBuffer, pbSymbol + j, k + 1);

}
if (pbBuffer != NULL)

{

1strcpyA (pbBuffer, abBuffer);

}
if (pdConvention != NULL) *pdConvention = dConvention;
return dStack;

}

LisTiNG 1-30. The imgsymbolUndecorate () API Function

Note that the imgTableResolve () function ignores all symbols with undefined
calling convention. This restriction safely excludes all import thunk, C++, and PCH
symbols. Unfortunately, it also excludes some of the “good” symbols that don’t have
standard decorations. I don’t think, however, that this is a big problem, because these
symbols are not among those most frequently used.

The basic framework of a w2k_img.d11 client application is outlined in
Listing 1-31. The application first loads the symbol table from the . dbg file
specified by the ptpath argument, using the imgTableLoad () API function. If the
file contains an NB10 CodeView subsection, the associated PDB file is loaded
seamlessly. If the returned pointer is valid, the symbol entries can be enumerated in
four ways, described by the comments inside the for () loop. Basically, the client
can use the original order of the symbols as they appear in the .dbg or .pdb file, or
it can choose one of the predefined sort indexes. When the symbol processing is
finished, the application has to destroy the symbol table by calling imgMemory
Destroy () . That’s all! The application doesn’t need any intimate knowledge about
the internals of symbol files. All information it needs is stored in the 1MG_TABLE
and IMG_ENTRY structures set up by imgTableLoad() .
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VOID WINAPI SymbolProcessor (PTBYTE ptPath)
{
PIMG_TABLE pit;
PIMG_ENTRY pie;
PVOID pBase;
DWORD i;

pBase = imgModuleBase (ptPath); // get current module load address

if ((pit = imgTableLoad (ptPath, pBase)) != NULL)
{
for (i = j = 0; 1 < pit->dSymbols; i++)
{
// Option #1: default symbol order
// pie = pit->aEntries + i;

// Option #2: symbols sorted by address
// pie = pit->piiAddress->apEntries [i];

// Option #3: symbols sorted by name (case sensitive)
// pie = pit->piiName->apEntries [i];

// Option #4: symbols sorted by name (ignore case)
// pie = pit->piiNameIC->apEntries [i];

// Now, pie points to the IMG_ENTRY of the next symbol!
// Do something useful with it ...

}
imgMemoryDestroy (pit);
}
return;

}

LisTING 1-31.  Using the Symbol Table Management Functions

A typical client application of w2k_img.d11 will be presented in the next sub-
section. Note that I will return to this powerful utility DLL in Chapter 6, where it
serves a rather unusual purpose: It looks up addresses of internal ntoskrnl.exe
symbols that are neither documented nor exported, and a companion DLL uses
this information to call into or read from these addresses. This trick sounds odd,
but it works fine and can solve some tough programming and debugging problems.
Stay tuned!
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ANOTHER WINDOWS 2000 SYMBOL BROWSER

The sample application that shall demonstrate the usage of w2k_img.d11 is an alterna-
tive version of the symbol browser presented in the previous section. It is named
w2k_sym2.exe, but despite the name similarity, it is not just a rehash of w2k_sym. exe.
The sample applications have quite different features and command options—just com-
pare their command help screens, shown in Examples 1-5 and 1-11. The source code
of w2k_sym2 . exe is found on the CD accompanying this book in the \src\w2k_sym2
directory tree.

Example 1-12 shows some sample output, generated by the command
w2k_sym2 +nu beep.sys. The +n option selects sorting by name without considera-
tion of the character case, and the +u option forces inclusion of symbols with
unknown calling convention. The symbols with CDECL or STDCALL in the ARGUMENTS
column refer to addresses of functions or global variables. The remaining rows in
Example 1-12 are mostly import thunks into ntoskrnl.exe or hal.dll.

// w2k_sym2.exe

// SBS Windows 2000 Symbol Browser V1.00
// 08-27-2000 Sven B. Schreiber

// sbs@orgon.com

Usage: w2k_sym2 { [+-anNiprdxusz] [:<sections>] [/<symbols>] <path> }

+ enable subsequent options

disable subsequent option
sort by address

sort by name

sort by name (case sensitive)
ignore case in filter strings
force preferred load address
display relative addresses
display decorated symbols
display exported symbols only
include symbols with unknown calling convention
include special symbols

N g X R TKH 2589

include zero-address symbols

<sections> and <symbols> are filter expressions,
optionally containing the wildcards * and 2.

ExamPLE 1-11.  The Command Help of w2k_sym2 . exe
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// w2k_sym2.exe

// SBS Windows 2000 Symbol Browser V1.00
// 08-27-2000 Sven B. Schreiber

// sbs@orgon.com

Module name: beep.sys

Time stamp: Wednesday, 10-20-1999, 22:18:59
Base address: 0xF09CF000

Check sum: 0x0000C54F

Symbol file: E: \WINNT\Symbols\sys\beep.dbg

Symbol table: 23520 bytes
Symbol filter: *

Sections: *
# INDEX ADDRESS SECTION ARGUMENTS
1 0 FO9CF70C 2 .rdata
2 1 FO9CF6B2 1 .text CDECL
3 2 FO9CF7B4 3 INIT CDECL
4 3 FO9CF7A0 3 INIT CDECL
5 4 FO09CF7C8 3 INIT CDECL
6 5 FO9CF34C 1 .text 8 STDCALL
7 6 FO9CF39E 1 .text 8 STDCALL
8 7 FO9CF50E 1 .text 8 STDCALL
9 8 FO9CF456 1 .text 8 STDCALL
10 9 FO9CF4CO0 1 .text 8 STDCALL
11 10 FO9CF572 1 .text 8 STDCALL
12 11 FO9CF660 1 .text 10 STDCALL
13 12 FO9CF67E 1 .text 4 STDCALL
14 13 FO9CF29A 1 .text 8 STDCALL
15 14 FO9CF6CO0 2 .rdata 4
16 15 FO9CF6C4 2 .rdata 4
17 16 FO9CF6D4 2 .rdata
18 17 FO9CF6D0 2 .rdata 4
19 18 FO9CF724 2 .rdata 4
20 19 FO9CF6E0 2 .rdata 8
21 20 FO9CF708 2 .rdata 4
22 21 FO9CF6E8 2 .rdata 4
23 22 F09CF714 2 .rdata 1C
24 23 F09CF710 2 .rdata 4
25 24 FO9CF6F4 2 .rdata 8
26 25 FO9CF6F8 2 .rdata 4
27 26 FO9CF700 2 .rdata 8
28 27 FO9CF6EC 2 .rdata 10
29 28 FO9CF728 2 .rdata 4
30 29 F09CF718 2 .rdata C

_allmul

_allmul
_IMPORT_DESCRIPTOR_HAL
_IMPORT_DESCRIPTOR_ntoskrnl
_NULL_IMPORT_ DESCRIPTOR
BeepCancel

BeepCleanup

BeepClose
BeepDeviceControl
BeepOpen

BeepStartIo

BeepTimeOut

BeepUnload

DriverEntry
ExAcquireFastMutex
ExReleaseFastMutex
HAL_NULL_THUNK_DATA
HalMakeBeep
InterlockedDecrement
InterlockedExchange
InterlockedIncrement
IoAcquireCancelSpinLock
IoCreateDevice
IoDeleteDevice
IofCompleteRequest
IoReleaseCancelSpinLock
IoStartNextPacket
IoStartPacket
KeCancelTimer
KeInitializeDpc

(continued)
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31 30 FO9CF720
32 31 FO9CF71C
33 32 FO9CF6E4
34 33 FO9CF6DC
35 34 FO9CF704
36 35 FO9CF6CC
37 36 FO9CF6C8
38 37 FO9CF6F0
39 38 FO9CF6FC
40 39 FO9CF72C
41 40 FO9CF6D8

KeInitializeEvent
KeInitializeTimer
KeRemoveDeviceQueue

2]
Q
1)
I
o
[ S IYe

KeRemoveEntryDeviceQueue
.rdata 10 KeSetTimer
KfLowerIrgl
KfRaiseIrqgl
MmLockPagableDataSection
MmUnlockPagableImageSection
.rdata ntoskrnl_NULL_THUNK_DATA
.rdata 8 RtlInitUnicodeString

13 non-NULL symbols

0 exported symbols

N DN DD DNDDNDDNDNDNDDNDDN
A
QO
o o
o o
o o
'SP NEFN

EXAMPLE 1-12.  Sample Output of w2k_sym?2.exe

Note that the _a11mul symbol appears twice in the list. The first one is an
import thunk for the _al1mul () function exported by ntoskrnl.exe; the other one
is a simple function call forwarder that jumps through this thunk. If you add the +a
switch to the command to view the symbols with full decoration, you can see that the
_allmul import thunk is really called __imp___alimul, whereas the original name of
the forwarder is __allmul. Obviously, those decorations do serve some useful pur-
pose, even though they are sometimes quite distracting.

This chapter has presented extensive information. Maybe you didn’t expect that
there is so much to say about Windows 2000 debuggers, debugging APIs, and symbol
files. Most Windows programming books don’t dedicate much space to this kind of
information. However, I believe that this essential background knowledge will help
you in writing your own debugging utilities.



CHAPTER 2

The Windows
2000 Native API

his introductory chapter about the Windows 2000 Native API focuses on the rela-

tionships among the operating system modules that form the environment of this
basic programming interface. Emphasis is on the central interrupt gate mechanism
employed by Windows 2000 to route kernel service requests from user-mode to
kernel-mode and back. Additionally, the Win32K interface and some of the major
runtime libraries associated with the Native API will be presented, along with some
of the most frequently used data types. The chapter closes with hints for those who
want to write applications that interface to the Native API via the ntd11.4d11 library.

The architecture of Windows 2000 has been described in detail elsewhere. Many

things written about Windows NT also apply to Windows 2000, so both editions of
Inside Windows N'T (Custer 1993, Solomon 1998) are good introductory books, as is
the follow-up volume Inside Windows 2000 (Solomon and Russinovich 2000).

THE NT*() AND ZW*() FUNCTION SETS

One of the most interesting facts about the architecture of Windows 2000 is that it
can emulate various operating systems. Windows 2000 comes with three built-in sub-
systems for Win32, POSIX, and OS/2 applications. The Win32 subsystem is clearly
the most popular, and therefore it is frequently regarded by application developers as
the operating system itself. They cannot really be blamed for this misconception—this
point of view is correct for legacy operating systems such as Windows 95 or 98, with
which the Win32 interface implementation is actually a fundamental part of the
system. However, Windows 2000 is designed quite differently. Although the Win32
subsystem contains a system module named kernel32.d11, this is actually not the
real operating system kernel. Instead, it is just one of the basic components of the
Win32 subsystem. In many programming books, software development for Windows

93
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NT and 2000 is reduced to the task of interfacing to the Win32 Application Program-
'ming Interface (API), concealing the fact that the NT platform exposes yet another
more basic interface called the Native API. Developers writing kernel-mode device or
file system drivers are already familiar with the Native APIL, because kernel-mode
modules are located on a low system level where the subsystems are invisible. How-
ever, you don’t have to go down to the driver level to access this interface—even ordi-
nary Win32 applications can call down to the Native API at any time. There’s no
technical restriction—it’s just that Microsoft doesn’t support this kind of application
development. Thus, little information has been available on this topic, and neither the
Windows Platform Software Development Kit (SDK) nor the Windows 2000 Device
Drive Kit (DDK) make the Native API available to Win32 applications. So this work
has been left to others, and this book is another piece of the puzzle.

LEVELS OF “UNDOCUMENTEDNESS”

Much of the material presented in this book refers to so-called undocumented infor-
mation. In its global sense, this means that this information isn’t published by
Microsoft. However, there are several grades of “undocumentedness” because of the
large amount of information that could possibly be published about a huge operating
system such as Windows 2000. My personal category system looks as follows:

e Officially documented: The information is available in one of Microsoft’s
books, papers, or development kits. The most prominent information
sources are the SDK, DDK, and the Microsoft Developer Network
(MSDN) Library.

o Semidocumented: Although not officially documented, the information
can be extracted from files officially distributed by Microsoft. For
example, many Windows 2000 functions and structures aren’t mentioned
in the SDK or DDK documentation, but appear in some header files or
sample programs. For Windows 2000, the most important sources of
semidocumentation are the header files ntddk.h and ntdef.h, which are
part of the DDK.

¢ Undocumented, but not hidden: The information in question is neither
found in the official documentation nor included in any form in the
developer products, but parts of it are available for debugging tools. All
symbolic information contained in executable or symbol files belongs to
this category. The best examples are the !processfields and
i threadfields commands of the Kernel Debugger, which dump the
names and offsets of the undocumented EPROCESS and ETHREAD structures
(see Chapter 1).
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o Completely undocumented: Some information bits are so well hidden by
Microsoft, that they can be unveiled only by reverse engineering and
inference. This class contains many implementation-specific details that
nobody except the Windows 2000 developers should care about, but it also
includes information that might be invaluable for system programmers,
particularly developers of debugging software. Unveiling system internals
such as this is extremely difficult, but also incredibly interesting, for
someone who loves puzzles of a million pieces.

The Windows 2000 internals discussed in this book are equally distributed on
levels two, three, and four of this category system, so there should be something
for everyone.

THE SYSTEM SERVICE DISPATCHER

The relationship between the Win32 subsystem API and the Native API is best
explained by showing the dependencies between the Win32 core modules and the Win-
dows 2000 kernel. Figure 2-1 illustrates the module relationships, using boxes for mod-
ules and arrows for dependencies. If an arrow points from module A to module B, this
means that A depends on B, that is, module A calls functions inside module B. Modules
connected by double arrows are mutually dependent on each other. In Figure 2-1, the
modules user32.d11, advapi32.dll, gdi32.dll, rpecrt4.dll, and kernel32.dll
represent the basic Win32 API providers. Of course, there are other DLLs that con-
tribute to this API, such as version.d11, shel132.d11, and comct132.d11, but for
clarity, I have omitted them. An interesting property illustrated in Figure 2-1 is that all
Win32 API calls are ultimately routed through ntdi1.d11, which forwards them to
ntoskrnl.exe.

The ntd11.a11 module is the operating system component that hosts the Native
API. To be more exact, ntdl1l.d11 is the user-mode front end of the Native API. The
“real” interface is implemented in ntoskrnl.exe. The file name already suggests
that this is the NT Operating System Kernel. In fact, kernel mode drivers call into
this module most of the time if they require operating system services. The main role
of ntdl1l.d11 is to make a certain subset of kernel functions available to applications
running in user mode, including the Win32 subsystem DLLs. In Figure 2-1, the arrow
pointing from ntdl1.d11 to ntoskrnl.exe is labeled INT 2Eh to indicate that Win-
dows 2000 uses an interrupt gate to switch the CPU’s privilege level from user mode
to kernel mode. Kernel-mode programmers view user-mode code as offensive, buggy,
and dangerous. Therefore, this kind of code must be kept away from kernel func-
tions. Switching the privilege level from user mode to kernel mode and back in the
course of an API call is one way to handle this problem in a controlled manner. The
calling application never really touches any kernel bytes—it can only look at them.
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User Mode
Kernel Mode

INT 2Eh

FIGURE 2-1. System Module Dependencies

For example, the Win32 API function DeviceIoControl () exported by
kernel32.d11 eventually calls the ntd11.d11 export NtDeviceTIoControlFile() .
Disassembling this function reveals a surprisingly simple implementation, shown in
Example 2-1. First, CPU register Eax is loaded with the magic number 0x38, which is
a dispatch ID. Next, register EDX is set up to point into the stack. The target address
is the current value of the stack pointer Esp plus four, so Epx will point right behind
the stack slot of the return address that has been saved on the stack immediately
before entering NtDeviceIoControlFile (). Of course, this is the place where the
arguments passed to the function are temporarily stored. The next instruction is a
simple INT 2Eh, which branches to the interrupt handler stored in slot 0x2E of the
Interrupt Descriptor Table (IDT). Doesn’t that look familiar? In fact, this code looks
quite a bit like an old DOS 1nT 21h API call. However, the INT 2Eh interface of
Windows 2000 is much more than a simple API call dispatcher—it serves as the main
gate from user mode to kernel mode. Please note that this implementation of the
mode switch is Intel 386 CPU specific. On the Alpha platform, different tricks are
employed to achieve this transition.
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NtDeviceIoControlFile:

mov eax, 38h
lea edx, [esp+4]
int 2Eh
ret 28h
EXAMPLE 2-1.  Implementation of ntdll.NtDeviceIoControlFile ()

The Windows 2000 Native API comprises 248 functions that are handled this
way. That’s 37 more than in Windows NT 4.0. You can easily recognize them by the
function name prefix Nt in the ntdl1.d11 export list. There are 249 symbols of this
kind exported by ntd11.4d11. The reason for this mismatch is that one of the func-
tions, NtCurrentTeb (), is a pure user-mode function and therefore isn’t passed to
the kernel. Table B-1 in Appendix B lists all available Native API functions, along
with their InT 2Eh dispatch IDs, if any. The table also indicates which functions are
exported by ntoskrnl.exe. Surprisingly, only a subset of the Native API can be
called from kernel-mode modules. On the other hand, ntoskrnl . exe exports two Nt *
symbols not provided by ntd11.411, namely NtBuildNumber and NtGlobalFlag.
Neither symbol refers to a function. Instead, they are pointers to ntoskrnl . exe vari-
ables that can be imported by a driver module using the C compiler’s extern key-
word. The Windows 2000 kernel exports many more variables in this manner, and
the sample code following later will make use of some of them.

You may wonder why Table B-1 provides two columns for ntd11.d11 and
ntoskrnl.exe, respectively, labeled ntd11.nt*, ntdll.zw*, ntoskrnl.Nt*, and
ntoskrnl.zw*. The reason is that both modules export two sets of related Native
API symbols. One of them comprises all names involving the Nt prefix, as listed in
the leftmost column of Table B-1. The other set contains similar names, but with Nt
replaced by zw. Disassembly of nta11.4a11 shows that each pair of symbols refers to
exactly the same code. This may appear to be a waste of memory. However, if you
disassemble ntoskrnl.exe, you will find that the Nt* symbols point to real code and
the zw* variants refer to INT 2Eh stubs such as the one shown in Example 2-1. This
means that the zw* function set is routed through the user-to-kernel-mode gate, and
the nt* symbols point directly to the code that is executed after the mode transition.

Two more things in Table B-1 should be noted. First, the function NtcurrentTeb ()
doesn’t have a zw* counterpart. This is not a big problem because the nt* and zw*
functions exported by ntd11.d11 are the same anyway. Second, ntoskrnl.exe does-
n’t consistently export Nt /zw function pairs. Some of them come in either Nt* or zw*
versions only. I do not know the reason for this—I suppose that ntoskrnl.exe
exports only the functions documented in the Windows 2000 DDK plus those
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required by other operating system modules. Note that the remaining Native API
functions are nevertheless implemented inside ntoskrnl.exe. They don’t feature a
public entry point, but of course they may be reached from outside through the
INT 2Eh gate.

THE SERVICE DESCRIPTOR TABLES

The disassembled code in Example 2-1 has shown that INT 2Eh is invoked with
two parameters passed in the CPU registers Eax and px. I have already mentioned
that the magic number in Eax is a dispatch ID. Because all Native API calls except
NtCurrentTeb () are squeezed through the same hole, the code handling the 1nT
2Eh must determine which call should be dispatched to which function. That’s why
the dispatch ID is provided. The interrupt handler inside ntoskrnl. exe uses the
value in EAX as an index into a lookup table, where it finds the information required
to route the call to its ultimate destination. This table is called a System Service
Table (SST), and the corresponding C structure SYSTEM_SERVICE_TABLE is defined
in Listing 2-1. This listing also comprises the definition of a structure named
SERVICE_DESCRIPTOR_TABLE, which is a four-member array of SSTs, the first two
of which serve special purposes.

Although both tables are fundamental data types, they are not documented in
the Windows 2000 DDK, which leads to the following important statement: Many
code snippets reprinted in this book contain undocumented data types and functions.
Therefore, there’s no guarantee that this information is authentic. This is true for all
symbolic information, such as structure names, structure members, and arguments.
When creating symbols, I attempt to use appropriate names, based on the naming
scheme apparent through the small subset of known symbols (including those avail-
able from the symbol files). However, this heuristic approach is likely to fail on many
occasions. Only the original source code contains the full information, but I don’t
have access to it. Actually, I don’t want to see the source code, because this would
require a Non-Disclosure Agreement (NDA) with Microsoft, and the ties of an NDA
would make it quite difficult to write a book about undocumented information.

So let’s return to the secrets of the Service Descriptor Table (SDT). Its definition
in Listing 2-1 shows that the first pair of slots is reserved for ntoskrnl.exe
and the kernel-mode part of the Win32 subsystem buried inside the win32k.sys
module. The calls dispatched through the win32x SST originate from gai32.d11
and user32.d11. ntoskrnl.exe exports a pointer to its main SDT via the symbol
KeServiceDescriptorTable. The kernel maintains an alternative SDT named
KeServiceDescriptorTableShadow, but this one is not exported. It is very simple to
access the main SDT from a kernel-mode module—you need only two C instructions,
as shown in Listing 2-2. The first is a simple variable declaration preceded by the
extern keyword, which tells the linker that this variable is not part of the module
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and the corresponding symbol cannot be resolved at link time. All references to this
symbol are linked dynamically as soon as the module is loaded into the address space
of a process. The second C instruction in Listing 2-2 is such a reference. Assigning
KeServiceDescriptorTable to a variable of type PSERVICE_DESCRIPTOR_TABLE
causes the creation of a dynamic link to ntoskrnl.exe, similar to an API call into a
DLL module.

typedef NTSTATUS (NTAPI *NTPROC) ();
typedef NTPROC *PNTPROC;
#define NTPROC_ sizeof (NTPROC)

typedef struct _SYSTEM SERVICE_TABLE
{

PNTPROC ServiceTable; // array of entry points
PDWORD CounterTable; // array of usage counters
DWORD ServiceLimit; // number of table entries
PBYTE ArgumentTable; // array of byte counts

}

SYSTEM_SERVICE_TABLE,
* PSYSTEM_SERVICE_TABLE,
**PPSYSTEM_SERVICE_TABLE;

typedef struct _SERVICE_DESCRIPTOR_TABLE

{
SYSTEM_SERVICE_TABLE ntoskrnl; // ntoskrnl.exe (native api)

SYSTEM_SERVICE_TABLE win32k; // win32k.sys (gdi/user support)
SYSTEM_SERVICE_TABLE Table3; // not used
SYSTEM_SERVICE_TABLE Table4; // not used

}

SERVICE_DESCRIPTOR_TABLE,
* PSERVICE_DESCRIPTOR_TABLE,
**PPSERVICE_DESCRIPTOR_TABLE;

LisTiNG 2-1. Structure of the Service Descriptor Table

// Import SDT pointer
extern PSERVICE_DESCRIPTOR_TABLE KeServiceDescriptorTable;

// Create SDT reference
PSERVICE_DESCRIPTOR_TABLE psdt = KeServiceDescriptorTable;

LisTING 2-2. Accessing the Service Descriptor Table
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The serviceTable member of each SST contained in an SDT points to an array
of function pointers of type NTPrROC, which is a convenient placeholder for the Native
API functions, similar to the Proc type used in Win32 programming. NTPROC is
defined at the top of Listing 2-1. Native API functions typically return an NTSTATUS
code and use the NTAPT calling convention, which is synonymous to __stdcall. The
ServiceLimit member holds the number of entries found in the serviceTable array.
On Windows 2000, its default value is 248. The ArgumentTable is an array of
BYTEs, each one corresponding to a serviceTable slot and indicating the number of
argument bytes (!) available on the caller’s stack. This information, along with the
pointer supplied in register EDX, is required by the kernel when it copies the argu-
ments from the caller’s stack to its own, as described below. The counterTable mem-
ber is not used in the free build of Windows 2000. In the debug build, this member
points to an array of DWORDs that represent usage counters for each function. This
information can be used for profiling purposes.

It is easy to display the contents of the SDT using the Windows 2000 Kernel
Debugger. Please refer to Chapter 1 if you haven’t yet set up this very useful applica-
tion. In Example 2-2, I have first issued the command dd KeserviceDescrip-
torTable. The debugger resolves this public symbol to 0x8046aB80 and displays a
hex dump of the next 32 pworps at this address. Only the first four rows are signifi-
cant, corresponding to the four sbT members in Listing 2-1. For better readability,
they are printed in boldface. If you take a closer look, you will see that the fifth row
looks exactly like the first—could this be another SDT? This is a great occasion for a
test of the Kernel Debugger’s 1n command (List Nearest Symbols). In Example 2-2.
right after the hex dump of KeServiceDescriptorTable, I have entered the com-
mand 1n 8046abc0. Obviously, the debugger knows the address 0x8046abc0 well and
converts it to the symbol keserviceDescriptorTableShadow, proving that this is
indeed the second SDT maintained by the kernel. The obvious difference between the
SDTs is that the latter contains entries for win32k. sys, whereas the former doesn’t. In
both tables, the members Table3 and Table4 are empty. ntoskrnl.exe provides a
convenient API function named KeAddsystemServiceTable () to fill these slots.

kd> dd KeServiceDescriptorTable

dd KeServiceDescriptorTable

8046ab80 80470448 00000000 000000£8 804708bc
8046ab90 00000000 00000000 00000000 00000000
8046abal 00000000 00000000 00000000 00000000
8046abb0 00000000 00000000 00000000 00000000
8046abc0 804704d8 00000000 000000£8 804708bc
8046abd0 a01859f0 00000000 0000027f a0186670
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8046abe0 00000000 00000000 00000000 00000000
8046abf0 00000000 00000000 00000000 00000000

kd> 1ln 8046abc0

1n 8046abc0

(8047b3a0) ntoskrnl !|KeServiceDescriptorTableShadow

kd> 1ln 804704d8
1n 80470448
(8046cd00) ntoskrnl!KiServiceTable

kd> 1n 804708bc
1n 804708bc
(8046d0e4) ntoskrnl !KiArgumentTable

kd> 1n a01859£0
1n a01859f0
" (a016d8c0) win32k!W32pServiceTable

kd> 1n a0186670
In a0186670
(a0l6e544) win32k!W32pArgumentTable

kd> dd KiServiceTable

dd KiServiceTable

80470448 804ab3bf 804ae86b 804bdef3 80500034
804704e8 804cllf4 80459214 8050c2ff 8050c33f
804704£f8 804b581lc 80508874 8049860a 804fc7e2
80470508 804955f7 8049c8a6 80448472 804a8d50
80470518 804bé6bfb 804f0cef 804fcb95 8040189%a
80470528 804d06cb 80418f66 804£69d4 8049elcc
80470538 8044c422 80496£f58 804ab849 804aalda
80470548 80465250 804f4bd5 8049bc80 804ca7ab

kd> db KiArgumentTable

db KiArgumentTable

804708bc 18 20 2c¢ 2c¢ 40 2c 40 44-0c 18 18 08 04 04 0c 10 . ,,@,@D........
804708cc 18 08 08 Oc 08 08 04 04-04 Oc 04 20 08 0c 14 0c  ........... .
804708dc 2c 10 Oc 1lc 20 10 38 10-14 20 24 1c 14 10 20 10 ,... .8.. $... .
804708ec 34 14 08 04 04 04 Oc 08-28 04 1c 18 18 18 08 18 4....... [ QPP
804708fc 0Oc 08 Oc 04 10 00 Oc 10-28 08 08 10 00 1c 04 08 ........ [ QP
8047090c 0Oc 04 10 00 08 04 08 0c-28 10 04 Oc Oc 28 24 28 ........ (... (8¢
8047091c 30 Oc Oc Oc 18 Oc Oc Oc-0c 30 10 Oc Oc Oc O0c 10 O........ [
8047092c 10 Oc Oc 14 Oc 14 18 14-08 14 08 08 04 2c 1c 24 ............. ;.S

kd> 1n 8044c422
1n 8044c422
(80449c90) ntoskrnl!NtClose

EXAMPLE 2-2.  Examination of the Service Descriptor Tables
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Note that I have truncated the output lines of the 1n command, to demonstrate
only the essential information.

At address 0x80462B88 of the KeServiceDescriptorTable hex dump, where
the serviceLimit member should be located, the value 0xr8—248 in decimal
notation—shows up, as expected. The values of serviceTable and ArgumentTable
are pointers to the addresses 0x804704d8 and 0x804708bc, respectively. This is
another case for the 1n command, revealing the names KiserviceTable and
KiArgumentTable, respectively. None of these symbols is exported by
ntoskrnl.exe, but the debugger recognizes them by looking into the Windows
2000 symbol files. The 1n command can also be applied to the pointers in the
win32k SST. For the serviceTable and ArgumentTable members, the debugger
reports W32pServiceTable and Ww32pArgumentTable, respectively. Both symbols
are taken from the symbol file of win32k.sys. If the debugger refuses to resolve
these addresses, issue the . reload command to force a reload of all available
symbol files and try again.

The remaining parts of Example 2-2 are hex dumps of the first 128 bytes of
KiServiceTable and KiArgumentTable. If the things I said about the Native API
so far are correct, then the Ntclose () function should be addressed by slot 24 of
KiServiceTable, located at address 0x80470538. The value found there is
0x8044c422, marked boldface in the results of the ad KiserviceTable command.
Applying the 1n command to this address yields Ntclose () . As a final test, let’s
examine slot 24 of kiargumentTable at address 0x804708d4. In the Windows
2000 DDK, zwclose () is documented as receiving a single argument of type
HANDLE, so the number of argument bytes on the caller’s stack should amount to
four. It doesn’t come as a big surprise that this is exactly the value found in the argu-
ment table, marked boldface in the results of the db KiArgumentTable command.

THE INT 2Eh SYSTEM SERVICE HANDLER

The interrupt handler lurking at the kernel-mode side of the INT 2Eh gate is
labeled xisystemservice () . Again, this is an internal symbol not exported by
ntoskrnl.exe, but contained in the Windows 2000 symbol files. Therefore, the
Kernel Debugger can resolve it without problem. Essentially, kisystemService ()
performs the following steps:

1. Retrieve the SDT pointer from the current thread’s control block.

2. Determine which one of the four SSTs in the SDT should be used. This is
done by testing bits 12 and 13 of the dispatch ID in register £ax and
selecting the corresponding SDT member. IDs in the range 0x0000-0x0FFF
are mapped to the ntoskrnl table; the range 0x1000-0x1FFF is assigned to
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the win32k table. The remaining ranges 0x2000-0x2FFF and 0x3000-0x3FFF
are reserved for the additional SDT members Table3 and Table4d. If an ID
exceeds 0x3FFF, the unwanted bits are masked off before dispatching.

3. Check bits 0 to 11 of the dispatch ID in register Eax against the
ServiceLimit member of the selected SST. If the ID is out of range, an error
code of STATUS_INVALID_SYSTEM_SERVICE is returned. In an unused SST,
this member is zero, yielding an error code for all possible dispatch IDs.

4. Check the argument stack pointer in register EDx against the value of
MmUserProbeAddress. This is a public variable exported from
ntoskrnl.exe and usually evaluates to 0x7rFr0000. If the argument
pointer is not below this address, STATUS_ACCESS_VIOLATTON is returned.

5. Look up the number of argument stack bytes in the argumentTable
referenced by the SST, and copy all function arguments from the caller’s
stack to the current kernel-mode stack.

6. Look up the service function pointer in the serviceTable referenced by
the SST, and call this function.

7. Transfer control to the internal function KiserviceExit () after returning
from the service call.

It is interesting to see that the INT 2Eh handler doesn’t use the global SDT
addressed by keserviceDescriptorTable, but uses a thread-specific pointer
instead. Obviously, threads can have different SDTs associated to them. On thread
initialization, KeInitializeThread () writes the KeServiceDescriptorTable
pointer to the thread control block. However, this default setting may be changed
later to a different Value, such as KeServiceDescriptorTableShadow, for example.

THE WIN32 KERNEL-MODE INTERFACE

The discussion of the SDT in the previous section has shown that a second main kernel-
mode interface exists along with the Native API. This interface connects the Graphics
Device Interface (GDI) and the Window Manager (USER) of the Win32 subsystem to a
kernel-mode component called Win32K, introduced with Windows NT 4.0, and resid-
ing in the file win32k. sys. This component has been added to overcome an inherent
performance limit of the Win32 display engine, caused by the original Windows NT
subsystem design. On Windows NT 3.x, the client-server model imposed on the Win32
subsystem and the kernel involved frequent switches from user-mode to kernel-mode
and back. By moving considerable parts of the display engine to the kernel-mode mod-
ule win32k.sys, much of this overhead could be eliminated.
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Win32K DispatcH IDs

Now that win32k.sys has entered the scene, it’s time for an update of Figure 2-1.
Figure 2-2 is based on the original drawing, but with a win32k. sys box added to the
left of ntoskrnl.exe. I have also added arrows pointing from gdi32.411 and
user32.dl1l to win32k.sys. Of course, this is not 100 percent correct, because the
INT 2Eh calls inside these modules are actually directed to ntoskrnl.exe, which
owns the interrupt handler. However, the calls are ultimately handled by
win32k.sys, and this is what the arrows should indicate.

As pointed out earlier, the Win32K interface is also based on the InT 2Eh dis-
patcher, much like the Native API. The only difference is that Win32K uses a differ-
ent range of dispatch IDs. Although all Native API calls involve dispatch IDs that
range from 0x0000 to 0x0FFF, Win32K dispatch IDs are numbers between 0x1000
and ox1FFF. As Figure 2-2 demonstrates, the primary Win32K clients are gdi32.d11
and user32.d11. Therefore, it should be possible to find out the symbolic names
associated to the Win32K dispatch IDs by disassembling these modules. As it turns
out, only a small subset of INT 2Eh calls has public names in their export sections, so
it is again time for a Kernel Debugger session. In Example 2-3, I have issued the com-
mand dd w32pServiceTable. To be sure that the win32k. sys symbols are available,
it is preceded by a .reload command.

INT 2Eh INT 2Eh User Mode
Kernel Mode

FIGURE 2-2. System Module Dependencies, including win32k. sys
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kd> .reload

.reload

Loading Kernel Symbols...

Unable to read image header for fdc.sys at £0798000 - status c0000001
Unable to read image header for ATMFD.DLL at beaaf000 - status c0000001
Loading User Symbols...

Unable to read selector for PCR for Processor 0

PPEB is NULL (Addr= 0000018c)

kd> dd w32pServiceTable

dd w32pServiceTable

a01859f0 a01077£0 a0llf59%e a000788a allldlel
a0185a00 a0121264 a0107e05 a01084df a010520b
a0185al10 a0l20a6f a008c9eb allObefa2 al007cb5c
a0185a20 a0085c9b al0lede7 a0120£fdl a0122d19
a0185a30 a0085d0c a0122e73 a0027671 a006d1£0
a0185a40 a0043feld a009baeb a007eb9b a009eb05
a0185a50 a0043392 a007cl4f a0l1l229cc a0027470
a0185a60 a00l1ad09 a00af751 a004e9f5 a004ef53

kd> 1n a01077£0
In a01077£0
(a00b31l6e) win32k!NtGdiAbortDoc | (a00bal73) win32k!IsRectEmpty

EXAMPLE 2-3.  Examination of the Win32K System Services

In the last three lines of Example 2-3, I have applied the 1n command to the
first entry in the w32pserviceTable hex dump. So the Win32K function with dispatch
ID zero is obviously called NtediabortDoc () . You can repeat this procedure for all
639 dispatch IDs, but it is better to automate the symbol lookup. I have done this
for you, and the results are collected in Appendix B, Table B-2. The symbol mapping
from gai32.d11 and user32.d11 to win32k. sys is simple: A GDI symbol is converted
to a Win32K symbol by adding the prefix ntcdi, and a USER symbol is converted by
adding Ntuser. However, there are some minor exceptions. For example, if a GDI
symbol starts out with cdi, the prefix is reduced to Nt, probably to avoid the character
sequence NtGdicdi. In some other instances, the character case is different (e.g.,
EnableEUDC () and NtGdiEnableEudc ()), or a trailing W marking a Unicode function is
missing (e.g., CopyAcceleratorTableW () and NtUserCopyAcceleratorTable()) .

Documenting the complete Win32K API in detail would be a tremendous effort.
The function set is almost three times larger than the Native API. Maybe someday
someone will pick up the pieces and write a great reference handbook, like Gary
Nebbett did for the Native API (Nebbett 2000). For the scope of this book, the above
information should suffice, however.
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THE WINDOWS 2000 RUNTIME LIBRARY

The nt* () and zw* () functions making up the Native API are an essential, but never-
theless minor, part of the code found inside ntd11.4d11. This DLL exports no fewer
than 1179 symbols. 249/248 of them belong to the Nt* () /zw* () sets, so there are
still 682 functions left that are not routed through the INT 2Eh gate. Obviously, this
large group of functions doesn’t rely on the Windows 2000 kernel. So what purpose
do they serve?

THE C RUNTIME LIBRARY

If you study the symbols in the export section of ntd11l.d11, you will find many
lowercase function names that look quite familiar to a C programmer. These well-
known names, such as memcpy (), sprintf(), and gsort (), are members of the

C Runtime Library incorporated into ntd11.d11. The same is true for ntoskrnl .exe,
which features a similar set of C Runtime functions, although these sets are not iden-
tical. Table B-3 in Appendix B lists the union of both sets and points out which ones
are available from which module.

You can link to these functions by simply adding the file ntdi1.1ib from the
Windows 2000 DDK to the list of import libraries that should be scanned by the linker
during symbol resolution. If you prefer using dialogs, you can choose the Settings...
entry from the Project menu of Visual C/C++, click the Link tab, select the category
General, and append ntd11.d11 to the Object/library modules list. Alternatively, you
can add the line #pragma comment (linker, “/defaultlib:ntdll.lib”) somewhere
to your source code. This has the same effect, but has the advantage that other develop—
ers can rebuild your project with default Visual C/C++ settings.

Disassembling the code of some of the C Runtime functions available from
both ntd11.411 and ntoskrnl.exe shows that ntd11.d11 does not rely on
ntoskrnl.exe here, like it did with respect to the Native API functions. Instead,
both modules implement the functions separately. The same applies to all other
functions presented in this section. Note that some of these functions in Table B-3
aren’t intended for import by name. For example, if you are using the shift opera-
tors >> and << on 64-bit LARGE_INTEGER numbers in a kernel-mode driver, the com-
piler and linker will automatically import the _alishr () and _allshl () functions
from ntoskrnl.exe, respectively.

THE EXTENDED RUNTIME LIBRARY

Along with the standard C Runtime, Windows 2000 provides an extended set of run-
time functions. Again, both ntd11.d11 and ntoskrnl. exe implement them separately,
and, again, the implemented sets overlap, but don’t match exactly. The functions
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belonging to this group share the common name prefix rt1 (for Runtime Library).
Table B-4 in Appendix B lists them all, using the same layout as Table B-3. The Win-
dows 2000 Runtime Library contains helper functions for common tasks that go
beyond the capabilities of C Runtime. For example, some of them handle security
issues, others manipulate Windows 2000-specific data structures, and still others
support memory management. It is hard to understand why Microsoft documents just
115 out of these 406 extremely useful functions in the Windows 2000 DDK.

THE FLOATING-POINT EMULATOR

I’ll conclude this gallery of API functions with another function set provided by
ntdll.dll, just to show how many interesting functions are buried inside this
goldmine. Table 2-1 lists a set of names that should look somewhat familiar to
assembly language programmers. Take one of the names starting with __e and
strip this prefix—you get an assembly language mnemonic of the floating-point
unit (FPU) built into the i386-compatible CPUs. In fact, ntd11.4d11 contains a full-
fledged floating-point emulator, represented by the functions in Table 2-1. This
proves again that this DLL is an immense repository of code and almost invites

a system spelunker to disassembly.

TABLE 2-1. The Floating Point Emulator Interface of ntdll.dll

FUNCTION NAMES

__eCommonExceptions __eFIST32 __eFLDé64 __eFSTP32
__eEmulatorlnit __eFISTP16 __eFLD80 __eFSTP64
__eF2XM1 _ eFISTP32 __eFLDCW __eFSTP80
__eFABS __eFISTP64 _ eFLDENV __eFSTSW
__eFADD32 __eFISUB16 __eFLDI2E __eFSUB32
__eFADDé64 __eFISUB32 _ eFLDLN2 __eFSUB64
__eFADDPreg __eFISUBR16 _ eFLDPI __eFSUBPreg
__eFADDreg __eFISUBR32 _eFLDZ __eFSUBR32
__eFADDtop _eFLD1 _ eFMUL32 __eFSUBR64
__eFCHS __eFIDIVR16 __eFMUL64 __eFSUBreg
__eFCOM __eFIDIVR32 _ eFMULPreg __eFSUBRPreg
__ eFCOM32 _eFILD16 __eFMULreg __eFSUBRreg
__eFCOMe64 __eFILD32 __eFMULtop __eFSUBRtop
_ eFCOMP __eFILD64 __eFPATAN __eFSUBtop
__eFCOMP32 __eFIMUL16 _ eFPREM __eFTST

(continued)
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TABLE 2-1. (continued)

FUNCTION NAMES

__eFCOMP64 __eFIMUL32 __eFPREM1 __eFUCOM
__eFCOMPP __eFINCSTP __eFPTAN __eFUCOMP
__eFCOS __eFINIT __eFRNDINT __eFUCOMPP
__eFDECSTP __eFIST16 __eFRSTOR __eFXAM
__eFIDIVR16 __eFIST32 __eFSAVE __eFXCH
__eFIDIVR32 __eFISTP16 __eFSCALE __eFXTRACT
__eFILD16 __eFISTP32 __eFSIN __eFYL2X
__eFILD32 __eFISTP64 __eFSQRT __eFYL2XP1
__eFILD64 __eFISUB16 __eFST __eGetStatusWord
__eFIMUL16 __eFISUB32 __eFST32 NPXEMULATORTABLE
__eFIMUL32 __eFISUBR16 __eFSTé64 RestoreEm87Context
__eFINCSTP __eFISUBR32 __eFSTCW SaveEm87Context
__eFINIT __eFLD1 __eFSTENV

__eFIST16 __eFLD32 __eFSTP

For more information about the floating-point instruction set, please
consult the original documentation of the Intel CPUs 80386 and up. For example,
the Pentium manuals can be downloaded in PDF format from Intel’s Web site at
http://developer.intel.com/design/pentium/manuals/. The manual explaining the machine
code instruction set is called Intel Architecture Software Developer’s Manual.
Volume 2: Instruction Set Reference (Intel 1999b). Another great reference book with
detailed FPU information is Robert L. Hummel’s aged but still applicable i486 hand-
book (Hummel 1992).

OTHER API FUNCTION CATEGORIES

Along with the functions listed explicitly in Appendix B and Table 2-1, nta11.411
and ntoskrnl . exe export numerous other functions specific to various components
of the kernel. Rather than add more lengthy tables to this book, 'm including a short
one that lists the available function name prefixes with their associated categories
(Table 2-2). The ntdl1.d11 and ntoskrnl.exe columns contain the entry N/A (not
applicable) for modules that do not export functions of this category.
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TABLE 2-2. Function Prefix to Function Category Mapping
PREFIX ntdll.dll ntoskrnl.exe CATEGORY
_e N/A Floating-point emulator
Cc N/A Cache manager
Csr N/A Client-server runtime library
Dbg Debugging support
Ex N/A Executive support
FsRtl N/A File system runtime library
Hal N/A Hardware Abstraction Layer (HAL)
dispatcher
Inbv N/A System initialization/VGA boot
driver (bootvid.dll)
Init N/A System initialization
Interlocked N/A Thread-safe variable manipulation
Io N/A I/O manager
Kd N/A Kernel Debugger support
Ke N/A Kernel routines
Ki Kernel interrupt handling
Ldr Image loader
Lpc N/A Local Procedure Call (LPC) facility
Lsa N/A Local Security Authority (LSA)
Mm N/A Memory manager
Nis National Language Support (NLS)
Nt NT Native API
Ob N/A Object manager
Pfx Prefix handling
Po N/A Power manager
Ps N/A Process support
READ_REGISTER_  N/A Read from register address
Rtl Windows 2000 runtime library
Se N/A Security handling
WRITE_REGISTER_  N/A Write to register address
Zw Alternative Native API
<other> Helper functions and C runtime

library

N/A, Not applicable.
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Many kernel functions use a uniform naming scheme of type prefix
OperationObject (). For example, the function NtQueryInformationFile ()
belongs to the Native API because of its Nt prefix, and obviously it executes a
QueryInformation operation on a File object. Not all functions obey this
rule, but many do, so it is usually easy to guess what a function does by simply
parsing its name.

FREQUENTLY USED DATA TYPES

When writing software that interacts with the Windows 2000 kernel—whether in
user-mode via ntd11.d11 or in kernel-mode via ntoskrnl . exe—you will have to
deal with a couple of basic data types that are rarely seen in the Win32 world.
Many of them appear repeatedly in this book. The following section outlines the
most frequently used types.

INTEGRAL TYPES

Traditionally, integral data types come in several different variations. Neither the
Win32 Platform SDK header files nor the SDK documentation commit themselves
to a special nomenclature—they mix fundamental C/C++ types with several
derived types. Table 2-3 lists the commonly used integral types, showing their
equivalence relationships. In the “MASM” column, the assembly language type
names expected by the Microsoft Macro Assembler (MASM) are shown. The
Win32 Platform SDK defines BYTE, worD, and DWORD as aliases for the correspond-
ing fundamental C/C++ data types. The columns “Alias #1” and “Alias #2” con-
tain other frequently used aliases. For example, wcHAR represents the basic Unicode
character type. The last column, “Signed,” lists the usual aliases of the correspond-
ing signed data types. It is important to keep in mind that ANSI characters of type
CHAR are signed quantities, whereas the Unicode wcHAR is unsigned. This inconsis-
tency can lead to unexpected side effects when the compiler converts these types to
other integral values in arithmetic or logical expressions.

The MASM TBYTE type (read “10-byte”) in the last row of Table 2-3 is an
80-bit floating-point number used in high-precision floating-point unit (FPU) oper-
ations. Microsoft Visual C/C++ doesn’t offer an appropriate fundamental data type
to Win32 programs—the 80-bit long double type featured by Microsoft’s 16-bit
compilers is now treated like a double, that is, i.e. a signed 64-bit number with an
11-bit exponent and a 52-bit mantissa, according to the IEEE real+8 specification.
Please note that the MASM TBYTE type has nothing to do with the Win32 tByTE
(read “text byte”), which is a convenient macro that can define a cHAR or WwCHAR
type, depending on the absence or presence of a #define UNICODE line in the
source code.
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TABLE 2-3. Equivalent Integral Data Types

BITS MASM FUNDAMENTAL  ALIAS #1 ALIAS #2 SIGNED
8 BYTE unsigned char UCHAR CHAR
16 WORD unsigned short USHORT WCHAR SHORT
32 DWORD unsigned long ULONG LONG
32 DWORD unsigned int UINT INT

64 QWORD unsigned __inté4 ULONGLONG DWORDLONG LONGLONG
80 TBYTE N/A

The Windows 2000 Device Driver Kit (DDK) is more consistent in its use of
aliases. You will usually come across the type names in the “Alias #1” and “Signed”
columns throughout the header files and documentation. As a long-term assembly
language programmer, I’ve grown accustomed to using the MASM types. Therefore,
you will frequently find the names listed in the “MASM” column in the header files
on the companion CD of this book.

Because 64-bit integer handling is somewhat awkward in a 32-bit programming
environment, Windows 2000 usually does not employ the fundamental __inté4 type
and its derivatives. Instead, the DDK header file ntdef .h defines a neat union/struc-
ture combination that allows different interpretations of a 64-bit quantity as either a
pair of 32-bit chunks or a 64-bit monolith. Listing 2-3 shows the definition of the
LARGE_INTEGER and ULARGE_INTEGER types, representing signed and unsigned inte-
gers, respectively. The sign is controlled by using roncronc/uLonGLONG for the 64-bit
QuadPart member or 1.oNG/ULONG for the 32-bit HighPart member.

STRINGS

In Win32 programming, the basic types PSTR and pwsSTR are commonly used for
ANSI and Unicode strings. PSTR is defined as cHAR*, and PWSTR is a WCHAR* (see
Table 2-3). Depending on the absence or presence of the #define UNICODE directive
in the source code, the additional prsTR pseudo-type evaluates to PSTR or PWSTR,
respectively, allowing maintenance of ANSI and Unicode versions of an application
with a single set of source files. Basically, these strings are simply pointers to zero-
terminated CHAR or WCHAR arrays. If you are working with the Windows 2000 kernel,
you have to deal with quite different string representations. The most common type
is the UNICODE_STRING, which is a three-part structure defined in Listing 2-4.
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typedef union _LARGE_INTEGER
{
struct
{
ULONG LowPart;
LONG HighPart;
}:
LONGLONG QuadPart;

}
LARGE_INTEGER, *PULARGE_INTEGER;

typedef union _ULARGE_INTEGER
{
struct
{
ULONG LowPart;
ULONG HighPart;
}i
ULONGLONG QuadPart;

}
U LARGE_INTEGER, *PULARGE_INTEGER;

LISTING 2-3. LARGE_INTEGER and ULARGE_INTEGER

typedef struct _UNICODE_STRING
{
USHORT Length;
USHORT MaximumLength;
PWSTR Buffer;

}
UNICODE_STRING, *PUNICODE_STRING;

typedef struct _STRING
{
USHORT Length;
USHORT MaximumLength;
PCHAR Buffer;

}
STRING, *PSTRING;

typedef STRING ANSI_STRING, *PANSI_STRING;
typedef STRING OEM_STRING, *POEM_STRING;

LISTING 2-4. Structured String Types
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The Length member specifies the current length of the string in bytes—not charac-
ters! The MaximumLength member indicates the size of the memory block addressed by
the Buf fer member where the string data resides, again in bytes, not characters. Because
Unicode characters are 16 bits wide, the Length is always twice the number of string
characters. Usually, the string pointed to by the Buf fer member is zero-terminated.
However, some kernel-mode modules might rely entirely on the Length value and won’t
take care of adding the terminating zero character, so be careful in case of doubt.

The ANSI version of the Windows 2000 string structure is simply called
STRING, as shown in Listing 2-4. For convenience, ntdef . h also defines the
ANST_STRING and OEM_STRING aliases to distinguish 8-byte strings containing charac-
ters of different code pages (default ANSI code page: 1252; default OEM code page:
437). However, the predominant string type of the Windows 2000 kernel is the unz-
CODE_STRING. You will come across 8-bit strings only occasionally.

In Figure 2-3, I have drawn two typical uN1CcODE_STRING examples. The sample
on the left-hand side consists of two independent memory blocks: a UNTCODE_STRING
structure and an array of 16-bit pwcHar Unicode characters. This is probably the
most common string type found inside the Windows 2000 data areas. On the right-
hand side, I have added a frequently occurring special case, in which both the
UNICODE_STRING and the PwCHAR are part of the same memory block. Several kernel
functions, including some inside the Native AP, return structured system informa-
tion in contiguous memory blocks. If the data includes strings, they are often stored
as embedded uNTCODE_STRINGSs, as shown in the right half of Figure 2-3. For exam-
ple, the NtQuerySystemInformation() function used in the sample code of Chapter 1
makes heavy use of this special string representation.

These string structures don’t need to be manipulated manually. ntd11.4d11
and ntoskrnl.exe export a rich set of runtime API functions such as Rt1creat
UnicodeString (), RtlInitUnicodeString (), RtlCopyUnicodeString(),
and the like. Usually, an equivalent function is available for the sTrRING and
ANSI_STRING types as well. Many of these functions are officially documented in
the DDK, but some are not. However, it is usually easy to guess what the undocu-
mented string functions do and what arguments they take. The main advantage of
UNICODE_STRING and its siblings is the implicit specification of the size of the
buffer containing the string. If you are passing a UNTCODE_STRING to a function
that converts its value in place, possibly increasing its length, this function simply
has to examine the MaximumLength member to find out whether enough space is
left for the result.
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UNICODE_STRING

USHORT Length
2*n UNICODE_STRING
USHORT MaximumLength Length
2*(n+1+m) WCHAR [] 2'n
PWSTR Buffer > MaximumLength

2*(n+1)

Buffer

n Characters
WCHAR ]

\0

n Characters

m Characters

\0

FIGURE 2-3. Examples of UNICODE_STRINGs

STRUCTURES

Several kernel API functions that work with objects expect them to be specified by
an appropriately filled 0BJECT ATTRIBUTES structure, outlined in Listing 2-5. For
example, the NtopenFile () function doesn’t have a PWSTR or PUNICODE_STRING
argument for the path of the file to be opened. Instead, the objectName member of
an OBJECT_ATTRIBUTES structure indicates the path. Usually, the setup of this structure
is trivial. Along with the objectName, the Length and Attributes members are
required. The Length must be set to sizeof (OBJECT_ATTRIBUTES), and the
Attributes are a combination of oBJ_* values from ntdef.h, for example,
OBJ_CASE_INSENSITIVE if the object name should be matched without regard to
character case. Of course, the ObjectName is a UNTCODE_STRING pointer, not a plain
pwsTR. The remaining members can be set to NULL as long as they aren’t needed.
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Whereas the oBJECT_ATTRIBUTES structure specifies details about the input data
of an API function, the T0_sTaTUs_BLOCK structure in Listing 2-6 provides information
about the outcome of the requested operation. This structure is quite simple—the
Status member contains an NTSTATUS code, which can assume the value sTATUS_
success or any of the error codes defined in the DDK header file ntstatus.h. The
Information member provides additional request-specific data in case of success. For
example, if the function has returned a data block, this member is typically set to the
size of this block.

Another ubiquitous Windows 2000 data type is the LIST_ENTRY structure,
shown in Listing 2-7. The kernel uses this simple structure to arrange objects in
doubly linked lists. It is quite common that one object is part of several lists,
resulting in multiple LIST_ENTRY structures used in the object’s definition. The
Flink member is the forward link, pointing to the next item, and the B1ink mem-
ber is the backward link, addressing the previous one. The links always point to
another LIST_ENTRY, not to the owner object itself. Usually, the linked lists are
circular, that is, the last F1ink points to the first LIST_ENTRY in the chain, and the
first B1ink points to the end of the list. This makes it easy to traverse a linked list
in both directions from either end or even from a list item somewhere in the mid-
dle. If a program walks down a list of objects, it has to save the address of the
starting point to find out when it is time to stop. If a list contains just a single
entry, its LTST_ENTRY must reference itself—that is, both the F1ink and B1ink
members point to their own LIST_ENTRY.

typedef struct _OBJECT_ATTRIBUTES
{

ULONG Length;

HANDLE RootDirectory;
PUNICODE_STRING ObjectName;

ULONG Attributes;

PVOID SecurityDescriptor;

PVOID SecurityQualityOfService;

}
OBJECT_ATTRIBUTES, *POBJECT_ATTRIBUTES;

LISTING 2-5. The 0OBIJECT ATTRIBUTES structure

typedef struct _IO_STATUS_BLOCK
{
NTSTATUS Status;
ULONG Information;
}
TIO_STATUS_BLOCK, *PIO_STATUS_BLOCK;

LISTING 2-6. The 10_STATUS_BLOCK structure
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typedef struct _LIST_ENTRY
{

struct _LIST_ENTRY *Flink;
struct _LIST_ENTRY *Blink;
}

LIST _ENTRY, *PLIST_ENTRY;

LISTING 2-7. The LIST_ENTRY Structure

Figure 2-4 illustrates the relationships between the members of object lists.
Objects A1, A2, and A3 are part of a three-item list. Note how A3 .F1ink points
back to Al and A1.Blink points to A3. Object B1 on the right-hand side is the only
member of an orphaned list. Hence, its F1ink and Blink members point to the
same address inside Object B1. Typical examples of doubly linked lists are process
and thread lists. The internal variable PsactiveProcessHead is a LIST_ENTRY
structure inside the .data section of ntoskrnl.exe that addresses the first (and—
by virtue of its Blink pointer—also the last) member of the system’s process list.
You can walk down this list in a Kernel Debugger console window by first issuing
the command dd PsaActiveProcessHead, and then using copy and paste to set up
subsequent ad commands for the F1ink or Blink values. Of course, this is an
annoying way of exploring Windows 2000 processes, but it might help gaining
insight into the basic system architecture. The Windows 2000 Native API
features much more convenient ways of enumerating processes, such as
NTQuerySystemInformation () function.

Object A1 Object A2 Object A3 Object B1

| LIST_ENTRY LIST_ENTRY LIST_ENTRY

Flink Flink Flink Flink
| Blink ™ Bink T\ Blink Y\| | Blink \

FIGURE 2-4. Examples of Doubly Linked Lists

[ LIST_ENTRY

I
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APT functions operating on processes and threads, such as Ntopenprocess ()
and NtopenThread (), use the CLIENT 1D structure shown in Listing 2-8 to jointly spec-
ify process and thread IDs. Although defined as HANDLE types, the UniqueProcess and
UniqueThread members aren’t handles in the strict sense. Instead, they are integral
process and thread IDs, as returned by the standard Win32 API functions GetCurrent-
ProcessId() and GetCurrentThreadrd (), which have pworD return values.

The cLIENT_ID structure is also used by the Windows 2000 Executive to
globally identify a thread in the system. For example, if you are issuing the Kernel
Debugger’s ' thread command to display the parameters of the current thread, it
will list its cLTENT_1D in the first output line as "Cid ppp.ttt," where "ppp" is the
value of the uniqueProcess member, and "ttt" is the UniqueThread ID.

INTERFACING TO THE NATIVE API

For kernel-mode drivers, interfacing to the Native API is normal, just as calling
Win32 API functions is in a user-mode application. The header and library files
provided by the Windows 2000 DDK contain everything needed to call into the
Native API exposed by ntoskrnl.exe. On the other hand, the Win32 Platform
SDK contains almost no support for applications that want to use Native API func-
tions exported by ntd11.4d11. I'say “almost” because one important item is actu-
ally included: It is the import library ntd11.1ib, supplied in the \Program Files\
Microsoft Platform SDK\Lib directory. Without the library, it would be difficult
to call functions exported by ntaii.qd11.

ADDING THE NTDLL.DLL IMPORT LIBRARY TO A PROJECT

Before you can successfully compile and link user-mode code that uses ntd11.d11
API functions, you must consider the following four important points:

1. The Platform SDK header files don’t contain prototypes for these functions.

2. Several basic data structures used by these functions are missing from the
SDK files.

typedef struct _CLIENT_ID
{
HANDLE UniqueProcess;
HANDLE UnigueThread;
}
CLIENT_ID, *PCLIENT_ID;

LISTING 2-8. The cLIENT_ID Structure
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3. The SDK and DDK header files are incompatible—you cannot add
#include <ntddk.h> to your Win32 C source files.

4. ntdll.1ib is not included in the default list of import libraries offered by
Visual C/C++.

The last problem is easily solved. Just edit the project settings of your applica-
tion, or add the line #pragma comment (linker, “/defaultlib:ntdll.1lib”) to
your source code, as explained in the section The Windows 200 Runtime Library ear-
lier in this chapter. This linker pragma adds ntd11.11ib to the /defaultlib settings
of the linker command at compile time. The problem with the missing definitions is
much more difficult. Because it is not possible to merge the SDK and DDK header
files in programs written in plain C, the least expensive solution is to write a custom
header file that contains just as many definitions as needed to call the required
ntdl1.d11 API functions. Fortunately, you don’t have to start from scratch. The
w2k_def . h file in the \src\common\include directory of the sample CD contains
much of the basic information you may need. This header file will play an important
role in Chapters 6 and 7. Because it is designed to be compatible to both user-mode
and kernel-mode projects, you must insert the line #define _USER_MODE_ somewhere
before the #include <w2k_def.h> line in user-mode code to enable the definitions
that are present in the DDK but missing from the SDK.

Considerable information about Native API programming has already been
published elsewhere. Three good sources of detailed information on this topic are
listed below in chronological order of publication:

® Mark Russinovich has published an article titled “Inside the Native API”
on the sysinternals.com Web site, available for download at
http://www.sysinternals.com/ntdIl.htm (Russinovich 1998).

e The November 1999 issue of Dr. Dobb’s Journal (ppJ) contains my article
“Inside Windows NT System Data,” which details, among other things,
how to interface to ntd11.d11 and provides lots of sample code that
facilitates this task (Schreiber 1999). The sample code can be downloaded
from the DDJ Web site at http:/www.ddj.com/ftp/1999/1999 11/ntinfo.zip.
Please note that this article targets Windows NT 4.0 only.

e Gary Nebbett’s recently published Native API bible, Windows NT/2000
Native API Reference (Nebbett 2000), doesn’t contain much sample code,
but it does feature complete coverage of all Native API functions available in
Windows NT 4.0 and Windows 2000, including the data structures and
other definitions they require. It is an ideal complement to the above articles.
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The w2k_cal1.d11 sample library, introduced in Chapter 6, demonstrates the
typical usage of w2k_def.n. Chapter 6 also discusses an alternative method to call
into the Windows 2000 kernel from user-mode that isn’t restricted to the Native API
function set. Actually, this trick is not restricted to ntoskrnl.exe—it is applicable to
any module loaded into kernel memory that either exports API functions or comes
with matching . dbg or .pdb symbol files. As you see, there is plenty of interesting
material waiting for you in the remaining chapters of this book. But, before we get
there, we’ll discuss some fundamental concepts and techniques.






CHAPTER 3

Writing
Kernel-Mode
Drivers

n the next chapters, we will frequently have to access system resources that are avail-
able in kernel-mode only. Large portions of the sample code are designed as kernel-
mode driver routines. Therefore, some basic knowledge about the development of this
type of software is required. Because I cannot assume that all readers already have this
expertise, [ will insert here a short introduction to kernel-mode programming that

focuses on the usage of a driver wizard found on the accompanying CD.

This chapter also discusses the basics of the Windows 2000 Service Control
Manager that allow loading, controlling, and unloading drivers at runtime, resulting
in wonderfully short change-build-test turnaround cycles. The title of this chapter
might be a bit misleading—the word driver is usually associated with low-level soft-
ware that controls some piece of hardware. In fact, many kernel-mode programmers
do just that all day long. However, the layered driver model of Windows 2000 allows
much more than this. Kernel-mode drivers can do arbitrary complex tasks and might
even act like high-level user-mode DLLs, except that they are running on a higher
CPU privilege level and use a different programming interface. In this book, the dri-
ver paradigm will not be applied to any hardware. Instead, we will use this powerful
programming technique to spy on Windows 2000 internals, using kernel-mode dri-
vers as a shuttle to fly from the small world of user-mode to the outer space of the
Windows 2000 kernel.

CREATING A DRIVER SKELETON

Even developers who have been writing Win32 applications or libraries for a long
time tend to feel like absolute beginners as soon as they have to write their first ker-
nel-mode driver. The reason for this is that kernel-mode code runs in a completely

121
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different operating system environment. A Win32 programmer works exclusively
with a set of system components that belong to a subsystem of Windows 2000,
named Win32. Other programmers might prefer to write POSIX or OS/2 applica-
tions, which are also supported by Windows 2000 by means of additional subsys-
tems. Thanks to its subsystem concept, Windows 2000 acts like a chameleon—it can
emulate various operating systems by exposing their application interfaces in the
form of subsystems. Contrary to this, kernel-mode modules are located somewhere
below this layer, using a more basic operating system interface. Because there are no
more subsystems on this system level, kernel-mode code can “see” the real Windows
2000 operating system. The interface they are talking to is the “final frontier.” Of
course, it is not absolutely correct that the kernel-mode zone is free of subsystems. In
Chapter 2, we saw that the win32k. sys module is a kernel-mode branch of the
Win32 GUI and Window Manager, installed there for performance reasons. How-
ever, only a small part of the API functions exposed by win32k.sys reappear in
gdi32.d11 and user32.d11 as Win32 API functions, so Win32K is more than just a
Win32 foot on kernel-mode soil. It could be regarded as a high-performance display
engine kernel as well.

THE WINDOWS 2000 DevICE DRiIvER KIT

Because kernel-mode programming works on a different system interface, the usual
header and import library files used in Win32 programming aren’t of use here. For
Win32 development, Microsoft provides the Platform Software Development Kit
(SDK). For kernel-mode drivers, the Windows 2000 Device Driver Kit (DDK)is
required. Along with documentation, the DDK provides special header files and
import libraries needed to interface the Windows 2000 kernel modules. After
installing the DDK, your next step should be to open Microsoft Visual C to add the
DDXK file paths to the directory lists of the compiler and linker. From the main menu,
select Tools and Options..., then click on the Directories tab. From the Show directo-
ries for: drop-down list, select Include files and add the appropriate DDK path to the
list, as shown in Figure 3-1. By default, the DDK is installed into a base directory
named \NTDDK, and the included files are located in the \NTDDK\ inc subdirectory.
After entering the path, use the up arrow to move it to the position of your
choice—preferably on Top Two right after the Platform SDK. Always keep the origi-
nal Microsoft Visual Studio files at the end of the list, because many of them are
superseded by more recent SDK and DDK files.

After adding the base directory of the DDK header files, do the same for the
import libraries. The DDK comes with two sets of files, one for free (release)
builds, and another one for checked (debug) builds. The corresponding subdirecto-
ries are \NTDDK\1ibfre\1386 and \NTDDK\1libchk\1i386, respectively. Figure 3-2



CREATING A DRIVER SKELETON 123

FIGURE 3-1.

Adding the DDK Header File Path

FIGURE 3-2.

Adding the DDK Import Library Path
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shows an example. To enter the path, select Library files from the Show directories
for: list first. After you are done, move this entry to an appropriate position using
the up arrow.

The programming environment of the DDK differs somewhat from the Win32
model. The following list points out some of the most obvious differences:

¢ For Win32 programs, the main header file that has to be included is
windows.h. In kernel-mode driver code, this file is not applicable. It is
replaced by ntddk.n.

¢ The main entry point function is called briverEntry (), not WwinMain() or
main () . Its prototype is shown in Listing 3-1.

* Be aware that some of the common Win32 data types, such as BYTE,
WORD, and DWORD, are not available. The DDK prefers UCHAR, USHORT,
uronG, and the like. However, it is easy to define your favorite types, as
done exemplary in Listing 3-2.

Three important differences between the Windows NT 4.0 and Windows 2000
versions of the DDK should be noted as well:

e Although the base directory of the Windows NT 4.0 DDK is called \ppk
by default, the Windows 2000 DDK now uses the default name \NTDDK.

¢ In the Windows NT 4.0 DDK, the main header file ntddk.h resides in the
base directory. In the Windows 2000 DDXK, this file has moved to the
subdirectory dax of the base directory.

e The paths of the import library files have changed as well: 1ib\i1386\free
has become 1ibfre\1386, and 1ib\i386\checked has been replaced by
libchk\1386.

I am not sure whether this reshuffling and renaming was really necessary, but
we do have to live with it now.

NTSTATUS DriverEntry (PDRIVER_OBJECT pDriverObject,

PUNICODE_STRING pusRegistryPath);

LiSTING 3-1. Prototype of the briverentry () Function
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typedef UCHAR BYTE, *PBYTE;
typedef USHORT WORD, *PWORD;
typedef ULONG DWORD, *PDWORD;

LISTING 3-2. Defining Common Win32 Data Types

A CUSTOMIZABLE DRIVER WIZARD

The main problem with kernel-mode drivers is that Visual C/C++ doesn’t provide a
wizard for projects of this kind. None of the various project types offered by the
File/New dialog is suited for drivers. Fortunately, the Microsoft Developer Network
(MSDN) Library contains a series of great articles about Windows NT kernel-mode
driver development, written between 1994 and 1995 by Ruediger R. Asche. Two of
them give detailed instructions on how to add a custom driver wizard to Visual
C/C++, with sample code and application notes (Asche 1995a, 1995b). These articles
have been of immense help to me, and although the output of the original wizard did-
n’t fit all my needs, it was an ideal starting point. The kernel-mode driver wizard I will
present now is based on output files generated by Ruediger Asche’s original wizard.

My driver wizard is included with full source code on the companion CD of this
book in the directory tree \src\w2k_wiz. By reading the source files, you will find
that its real title is “SBS Windows 2000 Code Wizard.” In fact, this is a general-
purpose Windows 2000 program skeleton generator that can produce several pro-
gram types, including Win32 DLLs and applications. However, the configuration
files on the CD are tailored to kernel-mode driver development. Essentially, my wiz-
ard is a file converter that reads in a set of files, converts them by applying some sim-
ple rules, and writes the results back to another set of files. The input files are
templates, and the output files are C project files. By modifying the templates, the
driver wizard can be turned into a DLL wizard, and so on. Up to seven templates can
be supplied (if one is missing, a noncritical error is reported):

e Files with the extension . tw are workspace templates and will be saved as
Microsoft Developer Studio Workspace Files with extension .dsw. You
probably know this file type from the File/Open Workspace... menu
command of Visual C/C++, which requests a . asw file to be specified.

e Files with the extension . tp are project templates and will be saved as
Microsoft Developer Studio Project Files with extension .dsp. Project files
are referenced by the associated workspace files and contain all build
settings of the project for all configurations (e.g., Release and Debug).
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e Files with the extensions .tc, .th, .tr, and .td are C source files and
will become files of type .c, .h, .rc, and .def. I am sure that everyone
knows the purpose of these files.

e Files with the extension .ti are icon files and are saved unchanged with
extension .ico. This template is just a dummy icon included with the
wizard to prevent the resource compiler from reporting an error. You
should edit or replace it by your own creation after running the wizard.

This seven-piece set of files is the minimum requirement of a new project. The
.def file is a somewhat old-fashioned way of exporting API functions from a DLL,
but I like it more than the __declspec(dllexport) method. Because drivers usually
don’t export functions, I have omitted the .tda template, which results in a benign
error reported by the wizard. I also could have omitted the resource script and the
icon, but experience shows that both are nice to have. Moreover, the default . rc file
output by the wizard contains a full-featured personalized version resource, con-
structed from your individual configuration settings. The applied conversion rules
are simple, consisting of a short list of string substitutions. While scanning a template
file, the converter looks for escape sequences consisting of character pairs in which
the first one is a percent sign. If it detects one, it decides which action to take by eval-
uating the second character. Table 3-1 lists the recognized escape sequences.

TABLE 3-1. The Wizard’s String Substitution Rules
INPUT OUTPUT
Yon Project name (original notation)
%N Project name (uppercase notation)
Y%s Fully qualified path of the w2k_wiz.ini file
%d Current day (always two digits)
%m Current month (always two digits)
%y Current year (always four digits)
Yot Default project description, as defined in w2k_wiz.ini
Yoc Author’s company name, as defined in w2k_wiz.ini
%a Author’s name, as defined in w2k_wiz.ini
%e Author’s email address, as defined in w2k_wiz.ini
%p Default ProgID prefix, as defined in w2k_wiz.ini
Yol DDK header file path, as defined in w2k _wiz.ini
%l DDK import library path (release configuration), as defined in w2k_wiz.ini
%L DDK import library path (debug configuration), as defined in w2k_wiz.ini
% % % (escapement for a single percent character)
Y%<other> Copied unchanged to the output file
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Table 3-1 contains several references to the configuration file w2k_wiz.ini. Its
default contents are shown in Example 3-1. Before using the wizard, you should copy
w2k_wiz.exe, w2k_wiz.ini, and all w2k_wiz.t* template files from the CD’s
\src\w2k_wiz\release directory to your hard disk and edit the configuration file,
replacing the values in angular brackets with your personal settings. You should also
set the Include, Free, and Checked values to match your DDK setup configuration.
If you are using Visual C/C++ Version 6.0, the Root entry can remain unchanged. If
not, set its value to the registry key where the base directory of your projects is stored.
If this value ends with a backslash, it is interpreted as the default value of the specified
registry key. Otherwise, the token following the last backslash should denote a named
value of the key specified by the remaining character sequence. In Example 3-1, the
key is HKEY_CURRENT_USER\Software\Microsoft\DevStudio\6.0\Directories, and
its value workspaceDir stores the basic workspace directory.

Invocation of the wizard is: Just type w2k_wiz MyDriver, and it will generate a
project folder named MyDriver in the current directory, containing the files
MyDriver.dsw, MyDriver.dsp, MyDriver.c, MyDriver.h, MyDriver.rc, and
MyDriver.ico. If you specify the project name with a preceding path, the project
folder will be created at the specified location. Another legal command option is the
asterisk, such as in w2k_wiz *MyDriver. In this case, the wizard will not create the
project folder in the current directory, but queries the registry for the default base
directory maintained by Visual C/C++, using the Root entry in w2k_wiz.ini. This is
probably the most convenient command variant and is the one I usually use.

; w2k_wiz.ini

; 08-27-2000 Sven B. Schreiber

; sbs@orgon.com

[Settings]

Text = <SBS Windows 2000 Code Wizard Project>
Company = <MyCompany>

Author = <MyName>

Email = <my@email>

Prefix = <MyPrefix>

Include = E:\NTDDK\inc

Free = E:\NTDDK\libfre\i386

Checked = E:\NTDDK\libchk\i386

Root = HKEY_CURRENT_USER\Software\Microsoft\DevStudio\6.0\Directories\WorkspaceDir

EXAMPLE 3-1.  Personal Settings Supported by the Wizard
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The wizard always looks for its configuration and template files in the direc-
tory of the executable. Therefore, you can keep several copies of the wizard with
different settings on your disk, provided that they reside in individual directories or
have different base names. The files on the CD are preset for simple kernel-mode
driver projects. You can customize all files to fit your needs, keeping separate copies
for drivers, Win32 applications, DLLs, or whatever type of Windows 2000 code
you write.

RUNNING THE DRIVER WIZARD

Now it is time to try the driver wizard. The example below resulted from the com-
mand w2k_wiz *TestDrv entered at a Windows 2000 console prompt. This should
create a project named TestDrv in the default workspace folder of Visual C/C++.
Example 3-2 shows the status messages displayed by the program on the screen while
it is converting files.

D:\>w2k_wiz *TestDrv

// w2k_wiz.exe

// SBS Windows 2000 Code Wizard V1.00
// 08-27-2000 Sven B. Schreiber

// sbs@orgon.com

Project D:\Program Files\DevStudio\MyProjects\TestDrv\

Loading D:\etc32\w2k_wiz.tc ... OK
Writing D:\Program Files\DevStudio\MyProjects\TestDrv\TestDrv.c ... OK

Loading D:\etc32\w2k_wiz.td ... ERROR

Loading D:\etc32\w2k_wiz.th ... OK
Writing D:\Program Files\DevStudio\MyProjects\TestDrv\TestDrv.h ... OK

Loading D:\etc32\w2k_wiz.ti ... OK
Writing D:\Program Files\DevStudio\MyProjects\TestDrv\TestDrv.ico ... OK

Loading D:\etc32\w2k_wiz.tp ... OK
Writing D:\Program Files\DevStudio\MyProjects\TestDrv\TestDrv.dsp ... OK

Loading D:\etc32\w2k _wiz.tr ... OK
Writing D:\Program Files\DevStudio\MyProjects\TestDrv\TestDrv.rc ... OK

Loading D:\etc32\w2k_wiz.tw ... OK
Writing D:\Program Files\DevStudio\MyProjects\TestDrv\TestDrv.dsw ... OK

EXAMPLE 3-2.  Running the Windows 2000 Code Wizard
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Obviously, all operations were completed without error except for the . td to

.def conversion, which is a benign error condition. The driver skeleton produced by
the wizard doesn’t require a .def file, so there is no need for a . td template. Now it
should be possible to open the new workspace in Visual C/C++, using the File/Open
Workspace... menu command. Indeed, there is a new folder named Testprv, and it
contains a workspace file named TestDrv.dsw that can be opened without problem.
Next, you should select the active configuration for your builds. The .dsp file gener-
ated by the driver wizard defines the following two configurations:

1. Win2K kernel-mode driver (debug)

2. Win2K kernel-mode driver (release)

By default, the debug configuration is selected, but you can switch configurations
at any time by choosing Build/Set Active Configuration... from the Visual C/C++ menu.
Next, you should copy the file \src\common\ include\DrvInfo.h from the CD to one
of your header file directories, and open the TestDrv.c, TestDrv.h, and TestDrv.rc
files for editing. When opening TestDrv.rc, be sure to open it as a text file (Figure 3-3),
because it uses complex macros from DrviInfo.h that cause the resource editor to die
with an exception. This nasty problem was introduced with Visual C/C++ 5.0, as far as
I remember, and has not yet been fixed. Contrary to the editor, the resource compiler
doesn’t have problems with complex resource macros.

FIGURE 3-3. Opening the Driver Source Files in Text Mode
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Now everything should be set up for the first build. In Example 3-3, I have
attempted to build a release version of the new driver by selecting Build/Rebuild All
from the Visual C/C++ menu, and it seems that everything works fine. By the way,
the ellipses ending the first two lines of the build command output indicate that I
have truncated them.

The linker creates an executable file named TestDrv. sys in the Debug or
Release subdirectory of the project folder, depending on the chosen build configura-
tion. The release version of the test driver is 5.5 KB in size, and the debug version is
8 KB. You can use the Multi-Format Visual Disassembler (MFVDasm) or the PE
and COFF File Viewer (PEview) on the companion CD to verify that the resulting
TestDrv. sys file contains valid code and data.

Deleting intermediate files and output files for project ‘TestDrv - Win2K ...
———————— Configuration: TestDrv - Win2K kernel-mode driver (release) ...
Compiling resources...

Compiling...

TestDrv.c

Linking...

TestDrv.sys - 0 error(s), 0 warning(s)

EXAMPLE 3-3.  Building the Release Version of the Test Driver

INSIDE THE DRIVER SKELETON

Listing 3-3 shows the TestDrv.c file emitted by the wizard. The associated header
file TestDrv.h is shown in Listing 3-4. In Listing 3-3, please note the <MyName> and
<MyCompany> tags in the heading and in the fourth line of the disclaimer. If the
author and Company entries in w2k_wiz. ini are set appropriately, your own name
and company strings will go here. Also note that the current date appears in the
heading, as well as in the revision history. (Listing 3-3 was generated on August 27,
2000, so the date is correct.) More values from the wizard’s configuration file are
found in the PROGRAM IDENTIFICATION section of Listing 3-4.
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// TestDrv.c
// 08-27-2000 <MyName>
// Copyright © 2000 <MyCompany>

#define _TESTDRV_SYS_
#include <ddk\ntddk.h>
#include “TestDrv.h”

// ===s=================s=====================s=======================

// =========z==========sz=========zsm====================s—==========

/*

This software is provided “as is” and any express or implied

warranties, including, but not limited to,

the implied warranties of

merchantability and fitness for a particular purpose are disclaimed.

In no event shall the author <MyName> be liable for any direct,

indirect, incidental, special, exemplary,

or consequential

damages (including, but not limited to, procurement of substitute

goods or services; loss of use, data, or profits;

or business

interruption) however caused and on any theory of liability, whether

in contract, strict liability, or tort (including negligence

or otherwise) arising in any way out of the use of this software,
even if advised of the possibility of such damage.

*/

/] ==
// REVISION HISTORY
// ==================z===z===============

/*

// 08-27-2000 V1.00 Original version.

*/

// ===========================s============

// GLOBAL DATA

// m=mzozz= [ —— z===sz=zzzz=zz===

PRESET_UNICODE_STRING (usDeviceName,
PRESET_UNICODE_STRING (usSymbolicLinkName,

PDEVICE_OBJECT gpDeviceObject = NULL;
PDEVICE_CONTEXT gpDeviceContext NULL;

CSTRING
CSTRING

(DRV_DEVICE)) ;
(DRV_LINK ));

/] ======= — ==

// DISCARDABLE FUNCTIONS

/] ====== ============= S================================

(continued)
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NTSTATUS DriverInitialize (PDRIVER_OBJECT pDriverObject,
PUNICODE_STRING pusRegistryPath) ;

NTSTATUS DriverEntry (PDRIVER_OBJECT pDriverObject,
PUNICODE_STRING pusRegistryPath);

#ifdef ALLOC_PRAGMA

#pragma alloc_text (INIT, DriverInitialize)
#pragma alloc_text (INIT, DriverEntry)

#endif

/) e =
// DEVICE REQUEST HANDLER

/) === ====

NTSTATUS DeviceDispatcher (PDEVICE_CONTEXT pDeviceContext,
PIRP pIrp)
{
PIO_STACK_LOCATION pisl;
DWORD dInfo
NTSTATUS ns

0;
STATUS_NOT_IMPLEMENTED;

pisl = IoGetCurrentIrpStackLocation (pIrp);

switch (pisl->MajorFunction)
{
case IRP_MJ_CREATE:
case IRP_MJ_CLEANUP:
case IRP_MJ_CLOSE:
{
ns = STATUS_SUCCESS;
break;
}

}
pIrp->IoStatus.Status = ns;
pIrp->IoStatus.Information = dInfo;

IoCompleteRequest (pIrp, IO_NO_INCREMENT) ;
return ns;

}

/] = ==
// DRIVER REQUEST HANDLER
/7

NTSTATUS DriverDispatcher (PDEVICE_OBJECT pDeviceObject,
PIRP pIrp)
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return (pDeviceObject == gpDeviceObject
? DeviceDispatcher (gpDeviceContext, pIrp)
STATUS_INVALID_PARAMETER 1) ;

void DriverUnload (PDRIVER_OBJECT pDriverObject)

{
IoDeleteSymbolicLink (&usSymbolicLinkName) ;

IoDeleteDevice (gpDeviceObject) ;

return;

}
|/ ========================== ============ =============
// DRIVER INITIALIZATION
)/ ================================================== —===z===========

NTSTATUS DriverInitialize (PDRIVER_OBJECT pDriverObject,
PUNICODE_STRING pusRegistryPath)

{
PDEVICE_OBJECT pDeviceObject = NULL;
NTSTATUS ns = STATUS_DEVICE_CONFIGURATION_ERROR;

if ((ns = IoCreateDevice (pDriverObject, DEVICE_CONTEXT_,
&usDeviceName, FILE_DEVICE_CUSTOM,
0, FALSE, &pDeviceObject))
== STATUS_SUCCESS)

{
if ((ns = IoCreateSymbolicLink (&usSymbolicLinkName,
&usDeviceName) )

== STATUS_SUCCESS)
{
gpDeviceObject = pDeviceObject;
gpDeviceContext = pDeviceObject->DeviceExtension;
gpDeviceContext->pDriverObject = pDriverObject;
gpDeviceContext->pDeviceObject = pDeviceObject;
}

else
{
IoDeleteDevice (pDeviceObject);
}

}

return ns;

NTSTATUS DriverEntry (PDRIVER_OBJECT pDriverObject,
PUNICODE_STRING pusRegistryPath)

(continued)
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PDRIVER_DISPATCH *ppdd;
NTSTATUS ns = STATUS_DEVICE_CONFIGURATION_ERROR;

if ((ns = DriverInitialize (pDriverObject, pusRegistryPath))
== STATUS_SUCCESS)
{

ppdd = pDriverObject->MajorFunction;

ppdd [IRP_MJ_CREATE ]
ppdd [IRP_MJ_CREATE_NAMED_PIPE ]
ppdd [IRP_MJ_CLOSE ]
ppdd [IRP_MJ_READ ]
ppdd [IRP_MJ_WRITE 1 =
ppdd [IRP_MJ_QUERY_INFORMATION ]
ppdd [IRP_MJ_SET_INFORMATION ]
ppdd [IRP_MJ_QUERY_EA ]
ppdd [IRP_MJ_SET_EA ]
ppdd [IRP_MJ_FLUSH_BUFFERS ]
ppdd [IRP_MJ_QUERY_VOLUME_INFORMATION] =
ppdd [IRP_MJ_SET_VOLUME_INFORMATION ]
ppdd [IRP_MJ_DIRECTORY_CONTROL 1
ppdd [IRP_MJ_FILE_SYSTEM CONTROL ]
ppdd [IRP_MJ_DEVICE_CONTROL ]
ppdd [IRP_MJ_INTERNAL_DEVICE_CONTROL ]
ppdd [IRP_MJ_SHUTDOWN ]
ppdd [IRP_MJ_LOCK_CONTROL ]
ppdd [IRP_MJ_CLEANUP 1
ppdd [IRP_MJ_CREATE_MAILSLOT 1 =
ppdd [IRP_MJ_QUERY_SECURITY ]
ppdd [IRP_MJ_SET_SECURITY ]
ppdd [IRP_MJ_POWER ]
ppdd [IRP_MJ_SYSTEM_CONTROL 1
ppdd [IRP_MJ_DEVICE_CHANGE 1
ppdd [IRP_MJ_QUERY_QUOTA 1
ppdd [IRP_MJ_SET_QUOTA ]
ppdd [IRP_MJ_PNP 1
pDriverObject->DriverUnload = DriverUnload;
}
re tu}:n ns;

}

= DriverDispatcher;

// =========z=========ss===========sss=sss====s=sss=sssssssssss=sss=
// END OF PROGRAM
/7 ====

LISTING 3-3. The Source Code of the Driver Skeleton

The C code of the driver skeleton in Listings 3-3 and 3-4 contains some com-
mon boilerplate code that is shared by all kernel-mode drivers I have written so far. I
have designed the wizard to be as customizable as possible. Feel free to change the
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// TestDrv.h
// 08-27-2000 <MyName>
// Copyright © 2000 <MyCompany>

/7
/7
!/

#define DRV_BUILD

#define DRV_VERSION_HIGH 1

#define DRV_VERSION_LOW 0

/) e e
#define DRV_DAY 27

#define DRV_MONTH 08

#define DRV_YEAR 2000

A e i

// Customize these settings by editing the configuration file
// D:\etc32\w2k_wiz.ini

#define DRV_MODULE TestDrv

#define DRV_NAME <SBS Windows 2000 Code Wizard Project>
#define DRV_COMPANY <MyCompany>

#define DRV_AUTHOR <MyName>

#define DRV_EMAIL <my@email>

#define DRV_PREFIX <MyPrefix>

// =========== ==== ============================= ==
// HEADER FILES

// s============================== = =====
#include <drvinfo.h> // defines more DRV_* items

L1107 000700000017707 000777 77777777770777777777717777777777777717717717
#ifndef _RC_PASS_
[11177770077707077777777777777777777777717777777777171711717777711777

// =============================z===== T ==
// CONSTANTS
/) ===== ===========cz===c=====z========= —=====

#define FILE_DEVICE_CUSTOM 0x8000

/] === =====msssocoooooooooo === ====
// STRUCTURES

/] ===== === ==== == =====

typedef struct _DEVICE_CONTEXT
{

(continued)
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PDRIVER_OBJECT pDriverObject;

PDEVICE_OBJECT pDeviceObject;

}

DEVICE_CONTEXT, *PDEVICE_CONTEXT, **PPDEVICE_CONTEXT;

#define DEVICE_CONTEXT_ sizeof (DEVICE_CONTEXT)

11711117777 0707777777777777777777777771777777777777777777777771777177
#endif // #ifndef _RC_PASS_
L1177 7777777777777777771777777777777777777777777777777777777777771777

/] ====
// END OF FILE
/| =========================== ===

LISTING 3-4. The Header File of the Driver Skeleton

wizard’s templates. For those who want to keep the code for now, the following sec-
tion is a short description of its internals.

The main entry point of the driver module is Driverentry () . Like all Windows
2000 module entry points, this name is not a requirement. You can choose any
symbol you like, but you must tell the linker the name of the entry point by adding
the /entry switch to its command line. For this test driver, the wizard has already
taken care of this task. Inside the w2k_wiz. tp template or the resulting TestDrv.dsp
file, you will find two occurrences of the string /entry: "DriverEntryes” in the
linker command line, one for each build configuration. The es suffix indicates that
DriverEntry () receives eight argument bytes on the stack, which is in perfect con-
gruence with its prototype definition in Listing 3-1: two pointer arguments, each of
them 32 bits wide, yield 64 bits, or 8 bytes.

The first thing briverEntry () does is call DriverInitialize(), which
will create a device object and a symbolic link that you will probably need later to
communicate with the device from user-mode applications. It is a bit difficult to find
out which names are used in the ToCreatebevice () and ToCreateSymbolicLink ()
calls, because they are constructed by macros defined in the common header file
DrviInfo.h, found in the \src\common\include directory of the CD. This file is a
header file that compiles various sorts of program information from a couple of basic
customizable strings. If you want to know more about this trick, go to the PrograM
IDENTIFICATION section in TestDrv.h (see top of Listing 3-4) and trace the prv_*
definitions as they are grouped in various ways inside brvinfo.h. For example, a
full-fledged vERSTONINFO resource is constructed from several pieces. Among other
things, the constants DRv_DEVICE and DRV_LINK are defined, which evaluate to
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\Device\TestDrv and \DosDevices\TestDrv here, respectively. Note that many
kernel API functions, such as ToCreateDevice () and IoCreateSymbolicLink (),
don’t accept strings as plain zero-terminated character sequences, but rather expect
them to be packed into a special UNTCODE_STRING structure, introduced in Chapter 2
and repeated in Listing 3-5. The macro PRESET_UNICODE_STRING, defined in
DrvInfo.h and applied in the GLOBAL DATA section of TestDrv.c in Listing 3-3,
Creates a static UNICODE_STRING structure from a simple Unicode string literal. This is
a convenient shorthand notation for the definition of UNTCODE_STRINGs that remain
unchanged throughout the lifetime of a program instance.

After successfully creating the device object and its symbolic link, briver
Initialize() stores pointers to the device object and the device context in static
global variables. The device context is a private structure of the device that can have
arbitrary size and shape. The driver skeleton attaches a simple DEVICE_CONTEXT struc-
ture, defined in TestDrv.h, to its device. This structure contains nothing but pointers
to the device and driver objects. You can extend this structure if you need persistent
device-specific storage for any private data of your driver. The device context will be
supplied by the system with every /O Request Packet (IRP) the driver receives.

After DriverInitialize() returns and reports success, DriverEntry () sets up
an important array, passed in by the system as part of the driver object structure
pDriverObject. This array contains slots for all IRPs the driver can expect, and
DriverEntry () has to write callback function pointers to the slots of all request
types it wishes to handle. The driver skeleton defers this decision and saves a single
DriverDispatcher () pointer to all 28 available slots, listed in Table 3-2. Later on,
DriverDispatcher () will decide which IRP types are of interest, returning
STATUS_NOT_IMPLEMENTED for all unhandled IRPs. Note that there are subtle differ-
ences between the Windows NT 4.0 and Windows 2000 layouts of the IRP handler
array. In Table 3-2, the differing slots are marked boldface.

typedef struct _UNICODE_STRING
{
WORD Length;
WORD MaximumLength;
PWORD Buffer;
}
UNICODE_STRING, *PUNICODE_STRING;

LISTING 3-5. An Ubiquitous Windows 2000 Structure: UNICODE_STRING
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TABLE 3-2. I/O Request Packet Slots Compared
' SLOT WINDOWS NT 4.0 WINDOWS 2000
0x00 IRP_M]J_CRFEATE IRP_M]J_CREATE
0x01 IRP_M]J_CREATE_NAMED_PIPE IRP_MJ_CREATE_NAMED_PIPE
0x02 IRP_M]J_CLOSE IRP_M]J_CLOSE
0x03 IRP_M]_READ IRP_M]J_READ
0x04 IRP_MJ_WRITE IRP_M]J_WRITE
0x05 IRP_M]_QUERY_INFORMATION IRP_M]J_QUERY_INFORMATION
0x06 IRP_M]J_SET_INFORMATION IRP_M]J_SET_INFORMATION
0x07 IRP_MJ_QUERY_EA IRP_M]_QUERY_EA
0x08 IRP_M]J_SET_FA IRP_MJ_SET_EA
0x09 IRP_MJ_FLUSH_BUFFERS IRP_M]_FLUSH_BUFFERS
0x0A IRP_M]_QUERY_VOLUME,_INFORMATION IRP_M]J_QUERY_VOLUME_INFORMATION
0x0B IRP_M]J_SET_VOLUME_INFORMATION IRP_MJ_SET_VOLUME_INFORMATION
0x0C IRP_M]_DIRECTORY_CONTROL IRP_M]_DIRECTORY_CONTROL
0x0D IRP_M]J_FILE_SYSTEM_CONTROL IRP_M]_FILE_SYSTEM_CONTROL
0xOE IRP_MJ_DEVICE_CONTROL IRP_M]_DEVICE_CONTROL
0xOF IRP_M]J_INTERNAL_DEVICE_CONTROL IRP_M]J_INTERNAL_DEVICE_CONTROL
0x10 IRP_MJ_SHUTDOWN IRP_MJ_SHUTDOWN
0x11 IRP_MJ_LOCK_CONTROL IRP_M]J_LOCK_CONTROL
0x12 IRP_M]J_CLEANUP IRP_M]_CLEANUP
0x13 IRP_MJ_CREATE_MAILSLOT IRP_M]_CREATE_MAILSLOT
0x14 IRP_M]J_QUERY_SECURITY IRP_M]J_QUERY_SECURITY
0x15 IRP_M]J_SET_SECURITY IRP_M]J_SET_SECURITY
0x16 IRP_MJ_QUERY_POWER IRP_MJ_POWER
0x17 IRP_M]J_SET_POWER IRP_M]J_SYSTEM_CONTROL
0x18 IRP_MJ_DEVICE_CHANGE IRP_M]_DEVICE_CHANGE
0x19 IRP_MJ_QUERY_QUOTA IRP_M]J_QUERY_QUOTA
0x1A IRP_M]_SET_QUOTA IRP_M]J_SET_QUOTA
0x1B IRP_M]_PNP_POWER IRP_MJ_PNP

As soon as the IRP array is complete, DriverEntry () writes a pointer to its
DriverUnload() callback function to the driver object structure. This allows the dri-
ver to be unloaded at runtime. DriverUnload() simply destroys all objects created by
DriverInitialize(), thatis, the symbolic link and the device. After that, the driver
can be safely removed from the system.
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The priverDispatcher () function is invoked whenever a module requests a
response from the driver. Because a driver can host several devices, the dispatcher
first checks which device should handle the request. The driver skeleton maintains
just a single device, so the only thing needed is a sanity check to verify that the device
object pointer is identical to the one received from Tocreatebevice () during initial-
ization. If it is, DriverDispatcher () forwards the received IRP to the Device
Dispatcher () function, along with the device context prepared by priver
Initialize (). When you extend the skeleton to a multidevice driver, you may have
to write distinct IRP dispatchers for each device. The DeviceDispatcher () in Listing
3-3 is a trivial implementation that recognizes only three very common requests:
TRP_MJ_CREATE, TRP_MJ_CLEANUP, and IRP_MJ_CLOSE. These requests are handled
by returning a status_success code. This is the minimum requirement to allow the
device to be opened and closed without error. Other requests cause a
STATUS_NOT_IMPLEMENTED to be reported.

You may wonder about the purpose of the #pragma alloc_text lines in the
DISCARDABLE FUNCTIONS section of Listing 3-3. #pragma directives are a powerful
means to send commands to the compiler and linker while they are building a
module. The alloc_text command instructs them to write the code of the
specified function to a nondefault section inside the executable file. By default, all
code goes into the . text section. However, the directive #pragma alloc_text
(INIT, DriverEntry) causes the DriverEntry () code to be saved to a new file sec-
tion called In1T. The driver loader recognizes this special section and discards it
after initialization. DriverEntry () and its helper function DriverInitialize() are
called only once while the driver starts up; therefore, they can be safely removed
from memory after having done their work.

The remaining ingredient of the driver skeleton is the resource script
TestDrv.rc, shown in Listing 3-6. This file is trivial because it consists of references
to macros from Drvinfo.h only. DRV_RC_VERSION creates a VERSIONINFO resource
with various items compiled from data contributed by the wizard, and prv_rc_1con
evaluates to a simple Tcon resource statement that adds TestDrv. ico to the resource
section of TestDrv.sys.

DEevICE I/0 CONTROL

As mentioned in the introductory remarks of this chapter, we won’t build hardware
drivers in this book. Instead, we will use the powerful capabilities of kernel-mode
drivers to investigate Windows 2000 secrets. The power of the drivers results from
the fact that these modules run at the highest possible CPU privilege level. This
means that a kernel-mode driver has access to all system resources, can read all mem-
ory, and is allowed to execute privileged CPU instructions, such as reading the
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// TestDrv.rc
// 08-27-2000 <MyName>
// Copyright © 2000 <MyCompany>

#define _RC_PASS_
#define _TESTDRV_SYS_
#include “TestDrv.h”

/] ===== =============================s=============
// STANDARD RESOURCES
/] ===== ==== = == =====smmsmssss=

DRV_RC_VERSION
DRV_RC_ICON

/] ==m=s===m=mmmmmmcoommmemeoooooooooocooooooooooooooomooooo
// END OF FILE
/] == ==========o= ==

LISTING 3-6. The Resource Script of the Driver Skeleton

current values of the CPU’s control registers. User-mode applications will be aborted
immediately if they try to read a single byte from kernel memory or try to execute an
assembly language instruction such as Mov Eax, cr3. However, the downside of this
power is that a driver can trash the entire system with a snap. Even the smallest error
is answered by the system with a Blue Screen, so a kernel-mode programmer must be
far more concerned about bugs than is a Win32 application or DLL developer.
Remember the Windows 2000 killer device we used in Chapter 1 to get a crash dump
of the system? All it did was touch the virtual memory address 0x00000000—and
boom! Be aware that you will boot your machine much more frequently when devel-
oping kernel-mode drivers.

The driver code I will present in the following chapters will employ a technique
called Device I/O Control (IOCTL) to allow user-mode code some degree of “remote
control.” If an application needs access to some system resources that are unreach-
able from user-mode, a kernel-mode driver will do the job, and IOCTL will be the
bridge between the two. Actually, IOCTL is neither new nor specific to Windows
2000. Even ancient operating systems such as DOS 2.11 had this capability—
Function 0x44 with its various subfunctions has been the IOCTL workhorse of
DOS. Basically, IOCTL is a means to communicate with a device on a control chan-
nel, which is logically separated from its data channel. Imagine a hard disk device
that transfers disk sector contents through its main data channel. If a client wants
information about the media currently used by the device, it has to use a different
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channel. For example, DOS function 0x44, subfunction 0x0D, sub-subfunction 0x66
is the DOS IOCTL call that reads the 32-bit serial number of a disk drive (see Brown
and Kyle 1991, 1993).

Device I/O Control can be implemented in various ways, depending on the
device to be controlled. In its general form, IOCTL has the following characteristics:

* A client controls a device through a special entry point. On DOS, this has
been INT 21h, function 0x44. On Windows 2000, it is the Win32
DeviceIoControl () function exported by kernel32.d1i1.

¢ The client provides a device identifier, a control code, an input data buffer,
and an output data buffer upon calling the IOCTL entry point. On
Windows 2000, the device identifier is a HANDLE to a successfully opened
device.

« The control code tells the target device’s IOCTL dispatcher which control
function is requested by the client.

e The input buffer contains any additional data that the device might need
to fulfill the request.

o If the request generates any data, it is returned in the client’s output buffer.

e The overall result of the IOCTL operation is reported to the client by
means of a status code.

It is obvious that this is a powerful general-purpose mechanism that can cover
a wide range of control requests. For example, an application might want to have
access to forbidden kernel memory. Because the application would throw an excep-
tion as soon as it touched the first byte, it could work around this problem by load-
ing a kernel-mode driver to delegate this task. Both modules would have to agree on
an IOCTL protocol to manage the data transfer. For example, the application might
send the control code 0x80002000 to the driver if it wanted to read memory or
0x80002001 if it wanted to write to it. In a read request, the IOCTL input buffer
would probably specify the base address and the number of bytes to read. The ker-
nel-mode driver could pick up requests and distinguish read and write operations by
evaluating the control code. In a read request, it would copy the requested memory
range to the caller’s output buffer and report success if the output buffer is large
enough to hold the data. In a write request, the driver would copy data from the
input buffer to a memory location that has been specified in the input buffer as well.
In Chapter 4, I will provide sample code for such a memory spy.
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By now, it should be obvious that IOCTL is a sort of backdoor that Win32 appli-
cations can use to perform almost any action that is usually allowed to privileged
modules only. Of course, this involves writing such a privileged module in the first
place, but once you have such a spy module running in the system, everything else is
easy. Two aims of this book are to demonstrate in detail how to write such code and
to provide a sample driver that is capable of doing lots of amazing things.

THE WINDOWS 2000 KiLLER DEVICE

Before stepping to more advanced driver projects, let’s take a look at a very simple
driver. In Chapter 1, I introduced the Windows 2000 killer device w2k_kill.sys,
which is designed to cause a benign system crash. This driver doesn’t require most of
the code in Listing 3-3 because it will tear down the system before it had an opportu-
nity to receive the first I/O request packet. Listing 3-7 shows its apparently trivial
implementation. The file w2k_xi11.h is not reprinted here because it doesn’t contain
any code of interest.

The code in Listing 3-7 does not attempt to perform initialization inside its
DriverEntry () function. The system will stop before briverEntry () returns, so
extra work is unnecessary.

LOADING AND UNLOADING DRIVERS

After writing a kernel-mode driver, you probably want to run it immediately. How
is this done? Typically, drivers are loaded and started at system boot time, so do you
have to reboot the system every time you have updated your driver? Fortunately,
this is not necessary. Windows 2000 features a Win32 interface that allows loading
and unloading drivers at runtime. This is done by the Service Control (SC) Manager,
and the following section details its use.

THE SERVICE CONTROL MANAGER

The name “Service Control Manager” is a bit misleading because it suggests that this
component manages services only. Services are a class of powerful Windows 2000
modules well suited to run applications in the background, independent of the user
interface shell. That is, a service is a Win32 process that can keep running in the sys-
tem even if no user is logged in. Although service development is an exciting topic, it
is beyond the scope of this book. For further reading on service development, refer to
Paula Tomlinson’s excellent tutorial in Windows Developer’s Journal (WD]) (Tom-
linson 1996a), as well as her follow-up treatises on services in her WDJ column
“Understanding NT” (Tomlinson 1996b and follow-up articles).
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#define _W2K_KILL_SYS_
#include <ddk\ntddk.h>
#include “w2k_kill.h”

/] ===== ============z====z====== =======================

|/ =====s==m=s====smmm—csm==coomcooomzosssszsssmms—sms—osmmmosszooo==o

NTSTATUS DriverEntry (PDRIVER_OBJECT pDriverObject,
PUNICODE_STRING pusRegistryPath) ;

#ifdef ALLOC_PRAGMA
#pragma alloc_text (INIT, DriverEntry)
#endif

// =====================z======z===============z========z======z====== ===
// DRIVER INITIALIZATION
|/ ======zz=z==z=z==z=zc==z=zz=====z==z== = m==z=z-zzzm—szoz=s

NTSTATUS DriverEntry (PDRIVER_OBJECT pDriverObject,
PUNICODE_STRING pusRegistryPath)
{
return * ((NTSTATUS *) 0);
}

/7 ==== === ====
// END OF PROGRAM
// z====z====z== ======z=zzz==zzz==z=z=== ==== =

LISTING 3-7. A Tiny System Crasher

The SC Manager can handle both services and drivers. For reasons of simplicity,
I will use the term “service” here to refer to all objects controlled by the SC Manager,
including services in the strict sense of the word and kernel-mode drivers. The SC
interface is made available to Win32 applications by the Win32 subsystem compo-
nent advapi32.dll, which hosts an interesting collection of API functions. The
names of the main API functions required to load, control, and unload services are
listed in Table 3-3, along with short descriptions. Before you can load or access any
services, you must obtain a handle to the SC Manager by calling openscManager () .
In the following discussion, this will be called a manager handle. This handle is
required in all createservice () and Openservice () calls. In turn, these functions
return handles that will be called service handles here. This type of handle can be
specified in all calls that refer to a specific service, such as controlservice (),
DeleteService(), and startService (). Both types of SC handles are released
by the closeserviceHandle () function.
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TABLE 3-3. Essential Service Control API Functions
NAME DESCRIPTION
CloseServiceHandle Close handle obtained from openscManager (), Createservice(), or
OpenService ()
ControlService Stop, pause, continue, interrogate, or notify a loaded service/driver
CreateService Load a service/driver
DeleteService Unload a service/driver
OpenSCManager Obtain a handle to the SC Manager
OpenService Obtain a handle to a loaded service/driver
QueryServiceStatus Query the properties and the current state of a service/driver
StartService Start a loaded service/driver

Loading and running a service involves the following typical sequence of steps:

Call openscManager () to obtain a manager handle.
Call createservice () to add the service to the system.

Call startservice() to set the service to the running state.

e o=

Call closeserviceHandle () to release the manager and service handles.

Be sure to rewind all previous successful actions if an error occurs somewhere
in this sequence. For example, you should call beleteservice () if the SC Manager
reports an error on StartService () . Otherwise, the service will remain loaded in
an undesired state. Another stumbling stone of the SC Manager API is that the
CreateService() function insists on receiving a fully qualified path to the executable
tile. If you specify a relative path, the function will fail—it will not be looking for
the file in the current directory. Therefore, you should normalize all file specifications
passed to CreateService () using the Win32 function GetFullPathName () unless
they are guaranteed to be fully qualified.

HiIGH-LEVEL DRIVER MANAGEMENT FUNCTIONS

To make interaction with the SC Manager easier, the CD accompanying this book
contains high-level wrapper functions that hide most of its peculiarities. These func-
tions are part of the large Windows 2000 Utility Library found on the CD in the
directory tree \src\w2k_1lib. All functions exported by w2k_1ib.d11 have a global
name prefix of w2k, and the service and driver management functions are discernible
by the group name prefix w2kservice. Listing 3-8 shows the implementation of the
library functions that load, control, and unload services and drivers.
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SC_HANDLE WINAPI w2kServiceConnect (void)

{
return OpenSCManager (NULL, NULL, SC_MANAGER_ALL_ACCESS) ;

SC_HANDLE WINAPI w2kServiceDisconnect (SC_HANDLE hManager)
{
if (hManager != NULL) CloseServiceHandle (hManager) ;
return NULL;

SC_HANDLE WINAPI w2kServiceManager (SC_HANDLE hManager,
PSC_HANDLE phManager,
BOOL fOpen)
{
SC_HANDLE hManagerl = NULL;

if (phManager != NULL)

{
if (fOpen)
{
if (hManager == NULL)
{
*phManager = w2kServiceConnect ();
}
else
{
*phManager = hManager;
}
}
else

{
if (hManager == NULL)
{
*phManager = w2kServiceDisconnect (*phManager) ;
}
}
hManagerl = *phManager;
}

return hManagerl;

SC_HANDLE WINAPI w2kServiceOpen (SC_HANDLE hManager,
PWORD pwName)
{
SC_HANDLE hManagerl;

(continued)
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SC_HANDLE hService = NULL;

w2kServiceManager (hManager, &hManagerl, TRUE);

if ((hManagerl != NULL) && (pwName != NULL))
{
hService = OpenService (hManagerl, pwName,
SERVICE_ALL_ACCESS) ;
}
w2kServiceManager (hManager, &hManagerl, FALSE);
return hService;

BOOL WINAPI w2kServiceClose (SC_HANDLE hService)
{
return (hService != NULL) && CloseServiceHandle (hService);

BOOL WINAPI w2kServiceAdd (SC_HANDLE hManager,

PWORD pwName,
PWORD pwinfo,
PWORD pwPath)

{

SC_HANDLE hManagerl, hService;

PWORD pwFile;

WORD awPath [MAX_PATH];

DWORD n;

BOOL fOk = FALSE;

w2kServiceManager (hManager, &hManagerl, TRUE);

if ((hManagerl != NULL) && (pwName != NULL) &&
(pwInfo != NULL) && (pwPath != NULL) &&
(n = GetFullPathName (pwPath, MAX_PATH, awPath, &pwFile))
(n < MAX_PATH))
{
if ((hService = CreateService (hManagerl, pwName, pwInfo,
SERVICE_ALL_ACCESS,
SERVICE_KERNEL_DRIVER,
SERVICE_DEMAND_START,
SERVICE_ERROR_NORMAL,
awPath, NULL, NULL,
NULL, NULL, NULL))
!= NULL)
{
w2kServiceClose (hService);
fOk = TRUE;

&&
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}
else

{
fOk = (GetLastError () ==
ERROR_SERVICE_EXISTS) ;

}

w2kServiceManager (hManager, &hManagerl, FALSE);

return fOk;

//
BOOL WINAPI w2kServiceRemove (SC_HANDLE hManager,
PWORD pwName)
{
SC_HANDLE hService;
BOOL fOk = FALSE;
if ((hService = w2kServiceOpen (hManager, pwName)) != NULL)

{
if (DeleteService (hService))

{
fOk = TRUE;
}

else

{
fOk = (GetLastError () ==
ERROR_SERVICE_MARKED_FOR_DELETE) ;

}

w2kServiceClose (hService);

}
return fOk;

//
BOOL WINAPI w2kServiceStart (SC_HANDLE hManager,
PWORD pwName)
{
SC_HANDLE hService;
BOOL fOk = FALSE;

if ((hService = w2kServiceOpen (hManager, pwName)) != NULL)

{
if (StartService (hService, 1, &pwName))

{
fOk = TRUE;
}
else
{

(continued)
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fOk = (GetLastError () ==
ERROR_SERVICE_ALREADY_RUNNING) ;

}
w2kServiceClose  (hService);

}
return fOk;

BOOL WINAPI w2kServiceControl (SC_HANDLE hManager,

PWORD pwName,
DWORD dControl)

{

SC_HANDLE hService;

SERVICE_STATUS ServiceStatus;

BOOL fOk = FALSE;

if ((hService = w2kServiceOpen (hManager, pwName)) != NULL)

{
if (QueryServiceStatus (hService, &ServiceStatus))

{
switch (ServiceStatus.dwCurrentState)

{
case SERVICE_STOP_PENDING:
case SERVICE_STOPPED:
{
fOk = (dControl == SERVICE_CONTROL_STOP) ;
break;
}
case SERVICE_PAUSE_PENDING:
case SERVICE_PAUSED:

{
fOk = (dControl == SERVICE_CONTROL_PAUSE) ;

break;

}
case SERVICE_START_PENDING:
case SERVICE_CONTINUE_PENDING:
case SERVICE_RUNNING:

{
fOk = (dControl == SERVICE_CONTROL_CONTINUE) ;

break;
}

f0k = fOk ||
ControlService (hService, dControl, &ServiceStatus);

w2kServiceClose (hService);
}
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return fOk;

BOOL WINAPI w2kServiceStop (SC_HANDLE hManager,
PWORD pwName )
{
return w2kServiceControl (hManager, pwName,
SERVICE_CONTROL_STOP) ;

BOOL WINAPI w2kServicePause (SC_HANDLE hManager,
PWORD pwName)
{
return w2kServiceControl (hManager, pwName,
SERVICE_CONTROL_PAUSE) ;

BOOL WINAPI w2kServiceContinue (SC_HANDLE hManager,
PWORD pwName )
{

return w2kServiceControl (hManager, pwName,
SERVICE_CONTROL_CONTINUE) ;

SC_HANDLE WINAPI w2kServiceLoad (PWORD pwName,
PWORD pwInfo,
PWORD pwPath,
BOOL fStart)
{
BOOL £Ok;
SC_HANDLE hManager = NULL;

if ((hManager = w2kServiceConnect ()) != NULL)
{

fOk = w2kServiceAdd (hManager, pwName, pwInfo, pwPath);

if (fOk && fStart)

{

if (! (£fOk = w2kServiceStart (hManager, pwName)))
{
w2kServiceRemove (hManager, pwName);
}

}

(continued)
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if (!1£0k)
{
hManager = w2kServiceDisconnect (hManager) ;
}

}

return hManager;

SC_HANDLE WINAPI w2kServiceLoadEx (PWORD pwPath,
BOOL fStart)

{
PVS_VERSIONDATA pvvd;

PWORD pwPathl, pwInfo;
WORD awName [MAX_PATH];
DWORD dName, dExtension;
SC_HANDLE hManager = NULL;

if (pwPath != NULL)
{
dName = w2kPathName (pwPath, &dExtension);

lstrcpyn (awName, pwPath + dName,
min (MAX_PATH, dExtension - dName + 1));

pwPathl = w2kPathEvaluate (pwPath, NULL);
pvvd = w2kVersionData (pwPathl, -1);

pwInfo = ((pvvd != NULL) && pvvd->awFileDescription [0]
? pvvd->awFileDescription
awName) ;

hManager = w2kServiceLoad (awName, pwInfo, pwPathl, fStart);

w2kMemoryDestroy (pvvd) ;
w2kMemoryDestroy (pwPathl) ;
}

return hManager;

BOOL WINAPI w2kServiceUnload (PWORD pwName,
SC_HANDLE hManager)
{
SC_HANDLE hManagerl = hManager;
BOOL fOk FALSE;

i}

if (pwName != NULL)
{
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if (hManagerl == NULL)
{
hManagerl = w2kServiceConnect ();
}
if (hManagerl != NULL)
{
w2kServiceStop (hManagerl, pwName) ;
fOok = w2kServiceRemove (hManagerl, pwName) ;
}
}
w2kServiceDisconnect (hManagerl);
return fOk;

BOOL WINAPI w2kServiceUnloadEx (PWORD pwPath,
SC_HANDLE hManager)
{
DWORD dName, dExtension;
WORD awName [MAX_PATH];
PWORD pwName = NULL;

if (pwPath != NULL)
{
dName = w2kPathName (pwPath, &dExtension);

lstrcpyn (pwName = awName, pwPath + dName,
min (MAX_PATH, dExtension - dName + 1));
}
return w2kServiceUnload (pwName, hManager) ;

}

LISTING 3-8. Service and Driver Management Library Functions

In Table 3-4, the functions defined in Listing 3-8 are listed, along with
short descriptions. Some function names, such as w2kServicestart () and
w2kServiceControl (), are similar to certain SC Manager API functions—

StartService () and ControlService(), in this case. This isn’t coincidence—the

respective functions are in fact found at the heart of these wrappers. The main
difference is that startservice () and ControlService () operate on service
handles, whereas w2kServicestart () and w2kServiceControl () accept service
names. The names are seamlessly converted to handles by internally calling
w2kServiceOpen () and w2kServiceClose (), which in turn call openservice ()
and CloseserviceHandle() .
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TABLE 3-4. SC Manager Wrappers Provided by w2k_1ib.d11
NAME DESCRIPTION
w2kServiceAdd Add a service/driver to the system
w2kServiceClose Close a service handle
w2kServiceConnect Connect to the Service Control Manager
w2kServiceContinue Resume a paused service/driver
w2kServiceControl Stop, pause, continue, interrogate, or notify a loaded service/driver

w2kServiceDisconnect  Disconnect from the Service Control Manager

w2kServiceLoad Load and optionally start a service/driver

w2kServiceLoadEx Load and optionally start a service/driver (automatic name generation)
w2kServiceManager Open/close a temporary Service Control Manager handle
w2kServiceOpen Obtain a handle to a loaded service/driver

w2kServicePause Pause a running service/driver

w2kServiceRemove Remove a service/driver from the system

w2kServiceStart Start a loaded service/driver

w2kServiceStop Stop a running service/driver

w2kServiceUnload Stop and unload a service/driver

w2kServiceUnloadEx  Stop and unload a service/driver (automatic name generation)

The typical usage of the library functions in Table 3-4 is along the
following guidelines: '

¢ To load a service, call w2ksServiceLoad() or w2kServiceLoadEx () . The
latter generates the service and display names automatically from the file’s
path and version resource. The Boolean fstart argument decides whether
the service should be started automatically after a successful load. On
success, the function returns a manager handle for further requests. No
error is reported if the service is already loaded or if fstart is TRUE and
the service is already running. If an error occurs, the service is
automatically unloaded, if necessary.

¢ To unload a service, call w2kserviceUnload() or w2kServiceUnloadEx (),
using the manager handle returned by w2kserviceLoad () or
w2kServiceLoadEx () . w2kServiceUnloadEx () generates the service name
automatically from the file’s path. If you have already closed this handle,
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obtain a new one from w2kServiceConnect () or simply pass in NULL to
work with a temporary handle. The manager handle will be closed
automatically by w2kserviceunload () . No error is reported if the service is
already marked for deletion but cannot be deleted because open device
handles are still existing.

¢ To control a service, call w2kservicestart (), w2kServiceStop (),
w2kServicePause (), Or w2kServiceContinue (), using a manager handle
returned by w2kServiceLoad () or w2kServiceConnect () . If you supply
NULL for the manager handle, a temporary handle is used. No error is
reported if the service is already in the requested state.

¢ To close a manager handle, call w2kservicebisconnect () . You can
request another manager handle at any time by calling
w2kServiceConnect () .

w2kServiceLoadEx () is a very powerful function. It builds all parameters
needed to load the service automatically, expecting nothing but the path of the
executable file. The service name requested by the SC Manager’s createservice ()
function is derived from the file name by stripping the extension. To build an
appropriate display name for a newly created service, w2kServiceLoadEx () attempts
to read the value of the FileDescription string from the file version information.
If no version resource is included in the executable, or the FileDescription string
is not available, the service name is used by default. Unlike w2kserviceLoad (),
w2kServiceLoadEx () evaluates environment variables embedded in the path. That
is, if the path string contains substrings such as $systemRoot% or $TEMP%, they are
replaced by the current values of the corresponding environment variables. w2k
ServiceUnloadEx () is the counterpart of w2kserviceLoadEx ()—it extracts the
service name from the supplied path, as explained above, and passes it to w2k
ServiceUnload () . Both functions are ideally suited for applications that have to
load and unload third-party device drivers on behalf of the user, knowing nothing
about them but their executable paths. A sample application of this kind is included
on the CD accompanying this book. The console-mode utility w2k_1oad.exe is a
general-purpose kernel-mode device driver (un)loader that provides a simple com-
mand line interface for w2kServiceLoadEx () and w2kServiceUnloadEx () . The
source files can be found on the CD in the directory tree \src\w2k_load. The
relevant code is shown in Listing 3-9, proving that this utility is almost trivial because
all the hard work is done inside w2k_1ib.d11 by the w2kserviceLoadEx () and
w2kServiceUnloadEx () functions.
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/] =========== === == ===
// GLOBAL STRINGS
/7 == s==ze==as

WORD awUsage [] =

L”\r\n”
L”Usage: “ SW(MAIN_MODULE) L” <driver path>\r\n”
L” “ SW(MAIN_MODULE) L” <driver path> %s\r\n”
L” “ SW(MAIN_MODULE) L” <driver name> %s\r\n”;
WORD awUnload [] = L”/unload”;
WORD awOk [1 = L"OR\r\n”;

WORD awError []

L”ERROR\r\n”;

/7 === ===
// COMMAND HANDLERS
/] =========zzo===c s===s=ssooosssosososssoo =

BOOL WINAPI DriverLoad (PWORD pwPath)
{
SC_HANDLE hManager;

BOOL fOk = FALSE;
_printf (L”\r\nLoading \”%s\” ... “, pwPath);
if ((hManager = w2kServiceLoadEx (pwPath, TRUE)) != NULL)

{
w2kServiceDisconnect (hManager);
fOk = TRUE;
}
_printf (fOk ? awOk : awError);
return fOk;

BOOL WINAPI DriverUnload (PWORD pwPath)
{
BOOL fOk = FALSE;

_printf (L”\r\nUnloading \”%s\” ... “, pwPath);

fOk = w2kServiceUnloadEx (pwPath, NULL);
_printf (£Ok ? awOk : awError);
return f£Ok;

}

/7 -
// MAIN PROGRAM
// =================s=s==sssssssssssss==sssss=== ==
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DWORD Main (DWORD argc, PTBYTE *argv, PTBYTE *argp)
{
if (argc == 2)
{
DriverLoad (argv [1]);

}

else
{
if ((argc == 3) && (!lstrcmpi (argv [2], awUnload))
{
DriverUnload (argv [1]);
}
else
{
_printf (awUsage, awUnload, awUnload);
}
}
return 0;

}

/) ==== ========== ============= == =====
// END OF PROGRAM
|/ ==================z====================== ==z=======================

LISTING 3-9. Loading and Unloading Device Drivers

The remaining library functions listed in Table 3-4 are working on a lower level and
are used internally by w2k_1ib.d11. Of course, you can call them from your applica-
tions, if you like. Their usage should be obvious from the source code in Listing 3-8.

ENUMERATING SERVICES AND DRIVERS

From time to time it might be necessary to know which services and drivers are
currently loaded inside the system and what state they are in. For this purpose, the
SC Manager provides another powerful function named EnumServicesStatus () .
This function requires a manager handle, as usual, and fills an array of ExuM_
SERVICE_STATUS structures with information about each currently loaded service or
driver. The list can be filtered by service/driver type and state. If the buffer supplied
by the caller isn’t large enough to hold all entries at once, the function can be called
repeatedly until all items have been retrieved. It is difficult to compute the required
buffer size in advance because the buffer has to provide extra space of unknown size
for the strings that are referenced by the members of the ENUM_SERVICE_STATUS
structures. Fortunately, Enumservicesstatus () returns the number of bytes needed
to return the remaining entries, so the correct buffer size can be determined by trial
and error. Listing 3-10 shows the definitions of the SERVICE_sTATUS and ENUM_
SERVICE_STATUS structures, which are declared in the Win32 header file winsve.h.
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typedef struct _SERVICE_STATUS
{
DWORD dwServiceType;
DWORD dwCurrentState;
DWORD dwControlsAccepted;
DWORD dwWin32ExitCode;
DWORD dwServiceSpecificExitCode;
DWORD dwCheckPoint;
DWORD dwWaitHint;
}
SERVICE_STATUS, *LPSERVICE_STATUS;

typedef struct _ENUM_SERVICE_STATUS
{
LPTSTR 1lpServiceName;
LPTSTR lpDisplayName;
SERVICE_STATUS ServiceStatus;
}
ENUM_SERVICE_STATUS;

LisTING 3-10.  Definition of ENUM_SERVICE_STATUS and SERVICE_STATUS

The w2kserviceList () function in Listing 3-11 is another goodie from the
w2k_1ib.d11 utility library on the companion CD. It hides the required actions
mentioned above and returns a ready-to-use structure with all requested data
plus a couple of extras. It returns a pointer to a w2k_services structure, defined in
w2k_lib.h and included at the top of Listing 3-11. Along with the evum_
SERVICE_STATUS array aess[1, this structure contains four additional members.
dEntries indicates how many entries have been copied to the status array, and
dBytes specifies the total size of the returned w2k_SERVICES structure. dbisplay-
Name and dServiceName are set to the maximum lengths of the 1ppisplayName
and lpserviceName strings in aess[], respectively. These values are very conve-
nient if you are writing a console-mode application that outputs a service/driver
list to the screen with proper alignment of the name columns.

To report an accurate snapshot of the system, w2kserviceList () attempts to
retrieve all entries in a single call to Enumservicesstatus () . To this end, it starts out
with a zero-length buffer, which will usually yield an ERROR_MORE_DATA status. In this
case, EnumServicesStatus () returns the required buffer size. After allocating an
appropriately sized buffer, w2kServiceList () tries again. This time, Enumservices
status () should succeed. However, a small probability exists that another entry has
been added to the list in the meantime, so this procedure is repeated in a loop until
everything is correct or an error other than ERROR_MORE_DATA is returned.
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typedef struct _W2K_SERVICES
{

DWORD dEntries; // number of entries in aess[]
DWORD dBytes; // overall number of bytes

DWORD dDisplayName; // maximum display name length
DWORD dServiceName; // maximum service name length
ENUM_SERVICE_STATUS aess []; // service/driver status array

}
W2K_SERVICES, *PW2K_SERVICES, **PPW2K_SERVICES;

#define W2K_SERVICES_ sizeof (W2K_SERVICES)

PW2K_SERVICES WINAPI w2kServiceList (BOOL fDriver,
BOOL fwWin32,
BOOL fActive,
BOOL fInactive)
{
SC_HANDLE hManager;
DWORD dType, dState, dBytes, dResume, dName, 1i;
PW2K_SERVICES pws = NULL; '

if ((pws = w2kMemoryCreate (W2K_SERVICES_)) != NULL)

{

pws->dEntries = 0;

pws->dBytes 0;

pws->dDisplayName = 0;

pws->dServiceName = 0;

if ((fDriver || fwin32) && (fActive || fInactive))

if ((hManager = w2kServiceConnect ()) != NULL)

{
dType = (fDriver ? SERVICE_DRIVER : 0) |

(fWin32 ? SERVICE_WIN32 : 0);

dState = (fActive && fInactive
? SERVICE_STATE_ALL
(fActive
? SERVICE_ACTIVE
SERVICE_INACTIVE)) ;

dBytes = pws->dBytes;

while (pws != NULL)
{
pws->dEntries = 0;
pws->dBytes dBytes;
pws->dDisplayName = 0;

pws->dServiceName = 0;

dResume = 0;
(continued )
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if (EnumServicesStatus (hManager, dType, dState,
pws->aess, pws->dBytes,
&dBytes, &pws->dEntries,
&dResume) )
break;

dBytes += pws->dBytes;
pws = w2kMemoryDestroy (pws);

if (GetLastError () != ERROR_MORE_DATA) break;

pws = w2kMemoryCreate (W2K_SERVICES_ + dBytes);
}
w2kServiceDisconnect (hManager) ;
}
else
{
pws = w2kMemoryDestroy (pws);
}
}
if (pws != NULL)
{
for (i = 0; i < pws->dEntries; i++)
{
dName = lstrlen (pws->aess [i].lpDisplayName) ;
pws->dDisplayName = max (pws->dDisplayName, dName) ;

dName = lstrlen (pws->aess [i].lpServiceName) ;
pws->dServiceName = max (pws->dServiceName, dName) ;

}

}

return pws;

}

LiSTING 3-11.  Enumerating Services and Drivers

w2kServiceList () expects four Boolean arguments determining the contents of
the returned list. With the £briver and fwin32 arguments, you can choose the inclu-
sion of drivers and services, respectively. If both flags are set, the list will contain
both drivers and services. The factive and fInactive flags impose a state filter onto
the list. If £active is set, the list contains all modules that currently are in the run-
ning or paused state. The fInactive parameter selects the remaining modules, that
is, those that are currently loaded but stopped. If all four arguments are FALSE, the
function returns a W2K_SERVICES structure with an empty status array. The sample
code CD contains a simple service and driver browser, designed as a Win32 console-
mode application and based on the w2kserviceList () function of w2k_1ib.d11. It
uses the dpisplayName and dServiceName members of the returned w2x_SERVICES
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structure (see Listing 3-11) for proper horizontal alignment of all names. You can
find the source code of this utility in the CD’s directory tree \src\w2k_svc. The pro-
gram can be run from the CD by executing \bin\w2k_svc.exe. Example 3-4
resulted from running it on my machine, requesting a list of all active kernel-mode
drivers by specifying the command switches /drivers /active.

D:\> w2k_svc /drivers /active
// w2k_svc.exe
// SBS Windows 2000 Service List V1.00
// 08-27-2000 Sven B. Schreiber
// sbs@orgon.com
Found 29 active drivers:
1. Alerter . . Alerter
2. Computer Browser e e e e . Browser
3. Creative Service for CDROM Access . Creative Service
4. DHCP Client . Dhcp
5. Logical Disk Manager . dmserver
6. DNS Client . Dnscache
7. Event Log . Eventlog
8. COM+ Event System . EventSystem
9. Server . lanmanserver
10. Workstation e e . lanmanworkstation
11. TCP/IP NetBIOS Helper Service . LmHosts
12. Messenger . Messenger
13. Network Connections . Netman
14. Removable Storage . NtmsSvc
15. Plug and Play . PlugPlay
16. IPSEC Policy Agent . . PolicyAgent
17. Protected Storage P . ProtectedStorage
18. Remote Access Connection Manager . RasMan
19. Remote Registry Service . RemoteRegistry
20. Remote Procedure Call (RPC) . RpcSs
21. Security Accounts Manager . SamSs
22. Task Scheduler . Schedule
23. RunAs Service R . seclogon
24. System Event Notification . SENS
25. Print Spooler . Spooler
26. Telephony e e e e e . TapiSrv
27. Distributed Link Tracking Client . . . . TrkWks
28. Windows Management Instrumentation . . . . . . . . . . WinMgmt
29. Windows Management Instrumentation Driver Extensions . Wmi

EXAMPLE 3-4.  Running the Service List Utility w2k_svc . exe
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In the next chapter, we will start developing a real-world kernel-mode driver
that spies on kernel memory and cracks essential memory management data struc-
tures. This project accompanies you while reading Chapters 4, 5, and 6, and the
driver is enhanced incrementally in each chapter. The final result is a versatile
Windows 2000 kernel spy, complemented by several nice client applications.



CHAPTER 4

Exploring
Windows 2000
Memory

M emory management is one of the most important and most difficult duties of an
operating system. This chapter presents a comprehensive overview of Windows
2000 memory management and the structure of the 4-GB linear address space. In this
context, the virtual memory addressing and paging capabilities of the Intel i386 CPU
family are explained, focusing on how the Windows 2000 kernel exploits them. To
aid the exploration of memory, this chapter features a pair of sample programs: a
kernel-mode device driver that collects information about the system, and a user-
mode client application that queries this data from the driver via device I/O control
and displays it in a console window. The “spy driver” module will be reused in the
remaining chapters for several other interesting tasks that require execution of ker-
nel-mode code. This chapter—especially the first section—is tough reading because

it puts your hands directly on the CPU hardware. Nevertheless I hope you won’t skip it,
because virtual memory management is an exciting topic, and understanding how

it works provides insight into the mechanics of a complex operating system such as
Windows 2000.

INTEL 386 MEMORY MANAGEMENT

The Windows 2000 kernel makes heavy use of the protected-mode virtual memory
management mechanisms of the Intel 1386 CPU class. To get a better understanding
of how Windows 2000 manages its main memory, it is important to be at least mini-
mally familiar with some architectural issues of the 1386 CPU. The term i386 might
look somewhat anachronistic because the 80386 CPU dates back to the early days of
Windows computing. Windows 2000 is designed for Pentium CPUs and above.
However, even these newer processors rely on the memory management model origi-
nally designed for the 80386 CPU, with some important enhancements, of course.
Therefore, Microsoft usually labels the Windows NT and 2000 versions built for

161
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Intel processors “i386” or even “x86.” Don’t be confused about that—whenever you
read the numbers 86 or 386 in this book, keep in mind that the corresponding infor-
mation refers to a specific CPU architecture, not a specific processor release.

Basic MEMORY LAYouT

Windows 2000 uses a very straightforward memory layout for application and sys-
tem code. The 4-GB virtual memory space offered by the 32-bit Intel CPUs is divided
into two equal parts. Memory addresses below 0x80000000 are assigned to user-
mode modules, including the Win32 subsystem, and the remaining 2 GB are reserved
for the kernel. Windows 2000 Advanced Server also supports an alternative memory
model commonly called 4GT RAM Tuning, which has been introduced with Win-
dows NT 4.0 Server Enterprise Edition. This model features 3-GB address space for
user processes, and 1-GB space for the kernel. It is enabled by adding the /3GB switch
to the bootstrap command line in the boot manager configuration file boot . ini .
The Advanced Server and Datacenter variants of Windows 2000 support yet
another memory option named Physical Address Extension (PAE) enabled by the
boot.ini switch /PAE. This option exploits a feature of some Intel CPUs
(e.g., the Pentium Pro processor) that allows physical memory larger than 4 GB to
be mapped into the 32-bit address space. In this Chapter, I will ignore these special
configurations. You can read more about them in Microsoft’s Knowledge Base
article Q171793 (Microsoft 2000c¢), Intel’s Pentium manuals (Intel 1999a, 1999b,
1999¢), and the Windows 2000 Device Driver Kit (DDK) documentation
(Microsoft 2000f).

MEMORY SEGMENTATION AND DEMAND PAGING

Before delving into the technical details of the 1386 architecture, let’s travel back in
time to the year 1978, when Intel released the mother of all PC processors: the 8086.
I want to restrict this discussion to the most significant milestones. If you want to
know more, Robert L. Hummel’s 80486 programmer’s reference is an excellent start-
ing point (Hummel 1992). It is a bit outdated now because it doesn’t cover the new
features of the Pentium family; however, this leaves more space for important infor-
mation about the basic 1386 architecture. Although the 8086 was able to address 1
MB of Random Access Memory (RAM), an application could never “see” the entire
physical address space because of the restriction of the CPU’s address registers to 16
bits. This means that applications were able to access a contiguous linear address
space of only 64 KB, but this memory window could be shifted up and down in the
physical space with the help of a set of 16-bit segment registers. Each segment regis-
ter defined a base address in 16-byte increments, and the linear addresses in the
64-KB logical space were added as offsets to this base, effectively resulting in 20-bit
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addresses. This archaic memory model is still supported even by the latest Pentium
CPUs, and it is called Real-Address Mode, commonly referred to as Real Mode.

An alternative mode was introduced with the 80286 CPU, referred to as
Protected Virtual Address Mode, or simply Protected Mode. It featured a memory
model where physical addresses were not generated by simply adding a linear address
to a segment base. To retain backward compatibility with the 8086 and 80186, the
80286 still used segment registers, but they did not contain physical segment addresses
after the CPU had been switched to Protected Mode. Instead, they provided a selector,
comprising an index into a descriptor table. The target entry defined a 24-bit physical
base address, allowing access to 16 MB of RAM, which seemed like an incredible
amount then. However, the 80286 was still a 16-bit CPU, so the limitation of the
linear address space to 64 KB tiles still applied.

The breakthrough came in 1985 with the 80386 CPU. This chip finally cut the
ties of 16-bit addressing, pushing up the linear address space to 4 GB by introducing
32-bit linear addresses while retaining the basic selector/descriptor architecture of its
predecessor. Fortunately, the 80286 descriptor structure contained some spare bits that
could be reclaimed. While moving from 16- to 32-bit addresses, the size of the CPU’s
data registers was doubled as well, and new powerful addressing modes were added.
This radical shift to 32-bit data and addresses was a real benefit for programmers—
at least theoretically. Practically, it took several years longer before the Microsoft
Windows platform was ready to fully support the 32-bit model. The first version of
Windows NT was released on July 26th, 1993, constituting the very first incarnation
of the Win32 APL. Whereas Windows 3.x programmers still had to deal with mem-
ory tiles of 64 KB with separate code and data segments, Windows NT provided a
flat linear address space of 4 GB, where all code and data could be addressed by
simple 32-bit pointers, without segmentation. Internally, of course, segmentation
was still active, as [ will show later in this chapter, but the entire responsibility for
managing segments finally had been moved to the operating system.

Another essential new 80386 feature was the hardware support for paging, or,
more precisely, demand-paged virtual memory. This is a technique that allows mem-
ory to be backed up by a storage medium other than RAM—a hard disk, for exam-
ple. With paging enabled, the CPU can access more memory than physically available
by swapping out the least recently accessed memory contents to backup storage,
making space for new data. Theoretically, up to 4 GB of contiguous linear memory
can be accessed this way, provided that the backup media is large enough—even if
the installed physical RAM amounts to just a small fraction of the memory. Of
course, paging is not the fastest way to access memory. It is always good to have as
much physical RAM as possible. But it is an excellent way to work with large
amounts of data that would otherwise exceed the available memory. For example,
graphics and database applications require a large amount of working memory, and
some wouldn’t be able to run on a low-end PC system if paging weren’t available.
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In the paging scheme of the 80386, memory is subdivided into pages of 4-KB
or 4-MB size. The operating system designer is free to choose between these two
options, and it is even possible to mix pages of both sizes. Later I will show that
Windows 2000 uses such a mixed page design, keeping the operating system in
4-MB pages and using 4-KB pages for the remaining code and data. The pages are
managed by means of a hierarchically structured page-table tree that indicates for
each page where it is currently located in physical memory. This management
structure also contains information on whether the page is actually in physical
memory in the first place. If a page has been swapped out to the hard disk, and
some module touches an address within this page, the CPU generates a page fault,
similar to an interrupt generated by a peripheral hardware device. Next, the page
fault handler inside the operating system kernel will attempt to swap back this
page to physical memory, possibly writing other memory contents to disk to make
space. Usually, the system will apply a least-recently-used (LRU) schedule to decide
which pages qualify to be swapped out. By now it should be clear why this proce-
dure is sometimes referred to as demand paging: Physical memory contents are
moved to the backup storage and back on software demand, based on statistics of
the memory usage of the operating system and its applications.

The address indirection layer represented by the page-tables has two interest-
ing implications. First, there is no predetermined relationship between the addresses
used by a program and the addresses found on the physical address bus of the CPU
chip. If you know that a data structure of your application is located at the address,
say, 0x00140000, you still don’t know anything about the physical address of your
data unless you examine the page-table tree. It is up to the operating system to
decide what this address mapping looks like. Even more, the address translation
currently in effect is unpredictable, in part because of the probabilistic nature of the
paging mechanism. Fortunately, knowledge of physical addresses isn’t required in
most application cases. This is something left for developers of hardware drivers.
The second implication of paging is that the address space is not necessarily contigu-
ous. Depending on the page-table contents, the 4-GB space can comprise large
“holes” where neither physical nor backup memory is mapped. If an application
tries to read to or write from such an address, it will be aborted immediately by the
system. Later in this chapter, I will show in detail how Windows 2000 spreads its
available memory over the 4-GB address space.

The 80486 and Pentium CPUs use the very same 1386 segmentation and paging
mechanisms introduced with the 80386, except for some exotic addressing features
such as the Physical Address Extension (PAE) of the Pentium Pro. Along with higher
clock frequencies, these newer models contain optimizations in other areas. For
example, the Pentium features a dual instruction pipeline that enables it to execute
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two operations at the same time, as long as these instructions don’t depend on each
other. For example, if instruction A modifies a register value, and the consecutive
instruction B uses the modified value for a computation, B cannot be executed
before A has finished. But if instruction B involves a different register, the CPU can
execute A and B simultaneously without adverse effects. This and other Pentium
optimizations have opened a wide field for compiler optimization. If this topic looks
interesting, see Rick Booth’s Inner Loops (Booth 1997).

In the context of i386 memory management, three sorts of addresses must be
distinguished, termed logical, linear, and physical addresses in Intel’s system pro-
gramming manual for the Pentium (Intel 1999c¢).

1. Logical addresses: This is the most precise specification of a memory
location, usually written in hexadecimal form as xxxx: vyvvvyvy, where
xxxX is a selector, and Yyyyyvyy is a linear offset into the segment addressed
by the selector. Instead of a numeric xxxx value, it is also possible to
specify the name of a segment register holding the selector, such as cs
(code segment), Ds (data segment), ES (extra segment), Fs (additional data
segment #1), as (additional data segment #2), and ss (stack segment). This
notation is borrowed from the old “segment:offset” style of specifying “far
pointers” in 8086 Real-Mode.

2. Linear addresses: Most applications and many kernel-mode drivers
disregard virtual addresses. More precisely, they are just interested in the
offset part of a virtual address, which is referred to as a linear address. An
address of this type assumes a default segmentation model, determined by
the current values of the CPU’s segment registers. Windows 2000 uses flat
segmentation, with the cs, ps, Es, and ss registers pointing to the same
linear address space; therefore, programs can safely assume that all code,
data, and stack pointers can be cast among one another. For example, a
stack location can be cast to a data pointer at any time without concern
about the values of the corresponding segment registers.

3. Physical addresses: This address type is of interest only if the CPU
works in paging mode. Basically, a physical address is the voltage pattern
measurable at the address bus pins of the CPU chip. The operating system
maps linear addresses to physical addresses by setting up page-tables. The
layout of the Windows 2000 page-tables, which has some very interesting
properties for debugging software developers, will be discussed later in
this chapter.
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The distinction between virtual and linear addresses is somewhat artificial, and
some documentation uses both terms interchangeably. I will do my best to use this
nomenclature consistently. It is important to note that Windows 2000 assumes physi-
cal addresses to be 64 bits wide. This might seem odd on Intel i386 systems, which
usually have a 32-bit address bus. However, some Pentium systems can address more
than 4 GB of physical memory. For example, the Physical Address Extension (PAE)
mode of the Pentium Pro CPU extends the physical address space to 36 bits, allowing
access to 64 GB of RAM (Intel 1999c). Therefore, the Windows 2000 API functions
involving physical addresses usually rely on the data type pHYSICAL_ADDRESS, which
is just an alias name for the LARGE_INTEGER structure, as shown in Listing 4-1. Both
types are defined in the DDK header file ntdef.h. The LARGE_INTEGER is a structural
representation of a 64-bit signed integer, allowing interpretation as a concatenation of
two 32-bit quantities (LowPart and HighPart) or a single 64-bit number (Quadpart).
The LONGLONG type is equivalent to the native Visual C/C++ type __int64. Its
unsigned sibling is called ur.onGLONG or DWORDLONG and is based on the native
unsigned __int64 type.

Figure 4-1 outlines the i386 memory segmentation model, showing the relation-
ship between logical and linear addresses. For clarity, I have drawn the descriptor
table and the segment as small, nonoverlapping boxes. However, this isn’t a require-
ment. Actually, a 32-bit operating system usually applies a segmentation layout as
shown in Figure 4-2. This so-called flat memory model is based on segments that
span the entire 4-GB address space. As a side effect, the descriptor table becomes part
of the segment and can be accessed by all code that has sufficient access rights.

typedef LARGE_INTEGER PHYSICAL_ADDRESS, *PPHYSICAL_ADDRESS;

typedef union _LARGE_INTEGER
{
struct
{
ULONG LowPart;
LONG HighPart;
}i
LONGLONG QuadPart;
}
LARGE_INTEGER, *PLARGE_INTEGER;

LISTING 4-1. Definition of PHYSICAL_ADDRESS and LARGE_INTEGER
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FIGURE 4-1. 1386 Memory Segmentation

The memory model in Figure 4-2 is adopted by Windows 2000 for the standard
code, data, and stack segments, that is, all logical addresses that involve the cs, ps,
ES, and ss segment registers. The Fs and cs segments are treated differently. as is
not used by Windows 2000, and rs addresses special system data areas inside the
linear address space. Therefore, its base address is greater than zero and its size is less
than 4 GB. Interestingly, Windows 2000 maintains different Fs segments in user-
mode and kernel-mode. More on this topic follows later in this chapter.
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0x00000000

Logical Address

OXFFFFFFFF

FIGURE 4-2. Flat 4-GB Memory Segmentation

In Figures 4-1 and 4-2, the selector portion of the logical address is shown to
point into a descriptor table determined by a register termed ebTr. This is the CPU’s
Global Descriptor Table Register, which can be set by the operating system to any
suitable linear address. The first entry of the Global Descriptor Table (GDT) is
reserved, and the corresponding selector called “null segment selector” is intended
as an initial value for unused segment registers. Windows 2000 keeps its GDT at
address 0x80036000. The GDT can hold up to 8,192 64-bit entries, resulting in a
maximum size of 64 KB. Windows 2000 uses only the first 128 entries, restricting
the GDT size to 1,024 bytes. Along with the GDT, the 1386 CPU provides a Local
Descriptor Table (LDT) and an Interrupt Descriptor Table (IDT), addressed by the
LDTR and IDTR registers, respectively. Whereas the GpTr and IDTR values are unique
and apply to all tasks executed by the CPU, the LDTR value is task-specific, and, if
used, contains a 16-bit GDT selector.
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Figure 4-3 demonstrates the complex mechanism of linear-to-physical address
translation applied by the 1386 memory management unit if demand paging is
enabled in 4-KB page mode. The Page-Directory Base Register (PDBR) in the upper
left corner contains the physical base address of the page-directory. The PDBR is
identical to the 1386 cr3 register. Only the upper 20 bits are used for addressing.
Therefore, the page-directory is always located on a page boundary. The remaining
PDBR bits are either flags or reserved for future extensions. The page-directory occu-
pies exactly one 4-KB page, structured as an array of 1,024 32-bit page-directory
entries (PDEs). Similar to the PDBR, each PDE can be divided into a 20-bit page-frame
number (PFN) addressing a page-table, and an array of bit flags. Each page-table is
page-aligned and spans 4 KB, comprising 1,024 page-table entries (PTEs). Again, the

0x00000000
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Space
20 Bits
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Do
age-Directory Base Register (PDBR) / CR3
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20 Bits
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FIGURE 4-3. Double-Layered Paging with 4-KB Pages



170 EXPLORING WINDOWS 2000 MEMORY

upper 20 bits are extracted from a PTE to form a pointer to a 4-KB data page.
Address translation takes place by breaking a linear address into three parts: The
upper 10 bits select a PDE out of the page-directory, the next lower 10 bits select a
PTE out of the page-table addressed by the PDE, and, finally, the lower 12 bits spec-
ify an offset into the data page addressed by the PTE.

In the 4-KB paging scheme, the 4-GB linear address space is addressable by
means of a double-layered indirection mechanism. In the worst case, 1,048,576 PTEs
are required to cover the entire range. Because each page-table holds 1,024 PTEs, this
amounts to 1,024 page-tables, which is the number of PDEs the page-directory con-
tains. With the page-directory and each page-table consuming 4 KB, the maximum
memory management overhead in this paging model is 4 KB plus 4 MB, or 4,100 KB.
That’s a reasonable price for a subdivision of the entire 4-GB space into 4-KB tiles
that can be mapped to any linear address.

In 4-MB paging mode, things are much simpler because one indirection layer is
eliminated, as shown in Figure 4-4. Again, the PDBR points to the page-directory,
but now only the upper 10 bits of the PDE are used, resulting in 4-MB alignment of
the target address. Because no page-tables are used, this address is already the base
address of a 4-MB data page. Consequently, the linear address now consists of two
parts only: 10 bits for PDE selection and 22 offset bits. The 4-MB memory scheme
requires no more than 4 KB overhead, because only the page-directory consumes
additional memory. Each of its 1,024 PDEs can address one 4-MB page. This is just
enough to cover the entire 4-GB address space. Thus, 4-MB pages have the advan-
tage of keeping the memory management overhead low, but for the price of a more
coarse addressing granularity.

Both the 4-KB and 4-MB paging modes have advantages and disadvantages.
Fortunately, operating system designers don’t have to decide for one of them, but can
run the CPU in mixed mode. For example, Windows 2000 works with 4-MB pages in
the memory range 0x80000000 to 0x9FFFFFFF, where the kernel modules hal.d11
and ntoskrnl.exe are loaded. The remaining linear address blocks are managed in
4-KB tiles. This mixed design is reccommended by Intel for improved system perfor-
mance, because 4-KB and 4-MB page entries are cached in different Translation
Lookaside Buffers (TLBs) inside the 1386 CPU (Intel 1999c¢, pp. 3-22f). The operating
system kernel is usually large and is always resident in memory, so storing it in sev-
eral 4-KB pages would permanently use up valuable TLB space.

Note that all address translation steps are carried out in physical memory. The
PDBR and all PDEs and PTEs contain physical address pointers. The only linear address
found in Figures 4-3 and 4-4 is the box in the lower left corner specifying the address to
be converted to an offset inside a physical page. On the other hand, applications must
work with linear addresses and are ignorant of physical addresses. However, it is
possible to fill this gap by mapping the page-directory and all of its subordinate page-
tables into the linear address space. On Windows 2000 and Windows NT 4.0, all
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FIGURE 4-4. Single-Layered Paging with 4-MB Pages

PDEs and PTEs are accessible in the address range 0xc0000000 to 0xc03FFFFF. This is
a linear memory area of 4-MB size. This is obviously the maximum amount of memory
consumed by the page-table layer in 4-KB paging mode. The PTE associated to a linear
address can be looked up by simply using its most significant 20 bits as an index into
the array of 32-bit PTEs starting at 0xc0000000. For example, the PTE of address
0x00000000 is located at 0xc0000000. The PTE index of address 0x80000000 is
computed by shifting it right by 12 bits to get at the upper 20 bits, yielding 0x80000.
Because each PTE takes four bytes, the target PTE is found at 0xc0000000 +

(4 * 0x80000) = 0xc0200000. This result looks interesting—obviously, the

address that divides the 4-GB address space in two equal halves is mapped to a

PTE address that divides the PTE array in two equal halves.
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Now let’s go one more step ahead and compute the entry address of the PTE
array itself. The general mapping formula is ( (Linearaddress >> 12) * 4) +
0xC0000000. Setting LinearAddress to 0xC0000000 yields 0xc0300000. Let’s pause
for a moment: The entry at linear address 0xc0300000 points to the beginning of the
PTE array in physical memory. Now look back to Figure 4-3. The 1,024 entries start-
ing at address 0xc0300000 must be the page-directory! This special PDE and PTE
arrangement is exploited by various memory management functions implemented in
ntoskrnl.exe. For example, the (dlocumented) API functions MmIsAddressvalid()
and MmGetPhysicalAddress () take a 32-bit linear address, look up its PDE and, if
applicable, its PTE, and examine their contents. MmIsAddressvalid() simply checks
out whether the target page is currently present in physical memory. If the test fails,
the linear address is either invalid or it refers to a page that has been flushed to
backup storage, represented by the set of system pagefiles. MmGet Physicaladdress ()
first extracts the page-frame number (PFN) corresponding to a linear address, which
is the base address of its associated physical page divided by the page size. Next, it
computes the offset into this page by extracting the least significant 12 bits of the lin-
ear address, and adds the offset to the physical base address determined by the PFN.

More thorough examination of the implementation of MmGetPhysicaladdress ()
reveals another interesting property of the Windows 2000 memory layout. Before any-
thing else, the code tests whether the linear address is within the range 0x80000000 to
0x9FFFFFFF. As already mentioned, this is the home of hal.d11 and ntoskrnl.exe,
and it is also the address block where Windows 2000 uses 4-MB pages. The interesting
thing is that MmGet Physicaladdress () doesn’t care at all for PDEs or PTE:s if the
address is within this range. Instead, it simply sets the top three bits to zero, adds the
byte offset, as usual, and returns the result as the physical address. This means that
the physical address range 0x00000000 to 0x1FFFFFFF is mapped 1:1 to the linear
addresses 0x80000000 to 9FFFFFFF! Knowing that ntoskrnl . exe is always loaded to
the linear address 0x80400000, this means that the Windows 2000 kernel is always
found at physical address 0x00400000, which happens to be the base address of the
second 4-MB page in physical memory. In fact, examination of these memory regions
proves that the above assumptions are correct. You will have the opportunity to see
this with the memory spy presented in this chapter.

DATA STRUCTURES

Some portions of the sample code following in this chapter are concerned with low-
level memory management and peek inside the mechanisms outlined above. For con-
venience, I have defined several C data structures that make this task easier. Because
many data items inside the 1386 CPU are concatenations of single bits or bit groups,
C bit-fields come in handy. Bit-fields are an efficient way to access individual bits of
or extract contiguous bit groups from larger data words. Microsoft Visual C/C++
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generates quite clever code for bit-field operations. Listing 4-2 is part one of a series
of CPU data type definitions, containing the following items:

® X86_REGISTER is a basic unsigned 32-bit integral type that can represent
various CPU registers. This comprises all general-purpose, index, pointer,
control, debug, and test registers.

® x86_SELECTOR represents a 16-bit segment selector, as stored in the
segment registers cs, DS, ES, FS, Gs, and ss. In Figures 4-1 and 4-2,
selectors are depicted as the upper third of a logical 48-bit address, serving
as an index into a descriptor table. For computational convenience, the
16-bit selector value is extended to 32 bits, with the upper half marked
“reserved.” Note that the x86_SELECTOR structure is a union of two
structures. The first one specifies the selector value as a packed 16-bit worp
named wvalue, and the second breaks it up into bit-fields. The rpL field
specifies the Requested Privilege Level, which is either 0 (kernel-mode) or
3 (user-mode) on Windows 2000. The 71 bit switches between the Global
and Local Descriptor Tables (GDT/LDT).

® x86_DESCRIPTOR defines the format of a table entry pointed to by a
selector. It is a 64-bit quantity with a very convoluted structure resulting
from its historic evolution. The linear base address defining the start
location of the associated segment is scattered among three bit-fields
named Basel, Base2, and Base3, with Basel being the least significant
part. The segment limit specifying the segment size minus one is divided
into the pair Limit1 and Limit2, with the former representing the least
significant half. The remaining bit-fields store various segment
properties (cf. Intel 1999c¢, pp. 3-11). For example, the ¢ bit defines
the segment granularity. If zero, the segment limit is specified in bytes;
otherwise, the limit value has to be multiplied by 4 KB. Like x86_SELECTOR,
the x86_DESCRIPTOR structure is composed of a union to allow different
interpretations of its value. The dvalueLow and dvalueHigh members
are helpful if you have to copy descriptors without regard to their
internal structure.

® x36_GATE looks somewhat similar to x86_pEscrIPTOR. In fact, the
structures are related: x86_bpESCRIPTOR is @ GDT entry and describes the
memory properties of a segment, and X86_GATE is an entry inside the
Interrupt Descriptor Table (IDT) and describes the memory properties of
an interrupt handler. The IDT can contain task, interrupt, and trap gates.
(No, Bill Gates is not stored in the IDT!) The x86_GATE structure matches
all three types, with the Type bit-field determining the identity. Type 5
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identifies a task gate; types 6 and 14, interrupt gates; and types 7 and 185,
trap gates. The most significant type bit specifies the size of the gate:
16-bit gates have this bit set to zero; otherwise it is a 32-bit gate.

® X86_TABLE is a tricky structure that is used to read the values of the
GDTR or IDTR by means of the assembly language instructions sGDT
(store GDT register) and s1DT (store IDT register) respectively (cf. Intel
1999b, pp. 3-636). Both instructions require a 48-bit memory operand,
where the limit and base address values will be stored. To maintain
pworD alignment for the 32-bit base address, x86_TABLE starts out
with the 16-bit dummy member wreserved. Depending on whether
the sepT or sIDT instruction is applied, the base address must be
interpreted as a descriptor or gate pointer, as suggested by the union
of Px86_DESCRIPTOR and Px86_GATE types. The wl.imit member is the
same for both table types.

/= == ======= = ===
// INTEL X86 STRUCTURES, PART 1 OF 3
/| ====ss=s====s=ss==s====

typedef DWORD X86_REGISTER, *PX86_REGISTER, **PPX86_REGISTER;

typedef struct _X86_SELECTOR
{
union
{
struct
{
WORD wValue; // packed value
WORD wReserved;
}i

struct
{
unsigned RPL : 2; // requested privilege level
unsigned TI : 1; // table indicator: 0=gdt, 1=1dt
unsigned Index : 13; // index into descriptor table

unsigned Reserved : 16;
}i
}i
}
X86_SELECTOR, *PX86_SELECTOR, **PPX86_SELECTOR;
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#define X86_SELECTOR_ sizeof (X86_SELECTOR)

typedef struct _X86_DESCRIPTOR

{
union
{
struct
{
DWORD dValueLow; // packed value
DWORD dvalueHigh;
}s
struct
{
unsigned Limitl : 16; // bits 15..00
unsigned Basel : 16; // bits 15..00
unsigned Base2 : 8; // bits 23..16
unsigned Type : 4; // segment type
unsigned S 1; // type (O=system, l=code/data)
unsigned DPL 2; // descriptor privilege level
unsigned P 1l; // segment present
unsigned Limit2 4; // bits 19..16
unsigned AVL 1; // available to programmer
unsigned Reserved : 1;
unsigned DB 1; // 0=16-bit, 1=32-bit
unsigned G 1; // granularity (1=4KB)
unsigned Base3 8; // bits 31..24
}i
}i
}

X86_DESCRIPTOR, *PX86_DESCRIPTOR, **PPX86_DESCRIPTOR;

#define X86_DESCRIPTOR_ sizeof (X86_DESCRIPTOR)

typedef struct _X86_GATE
{
union
{
struct
{
DWORD dvalueLow; // packed value
DWORD dvalueHigh;
}i
struct
{
unsigned Offsetl : 16; // bits 15..00
unsigned Selector : 16; // segment selector
unsigned Parameters : 5; // parameters
unsigned Reserved : 35

(continued)
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unsigned Type 4; // gate type and size
unsigned S 1; // always 0

unsigned DPL 2; // descriptor privilege level
unsigned P : 1; // segment present

unsigned Offset2 : 16; // bits 31..16

Y
}i
}
X86_GATE, *PX86_GATE, **PPX86_GATE;

#define X86_GATE_ sizeof (X86_GATE)

typedef struct _X86_TABLE
{

WORD wReserved; //. force 32-bit alignment
WORD wLimit; // table limit
union

{
PX86_DESCRIPTOR pDescriptors; // used by sgdt instruction
PX86_GATE pGates; // used by sidt instruction
}i

}

X86_TABLE, *PX86_TABLE, **PPX86_TABLE;

#define X86_TABLE_ sizeof (X86_TABLE)

// ======s====================s====s================s========

LISTING 4-2. i386 Registers, Selectors, Descriptors, Gates, and Tables

The next set of 386 memory management structures, collected in Listing 4-3,
relates to demand paging and contains several items illustrated in Figures 4-3 and 4-4:

® X86_PDER is, of course, a structural representation of the CPU’s cr3
register, also known as the page-directory base register (PDBR). The upper
20 bits contain the PFN, which is an index into the array of physical 4-KB
pages. PFN=0 corresponds to physical address 0x00000000, PFN=1 to
0x00001000, and so forth. Twenty bits are just enough to cover the entire
4-GB address space. The PFN in the PDBR is the index of the physical
page that holds the page-directory. Most of the remaining bits are
reserved, except for bit #3, controlling page-level write-through (PWT),
and bit #4, disabling page-level caching if set.
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® x86_PDE_4M and X86_PDE_4K are alternative incarnations of page-directory
entries (PDEs) for 4-MB and 4-KB pages, respectively. A page-directory
contains a maximum of 1,024 PDEs. Again, PFN is the page-frame number,
pointing to the subordinate page. For a 4-MB PDE, the PFN bit-field is
only 10 bits wide, addressing a 4-MB data page. The 20-bit PFN of 4-KB
PDE points to a page-table that ultimately selects the physical data pages.
The remaining bits define various properties. The most interesting ones are
the “Page Size” bit ps, controlling the page size (0 = 4-KB, 1 = 4-MB), and
the “Present” bit p, indicating whether the subordinate data page (4-MB
mode) or page-table (4-KB mode) is present in physical memory.

* x86_PTE_4K defines the internal structure of a page-table entry
(PTE) contained in a page-table. Like a page-directory, a page-table
can contain up to 1,024 entries. The only difference between
x86_PTE_4K and x86_PDE_4K is that the former lacks the ps bit, which
is not required because the page size must be 4-KB, as determined by
the PDE’s ps bit. Note that there is no such thing as a 4-MB PTE,
because the 4-MB memory model doesn’t require an intermediate
page-table layer.

® X86_PNPE represents a “page-not-present entry” (PNPE), that is, a PDE
or PTE in which the p bit is zero. According to the Intel manuals, the
remaining 31 bits are “available to operating system or executive” (Intel
1999c¢, pp. 3-28). If a linear address maps to a PNPE, this means either
that this address is unused or that it points to a page that is currently
swapped out to one of the pagefiles. Windows 2000 uses the 31
unassigned bits of the PNPE to store status information of the page.
The structure of this information is undocumented, but it seems that
bit #10, named pageFile in Listing 4-3, is set if the page is swapped
out. In this case, the Reservedl and rReservea2 bit-fields contain values
that enable the system to locate the page in the pagefiles, so it can be
swapped in as soon as one of its linear addresses is touched by a memory
read/write instruction.

¢ x86_pE is included for convenience. It is merely a union of all possible
forms a page entry can take, comprising the PDBR contents, 4-MB and
4-KB PDEs, PTEs, and PNPEs.
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/1
// INTEL X86 STRUCTURES, PART 2 OF 3
// ===

typedef struct _X86_PDBR // page-directory base register (cr3)
{

union
{
struct
{
DWORD dvValue; // packed value
}i
struct
{
unsigned Reservedl : 3;
unsigned PWT : 1; // page-level write-through
unsigned PCD : 1; // page-level cache disabled
unsigned Reserved2 : 7;
unsigned PFN : 20; // page-frame number
}i
}i
}

X86_PDBR, *PX86_PDBR, **PPX86_PDBR;

#define X86_PDBR_ sizeof (X86_PDBR)

typedef struct _X86_PDE_4M // page-directory entry (4-MB page)
{
union
{
struct
{
DWORD dvalue; // packed value
}i
struct

{

unsigned P : 1; // present (1 = present)
unsigned RW 1; // read/write

unsigned US 1; // user/supervisor

unsigned PWT 1; // page-level write-through
unsigned PCD : 1; // page-level cache disabled
unsigned A 1; // accessed

unsigned D 1; // dirty

unsigned PS 1; // page size (1 = 4-MB page)
unsigned G 1; // global page

unsigned Available 3; // available to programmer
unsigned Reserved : 10;

unsigned PFN : 10; // page-frame number

}i
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}:
}
X86_PDE_4M, *PX86_PDE_4M, **PPX86_PDE_A4M;

#define X86_PDE_4M_ sizeof (X86_PDE_4M)

typedef struct _X86_PDE_4K // page-directory entry (4-KB page)

{
union
{
struct
{
DWORD dvalue; // packed value
}i
struct
{
unsigned P 1; // present (1 = present)
unsigned RW 1; // read/write
unsigned US 1; // user/supervisor
unsigned PWT 1; // page-level write-through
unsigned PCD 1; // page-level cache disabled
unsigned A 1; // accessed
unsigned Reserved 1; // dirty
unsigned PS 1; // page size (0 = 4-KB page)
unsigned G 1; // global page
unsigned Available 3; // available to programmer
unsigned PFN 20; // page-frame number
}i
}i
}

X86_PDE_4K, *PX86_PDE_4K, **PPX86_PDE_A4K;

#define X86_PDE_4K_ sizeof (X86_PDE_4K)

typedef struct _X86_PTE_4K // page-table entry (4-KB page)

{
union
{
struct
{
DWORD dvalue; // packed value
}i
struct
{
unsigned P : 1; // present (1 = present)
unsigned RW : 1; // read/write
unsigned US : 1; // user/supervisor

(continued)
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unsigned PWT 1; // page-level write-through
unsigned PCD 1; // page-level cache disabled
unsigned A 1; // accessed
unsigned D 1; // dirty
unsigned Reserved 1;
unsigned G 1; // global page
unsigned Available 3; // available to programmer
unsigned PFN 20; // page-frame number

}i
}i
}
X86_PTE_4K, *PX86_PTE_4K, **PPX86_PTE_A4K;

#define X86_PTE_4K_ sizeof (X86_PTE_4K)

typedef struct _X86_PNPE // page not present entry

{
union
{
struct
{
DWORD dvalue; // packed value
}i
struct
{
unsigned P : 1; // present (0 = not present)
unsigned Reservedl : 9;
unsigned PageFile : 1; // page swapped to pagefile
unsigned Reserved2 : 21;
}i '
}i
}

X86_PNPE, *PX86_PNPE, **PPX86_PNPE;

#define X86_PNPE_ sizeof (X86_PNPE)

typedef struct _X86_PE // general page entry
{

union
{
DWORD dvalue; // packed value
X86_PDBR pdbr; // page-directory Base Register

X86_PDE_4M pdedM; // page-directory entry (4-MB page)
X86_PDE 4K pdedK; // page-directory entry (4-KB page)
X86_PTE_4K ptedK; // page-table entry (4-KB page)
X86_PNPE pnpe; // page not present entry

Yi
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}
X86_PE, *PX86_PE, **PPX86_PE;

#define X86_PE_ sizeof (X86_PE)

/| ======================s===============s====s====s=====S==ss===========

LISTING 4-3. 1386 PDBR, PDE, PTE, and PNPE Values

In Listing 4-4, T have added structural representations of linear addresses.
These structures are formal definitions of the “Linear Address” boxes in Figures 4-3
and 4-4:

® x86_LINEAR_4M is the format of linear addresses that point into a 4-MB
data page, as shown in Figure 4-4. The page-directory index pDI is an
index into the page-directory currently addressed by the PDBR, selecting
one of its PDEs. The 22-bit offset member points to the target address
within the corresponding 4-MB physical page.

* X86_LINEAR_4K is the 4-KB variant of a linear address. As outlined in
Figure 4-3, it is composed of three bit-fields: Like in a 4-MB address, the
upper 10 pp1 bits select a PDE. The page-table index pTT has a similar
duty, pointing to a PTE inside the page-table addressed by this PDE. The
remaining 12 bits are the offset into the resulting 4-KB physical page.

® x86_LINEAR is another convenience structure that simply unites
X86_LINEAR_4M and X86_LINEAR_4K in a single data type.

MACROS AND CONSTANTS

The definitions in Listing 4-5 are supplements to the structures in Listings 4-2 to 4-4
and make the work with i386 memory management easier. They can be subdivided
into three main groups. The first group handles linear addresses:

1. X86_PAGE_MASK, X86_PDI_MASK, and X86_PTI_MASK are bit masks that
isolate the constituent parts of linear addresses. They are based on the
constants PAGE_SHIFT (12), PDI-SHIFT (22), and PTI-SHIFT (12),
defined in the Windows 2000 DDK header file ntddk.h. x86_PAGE MASK
evaluates to 0xFFFFF000, effectively masking off the 4-KB offset part of a
linear address (cf. x86_L.INEAR_4K). X86_PDI_MASK is equal to 0xFFC00000
and obviously extracts the 10 topmost PDI bits of a linear address (cf.
X86_LINEAR_4M and X86_LINEAR_4K). X86_PTI_MASK evaluates to

.0x003FF0000 and masks off all bits except for the page-table index (PTI)
bits of a linear address (cf. x86_LINEAR_4K).
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// S
// INTEL X86 STRUCTURES, PART 3 OF 3

/1 ===== ==

typedef struct _X86_LINEAR_4M // linear address (4-MB page)

{
union
{
struct
{
PVOID pAddress; // packed address
}:
struct
{
unsigned Offset : 22; // offset into page
unsigned PDI : 10; // page-directory index
}i
}i
}

X86_LINEAR_4M, *PX86_LINEAR_4M, **PPX86_LINEAR_4M;

#define X86_LINEAR_4M _ sizeof (X86_LINEAR_4M)

typedef struct _X86_LINEAR_4K // linear address (4-KB page)
{

union

{

struct
{
PVOID pAddress; // packed address
}:

struct
{
unsigned Offset : 12; // offset into page
unsigned PTI : 10; // page-table index
unsigned PDI : 10; // page-directory index
}i

}i

}
X86_LINEAR_4K, *PX86_LINEAR 4K, **PPX86_LINEAR_4K;

#define X86_LINEAR_4K_ sizeof (X86_LINEAR_ 4K)

typedef struct _X86_LINEAR // general linear address
{

union

{
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PVOID pAddress; // packed address
X86_LINEAR_4M lineard4M; // linear address (4-MB page)
X86_LINEAR_4K lineardK; // linear address (4-KB page)
Y

}

X86_LINEAR, *PX86_LINEAR, **PPX86_LINEAR;

#define X86_LINEAR sizeof (X86_LINEAR)

// =============s===================================================

LISTING 4-4. 1386 Linear Addresses

2. x86_PAGE(), x86_pDI(), and x86_pPTI () use the above constants
to compute the page index, PDI, or PTI of a given linear address.
X86_PAGE () is typically used to read a PTE from the Windows 2000 PTE
array starting at address 0xc0000000. x86_PDI () and x86_PTI () simply
apply x86_PDI_MASK or X86_PTI_ MASK to the supplied pointer and shift
the resulting index to the rightmost bit position.

3. x86_OFFSET_4M () and x86_OFFSET_4K () extract the offset portion of a
4-MB or 4-KB linear address, respectively.

4. x86_PAGE_4M and x86_PAGE_4K compute the sizes of 4-MB and 4-KB
pages from the DDK constants PDI_SHIFT and PTI_SHIFT, resulting
in x86_PAGE_4M = 4,194,304 and x86_pPAGE_4K = 4,096. Note that
X86_PAGE_4K is equivalent to the DDK constant PAGE_sIZE, also
defined in ntddk.h.

5. x86_PAGES_4M and x86_PAGES_4K state the number of 4-MB or 4-KB
pages fitting into the 4-GB linear address space. x86_PAGES_4M evaluates
to 1,024, and x86_pAGES_4K to 1,048,576.

The second group of macros and constants relates to the Windows 2000 PDE
and PTE arrays. Unlike several other system addresses, the base addresses of these
arrays are not available as global variables set up at boot time, but are defined as
constants. This can be proved easily by disassembling the memory manager API
functions MmGetPhysicaladdress () or MmIsAddressvValid (), where these addresses
appear as “magic numbers.” These constants are not included in the DDK header
files, but Listing 4-5 shows how they might have been defined.

® x86_PAGES is a hard-coded address and points, of course, to 0xC0000000,
where the Windows 2000 PTE array starts.
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® X86_PTE_ARRAY is equal to X86_PAGES, but typecasts the value to Px86_pE,
that is, a pointer to an array of x86_PE page entry structures, as defined in
Listing 4-2.

® X86_PDE_ARRAY is a tricky definition that computes the base address of the
PDE array from the PTE array location, using the pTT_sHIFT constant. As
explained earlier, the general formula for mapping a linear address to a PTE
address is ( (LinearAddress >> 12) * 4) + 0xC0000000, and the page-
directory is located by setting Linearaddress to 0xc0000000. Nothing else is
done by the definition of x86_PDE_ARRAY.

/1 ===
// INTEL X86 MACROS & CONSTANTS

1 === ====
#define X86_PAGE_MASK (0 - (1 << PAGE_SHIFT))

#define X86_PAGE(_p) (((DWORD) (_p) & X86_PAGE_MASK) >> PAGE_SHIFT)

#define X86_PDI_MASK (0 - (1 << PDI_SHIFT))

#define X86_PDI (_p) (((DWORD) (_p) & X86_PDI_MASK) >> PDI_SHIFT)
#define X86_PTI_MASK ((0 - (1 << PTI_SHIFT)) & ~X86_PDI_MASK)
#define X86_PTI (_p) (((DWORD) (_p) & X86_PTI_MASK) >> PTI_SHIFT)

#define X86_OFFSET_4M(_p) ((_p) & ~(X86_PDI_MASK ))
#define X86_OFFSET_4K(_p) ((_p) & ~(X86_PDI_MASK | X86_PTI_MASK))

#define X86_PAGE_4M (1 << PDI_SHIFT)
#define X86_PAGE_4K (1 << PTI_SHIFT)

#define X86_PAGES_4M (1 << (32 - PDI_SHIFT))
#define X86_PAGES_4K (1 << (32 - PTI_SHIFT))

[ =
#define X86_PAGES 0xC0000000

#define X86_PTE_ARRAY ( (PX86_PE) X86_PAGES)

#define X86_PDE_ARRAY (X86_PTE_ARRAY + (X86_PAGES >> PTI_SHIFT))
J =
#define X86_SELECTOR_RPL 0x0003

#define X86_SELECTOR_TI 0x0004

#define X86_SELECTOR_INDEX OxXFFF8

#define X86_SELECTOR_SHIFT 3
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#define X86_SELECTOR_LIMIT (X86_SELECTOR_INDEX >> \
X86_SELECTOR_SHIFT)

A
#define X86_DESCRIPTOR_SYS_TSS16A 0x1
#define X86_DESCRIPTOR_SYS_LDT 0x2
#define X86_DESCRIPTOR_SYS_TSS16B 0x3
#define X86_DESCRIPTOR_SYS_CALL16 0x4
#define X86_DESCRIPTOR_SYS_TASK 0x5
#define X86_DESCRIPTOR_SYS_INT16 0x6
#define X86_DESCRIPTOR_SYS_TRAP16 0x7
#define X86_DESCRIPTOR_SYS_TSS32A 0x9
#define X86_DESCRIPTOR_SYS_TSS32B 0xB
#define X86_DESCRIPTOR_SYS_CALL32 0xC
#define X86_DESCRIPTOR_SYS_INT32 OxXE
#define X86_DESCRIPTOR_SYS_TRAP32 0xF
/] e e e
#define X86_DESCRIPTOR_APP_ACCESSED 0x1

#define X86_DESCRIPTOR_APP_READ WRITE 0x2
#define X86_DESCRIPTOR_APP_EXECUTE_READ 0x2
#define X86_DESCRIPTOR_APP_EXPAND_DOWN 0x4
#define X86_DESCRIPTOR_APP_CONFORMING 0x4

#define X86_DESCRIPTOR_APP_CODE 0x8
S —
LisTING 4-5. Additional i386 Memory Management Definitions

The last two sections of Listing 4-5 handle selectors and special types of
descriptors, and are complementary to Listing 4-2:

® X86_SELECTOR_RPL, X86_SELECTOR_TI, and X86_SELECTOR_INDEX
are bit masks corresponding to the Rp1., TI, and Index members of the
X86_SELECTOR structures defined in Listing 4-2.

® X86_SELECTOR_SHIFT is a right-shift factor that right-aligns the value of
* the selector’s Index member.

* x86_SELECTOR_LIMIT defines the maximum index value a selector can
hold and is equal to 8,191. This value determines the maximum size of a
descriptor table. Each selector index points to a descriptor, and each
descriptor consists of 64 bits or 8 bytes (cf. x86_DESCRIPTOR in Listing 4-2),
so the maximum descriptor table size amounts to 8,192 * 8 = 64 KB.
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® The list of x86_DESCRIPTOR_sYS_* constants define values of a
descriptor’s Type member if its s-bit is zero, identifying it as a system
descriptor. Please refer to Listing 4-2 for the bit-field layout of a descriptor,
determined by the structure x86_DESCRIPTOR. The system descriptor types
are described in detail in the Intel manuals (Intel 1999c¢, pp. 3-15f) and
summarized in Table 4-1.

The x86_DESCRIPTOR_APP_* constants concluding Listing 4-5 apply to a
descriptor’s Type member if it is an application descriptor referring to a code or
data segment, identified by a nonzero s-bit. Because application descriptor types
can be characterized by independent properties reflected by the four type bits, the
X86_DESCRIPTOR_APP_* constants are defined as single-bit masks, in which some
bits are interpreted differently for data and code segments:

® X86_DESCRIPTOR_APP_ACCESSED is set if the segment has been accessed.

® X86_DESCRIPTOR_APP_READ_WRITE decides whether a data segment allows
read-only or read/write access.

® X86_DESCRIPTOR_APP_EXECUTE_READ decides whether a code segment
allows execute-only or execute/read access.

® x86_DESCRIPTOR_APP_DOWN is set for expand-down data segments, which
is a property commonly exposed by stack segments.

® x86_DESCRIPTOR_APP_CONFORMING indicates whether a code segment is
conforming, that is, whether it can be called by less privileged code
(cf. Intel 1999c, pp. 4-13ff).

® x86_DESCRIPTOR_APP_CODE distinguishes code and data segments. Note
that stack segments belong to the data segment category and must always
be writable.

We will revisit system descriptors later when the memory spy application pre-
sented in the next sections is up and running. Table 4-1 also concludes a short intro-
duction to 1386 memory management. For more information on this topic, please
refer to the original Intel Pentium manuals (Intel 1999a, 1999b, 1999c¢) or one of the
secondary readings, such as Robert L. Hummel’s great 80486 reference handbook
(Hummel 1992).
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TABLE 4-1. System Descriptor Types

NAME VALUE DESCRIPTION
X86_DESCRIPTOR_SYS_TSS16A 0x1 16-bit Task State Segment (Available)
X86_DESCRIPTOR_SYS_LDT 0x2 Local Descriptor Table
X86_DESCRIPTOR_SYS_TSS16B 0x3 16-bit Task State Segment (Busy)
X86_DESCRIPTOR_SYS_CALL16 0x4 16-bit Call Gate
X86_DESCRIPTOR_SYS_TASK 0x5 Task Gate
X86_DESCRIPTOR_SYS_INT16 0x6 16-bit Interrupt Gate
X86_DESCRIPTOR_SYS_TRAP16 0x7 16-bit Trap Gate
X86_DESCRIPTOR_SYS_TSS32A 0x9 32-bit Task State Segment (Available)
X86_DESCRIPTOR_SYS_TSS32B 0xB 32-bit Task State Segment (Busy)
X86_DESCRIPTOR_SYS_CALL32 0xC 32-bit Call Gate
X86_DESCRIPTOR_SYS_INT32 OxE 32-bit Interrupt Gate
X86_DESCRIPTOR_SYS_TRAP32 OxF 32-bit Trap Gate

A SAMPLE MEMORY SPY DEVICE

One of the frequently recurring Microsoft statements about Windows NT and 2000 is
that it is a secure operating system. Along with user authentication issues in network-
ing environments, this also includes robustness against bad applications that might
compromise the system’s integrity by misusing pointers or writing outside the bounds
of a memory data structure. This has always been a nasty problem on Windows 3.x,
in which the system and all applications shared a single memory space. Windows NT
has introduced a clear separation between system and application memory and
between concurrent processes. Each process gets its own 4-GB address space, as
depicted in Figure 4-2. Whenever a task switch occurs, the current address space is
switched out and another one is mapped in by selecting different values for the seg-
ment registers, page tables, and other memory management data specific to a
process. This design prevents applications from inadvertently tampering with
memory of other applications. Each process also requires access to system
resources, so the 4-GB space always contains some system code and data. To
protect these memory regions from being overwritten by hostile application code, a
different trick is employed.
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Wimnbows 2000 MEMORY SEGMENTATION

Windows 2000 has inherited the basic memory segmentation scheme of Windows
NT 4.0, which divides the 4-GB process address space in two equal parts by default.
The lower half, comprising the range 0x00000000 to 0x7FFFFFFF, contains applica-
tion data and code running in user-mode, which is equivalent to Privilege Level 3 or
“Ring 3” in Intel’s terminology (Intel 1999a, pp. 4-8ff; Intel 1999c, pp. 4-8ff). The
upper half, ranging from 0x80000000 to 0xFFFFFFFF, is reserved for the system,
which is running in kernel-mode, also known as Intel’s Privilege Level 0 or “Ring 0.”
The privilege level determines what operations may be executed and which memory
locations can be accessed by the code. Especially, this means that certain CPU
instructions are forbidden and certain memory regions are inaccessible, for low-
privileged code. For example, if a user-mode application touches any address in

the upper half of the 4-GB address space, the system will throw an exception and
terminate the application process without giving it another chance.

Figure 4-5 demonstrates what happens if an application attempts to read from
address 0x80000000. This strict access limitation is good for the integrity of the sys-
tem but bad for debugging tools that should be able to show the contents
of all valid memory regions. Fortunately, an easy workaround exists: Like the sys-
tem itself, kernel-mode drivers run on the highest privilege level and therefore are
allowed to execute all CPU instructions and to see all memory locations. The trick is
to inject a spy driver into the system that reads the requested memory and sends the
contents to a companion application waiting in user-mode. Of course, even a kernel-
mode driver cannot read from virtual memory addresses that aren’t backed up by
physical or page file memory. Therefore, such a driver must check all addresses care-
fully before accessing them in order to avoid the dreaded Blue Screen Of Death
(BSOD). Contrary to an application exception, which terminates the problem appli-
cation only, a driver exception stops the entire system and forces a full reboot.

FIGURE 4-5. Addresses Starting at 0x80000000 Are Not Accessible in User-mode

THE DEVICE I/0O CONTROL DISPATCHER

The companion CD of this book contains the source code of a versatile spy device
implemented as a kernel-mode driver, which can be found in the \src\w2k_spy
directory tree. This device is based on a driver skeleton generated by the driver
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wizard introduced in Chapter 3. The user-mode interface of w2k_spy. sys is based on
Win32 Device I/O Control (IOCTL), briefly described in the same chapter. The spy
driver defines a device named \Device\w2k_spy and a symbolic link, \DosDevices\
w2k_spy, required to make the device reachable from user-mode. It is funny that the
namespace of symbolic links is called \DosDevices. We are certainly not working
with DOS device drivers here. This name has historic roots and is now set in stone.
With the symbolic link installed, the driver can be opened by any user-mode module
via the standard Win32 API function createFile (), using the path \\.\w2k_spy.
The character sequence \\ .\ is a general escape for local devices. For example,
\\.\cC: refers to hard disk c: of the local system. See the createFile () documen-
tation in the Microsoft Platform SDK for more details.

Parts of the driver’s header file w2k_spy.h are included above as Listings 4-2
to 4-5. This file is somewhat similar to a DLL header file: It contains definitions
required by the module itself during compilation, but it also provides enough infor-
mation for a client application that needs to interface to it. Both the DLL/driver
and the client application include the same header file, and each module picks out
the definitions it needs for proper operation. However, this Janus-headed nature
of the header file creates many more problems for a kernel-mode driver than for
a DLL because of the special development environment Microsoft provides for dri-
vers. Unfortunately, the header files contained in the DDK are not compatible with
the Win32 files in the Platform SDK. The header files cannot be mixed, at least not
in C language projects, resulting in a deadlocked situation in which the kernel-
mode driver has access to constants, macros, and data types not available to the
client application, and vice versa. Therefore, w2k_spy . c defines a flag constant
named _w2k_spy_svs_, and w2k_spy . h checks the presence or absence of this con-
stant to define items that are missing in one or the other environment, using
#ifdef...#else...#endif clauses. This means that all definitions found in the
#ifdef _w2K_sPY_svs_ branch are “seen” by the driver code only, whereas the defini-
tions in the #else branch are evaluated exclusively by the client application. All parts
of w2k_spy . h outside these conditional clauses apply to both modules.

In Chapter 3, in the discussion of my driver wizard, I presented the driver skeleton
code provided by the wizard in Listing 3-3. The starting point of any new driver project
created by this wizard is usually the DeviceDispatcher () function. It receives a device
context pointer and a pointer to the I/O Request Packet (IRP) that is to be dispatched.
The wizard’s boilerplate code already handles the basic I/O requests TRP_MJ_CREATE,
IRP_MJ_CLEANUP, and IRP_MJ_CLOSE, sent to the device when it is opened or closed by
a client. The peviceDispatcher () simply returns STATUS_succCEss for these requests,
so the device can be opened and closed without error. For some devices, this behavior is
sufficient, but others require more or less complex initialization and cleanup code here.
All remaining requests return sTATUS_NOT_IMPLEMENTED. The first step in the extension
of the code is to change this default behavior by handling more requests. As already
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noted, one of the main tasks of w2k_spy. sys is to send data unavailable in user-mode
to a Win32 application by means of IOCTL calls, so the work starts with the addition
of an TRP_MJ_DEVICE_CONTROL case to the DeviceDispatcher () function. Listing 4-6
shows the updated code, as it appears in w2k_spy . c.

NTSTATUS DeviceDispatcher (PDEVICE_CONTEXT pDeviceContext,
PIRP pIrp)
{
PIO_STACK_LOCATION pisl;
DWORD dInfo = 0;
NTSTATUS ns = STATUS_NOT_IMPLEMENTED;

pisl = IoGetCurrentIrpStackLocation (pIrp);

switch (pisl->MajorFunction)

{

case IRP_MJ_CREATE:

case IRP_MJ_CLEANUP:

case IRP_MJ_CLOSE:
{
ns = STATUS_SUCCESS;
break;
}

case IRP_MJ_DEVICE_CONTROL:
{
ns = SpyDispatcher (pDeviceContext,

pisl->Parameters.DeviceIoControl
.IoControlCode,

pIrp->AssociatedIrp.SystemBuffer,
pisl->Parameters.DeviceIoControl
. InputBufferLength,

pIrp->AssociatedIrp.SystemBuffer,
pisl->Parameters.DeviceIoControl
.OutputBufferLength,
&dInfo) ;
break;

}
pIrp->IoStatus.Status = ns;
pIrp->IoStatus.Information = dInfo;

IoCompleteRequest (pIrp, IO_NO_INCREMENT) ;
return ns;

}

LISTING 4-6. Adding an 1rp_m3_DEVICE_CONTROL Case to the Dispatcher
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The IOCTL handler in Listing 4-6 is fairly simple—it just calls spyDispatcher ()
with parameters it extracts from the IRP structure and the current I/O stack location
embedded in it. The spyDispatcher (), shown in Listing 4-7, requires the following
arguments:

® pDeviceContext is the driver’s device context. The basic Device_Context
structure provided by the driver wizard contains the driver and device object
pointers only (see Listing 3-4). The spy driver adds a couple of members to it
for private use.

® dcode specifies the IOCTL code that determines the command to be
executed by the spy device. An IOCTL code is a 32-bit integer consisting
of 4 bit-fields, as illustrated by Figure 4-6.

® pInput points to the buffer providing the IOCTL input data.

® drnput is the size of the input buffer.

® poutput points to the buffer receiving the IOCTL output data.
® doutput is the size of the output buffer.

® pdInfo points to a DWORD variable that should receive the number of bytes
written to the output buffer.

Depending on the IOCTL method used, the input and output buffers are
passed differently from the system to the driver. The spy device uses buffered I/O,
directing the system to copy the input data to a safe buffer allocated automatically
by the system, and to copy a specified amount of data from the same system buffer
to the caller’s output buffer on return. It is important to keep in mind that the input
and output buffers overlap in this case, so the IOCTL handler must save any input
data it might need later before it writes any output data to the buffer. The pointer to
this I/O buffer is stored in the systemBuffer member of the aAssociatedIrp union
inside the 1RP structure (cf. ntdadk.hn). The input and output buffer sizes are stored
in a completely different location of the tRp—they are part of the DeviceIoControl
member of the parameters union inside the IRP’ s current stack location, named
InputBufferLength and OutputBufferLength, respectively. The DeviceIoControl
substructure also provides the IOCTL code via its ToControlCode member. More
information about the Windows NT/2000 IOCTL methods and how they pass data
in and out can be found in my article “A Spy Filter Driver for Windows NT” in
Windows Developer’s Journal (Schreiber 1997).
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NTSTATUS SpyDispatcher (PDEVICE_CONTEXT pDeviceContext,

DWORD dCode,

PVOID pInput,
DWORD dInput,
PVOID pOutput,
DWORD dOutput,
PDWORD pdInfo)

{

SPY_MEMORY_BLOCK smb;
SPY_PAGE_ENTRY spe;
SPY_CALL_INPUT sci;
PHYSICAL_ADDRESS pa;

DWORD dvalue, dCount;

BOOL fReset, fPause, fFilter, fLine;
PVOID pAddress;

PBYTE pbName ;

HANDLE hObject;

NTSTATUS ns = STATUS_INVALID_PARAMETER;

MUTEX_WAIT (pDeviceContext->kmDispatch) ;

*pdInfo = 0;

switch (dCode)
{
case SPY_IO_VERSION_INFO:
{
ns = SpyOutputVersionInfo (pOutput, dOutput, pdInfo);
break;
}
case SPY_TIO_OS_INFO:
{
ns = SpyOutputOsInfo (pOutput, dOutput, pdInfo);
break;
}
case SPY_IO_SEGMENT:
{
if ((ns = SpyInputDword (&dvalue,
pInput, dInput))
== STATUS_SUCCESS)
{
ns = SpyOutputSegment (dvalue,
pOutput, dOutput, pdInfo);
}
break;
}
case SPY_IO_INTERRUPT:
{
if ((ns = SpyInputDword (&dValue,
pInput, dInput))
== STATUS_SUCCESS)
{
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ns = SpyOutputInterrupt (dvalue,
pOutput, dOutput, pdInfo);
}
break;
}
case SPY_TIO_PHYSICAL:
{
if ((ns = SpyInputPointer (&pAddress,
pInput, dInput))
== STATUS_SUCCESS)

pa = MmGetPhysicalAddress (pAddress);

ns = SpyOutputBinary (&pa, PHYSICAL_ADDRESS_,
pOutput, doOutput, pdInfo);
}
break;
}
case SPY_IO_CPU_INFO:
{
ns = SpyOutputCpuInfo (pOutput, dOutput, pdInfo);
break;
}
case SPY_IO_PDE_ARRAY:
{
ns = SpyOutputBinary (X86_PDE_ARRAY, SPY_ PDE_ARRAY_,
pOutput, dOutput, pdInfo);
break;
}
case SPY_TIO_PAGE_ENTRY:
{
if ((ns = SpyInputPointer (&pAddress,
pInput, dInput))
== STATUS_SUCCESS)
{
SpyMemoryPageEntry (pAddress, &spe);

ns = SpyOutputBinary (&spe, SPY_PAGE_ENTRY_,
pOutput, doutput, pdInfo);
}
break;
}
case SPY_IO_MEMORY_DATA:
{
if ((ns = SpyInputMemory (&smb,
pInput, dInput))
== STATUS_SUCCESS)
{
ns = SpyOutputMemory (&smb,
pOutput, dOutput, pdInfo);

(continued)
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break;
}
case SPY_IO_MEMORY_BLOCK:
{
if ((ns = SpyInputMemory (&smb,
pInput, dInput))

STATUS_SUCCESS)

-~

ns = SpyOutputBlock (&smb,
pOutput, dOutput, pdInfo);
}
break;
}
case SPY_IO_HANDLE_INFO:
{
if ((ns = SpyInputHandle (&hObject,
pInput, dInput))

STATUS_SUCCESS)

-~

ns = SpyOutputHandleInfo (hObject,
pOutput, dOutput, pdInfo);
}
break;
}
case SPY_TIO_HOOK_INFO:
{
ns = SpyOutputHookInfo (pOutput, dOutput, pdInfo);
break;
}
case SPY_TO_HOOK_INSTALL:
{
if (((ns = SpyInputBool (&fReset,
pInput, dInput))
== STATUS_SUCCESS)
&&
((ns = SpyHookInstall (fReset, &dCount))
== STATUS_SUCCESS) )
{
ns = SpyOutputDword (dCount,
pOutput, dOutput, pdInfo);
}
break;
}
case SPY_IO_HOOK_REMOVE:
{
if (((ns = SpyInputBool (&fReset,
pInput, dInput))
== STATUS_SUCCESS)
&&
((ns = SpyHookRemove (fReset, &dCount))
== STATUS_SUCCESS))
{
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ns = SpyOutputDword (dCount,
pOutput, dOutput, pdInfo);
}
break;
}
case SPY_TIO_HOOK_PAUSE:
{
if ((ns = SpyInputBool (&fPause,
pInput, dInput))
== STATUS_SUCCESS)
{
fPause = SpyHookPause (fPause);

ns = SpyOutputBool (fPause,
pOutput, dOutput, pdInfo);
}
break;
}
case SPY_TIO_HOOK_FILTER:
{
if ((ns = SpyInputBool (&fFilter,
pInput, dInput))
== STATUS_SUCCESS)
{
fFilter = SpyHookFilter (fFilter);

ns = SpyOutputBool (fFilter,
pOutput, dOutput, pdInfo);
}
break;
}
case SPY_IO_HOOK_RESET:
{
SpyHookReset () ;
ns = STATUS_SUCCESS;
break;
}
case SPY_IO_HOOK_READ:
{
if ((ns = SpyInputBool (&fLine,
pInput, dInput))
== STATUS_SUCCESS)
{
ns = SpyOutputHookRead (fLine,
pOutput, dOutput, pdInfo);
}
break;
}
case SPY_IO_HOOK_WRITE:
{
SpyHookWrite (pInput, dInput);

(continued)
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ns = STATUS_SUCCESS;
break;
}
case SPY_IO_MODULE_INFO:
{
if ((ns = SpyInputPointer (&pbName,
pInput, dInput))
== STATUS_SUCCESS)

ns = SpyOutputModuleInfo (pbName,
pOutput, dOutput, pdInfo) ;
}
break;
}
case SPY_TIO_PE_HEADER:
{
if ((ns = SpylInputPointer (&pAddress,
pInput, dInput))

STATUS_SUCCESS)

-~

ns = SpyOutputPeHeader (pAddress,
pOutput, dOutput, pdInfo);
}
break;
}
case SPY_TIO_PE_EXPORT:
{
if ((ns = SpyInputPointer (&pAddress,
pInput, dInput))
STATUS_SUCCESS)

-~

ns = SpyOutputPeExport (pAddress,
pOutput, dOutput, pdInfo);
}
break;
}
case SPY_IO_PE_SYMBOL:
{
if ((ns = SpyInputPointer (&pbName,
pInput, dInput))

STATUS_SUCCESS)

-~

ns = SpyOutputPeSymbol (pbName,
pOutput, dOutput, pdInfo);
}
break;
}
case SPY_IO_CALL:
{
if ((ns = SpyInputBinary (&sci, SPY_CALL_INPUT_,
pInput, dInput))

== STATUS_SUCCESS)
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{
ns = SpyOutputCall (&sci,
pOutput, doutput, pdInfo);
}
break;
}
}
MUTEX_RELEASE (pDeviceContext->kmDispatch) ;
return ns;

}

LISTING 4-7. The Spy Driver’s Internal Command Dispatcher

The main DDK header file ntddk.h, as well as the Win32 file winioctl.hin
the Platform SDK, define the simple but highly convenient cTr._copEe () macro shown
in Listing 4-8 to build IOCTL codes according to the diagram in Figure 4-6. The four
parts serve the following purposes:

1. DeviceType is a 16-bit device type ID. ntddk.n lists a couple of predefined
types, symbolized by the constants FILE_DEVICE_*. Microsoft reserves the
range 0x0000 to 0x7FFF for internal use, while the range 0x8000 to 0xFFFF
is available to developers. The spy driver defines its own device ID
FILE_DEVICE_SPY and sets it to 0x8000.

2. Access specifies the 2-bit access check value determining the required
access rights for the IOCTL operation. Possible values are FILE_aANY_
access (0), FILE_READ_ACCESS (1), FILE_WRITE_ACCESS (2), and the
combination of the latter two, FILE_READ_ACCESS | FILE_WRITE_
ACCESS (3). See ntddk.h for more details.

3. Function is a 12-bit ID that selects the operation to be performed by the
device. Microsoft reserves the values 0x000 to 0x7FF for internal use, and
leaves range 0x800 to 0xFFF for developers. The IOCTL function IDs
recognized by the spy device are drawn from the latter number pool.

4. Method consists of 2 bits, selecting one of four available I/O transfer
methods named METHOD_BUFFERED (0), METHOD_IN_DIRECT (1), METHOD_
OUT_DIRECT (2), and METHOD_NEITHER (3), found in ntddak.h. The spy
device uses METHOD_BUFFERED for all requests, which is a highly secure but
also somewhat sluggish method because of the data copying between the
client and system buffers. Because the I/O of the memory spy is not time-
critical, it is a good idea to opt for security. If you want to know more
about the other methods, please refer to my spy filter article mentioned on
p.191. (Schreiber 1997).
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#define CTL_CODE (DeviceType, Function, Method, Access) \
(((DeviceType) << 16) | ((Access) << 14) | ((Function) << 2) (Method))

LISTING 4-8. The cTL_copE () Macro Builds I/O Control Codes

31 16 15 14 13 210
Device Type Access Function Method
FIGURE 4-6. Structure of a Device 1/0 Control Code

Table 4-2 summarizes all IOCTL functions supported by w2k_spy.sys. The
functions with IDs in the range 0 to 10 are memory exploration primitives that are
sufficient to cover a wide range of tasks; they are discussed later in this chapter. The
remaining functions with IDs of 11 and up belong to different IOCTL groups that
will be described in detail in the next chapters, where Native API hooks and kernel
calls from user-mode are discussed. Note that some IOCTL codes require the write
access right, indicated by bit #15 being set (see Figure 4-6). That is, all IOCTL com-
mands with a code of 0x80006nnn can be issued via a read-only device handle, and a
code of 0x8000Ennn requires a read/write handle. The access rights are typically
requested in the createFile() call that opens the device by specifying a combination
of the GENERTC_READ and GENERIC_WRITE flags for the dwbDesiredaccess argument.

The function names in the leftmost column of Table 4-2 also appear as cases of the
large switch/case statement of the spyDispatcher () function in Listing 4-7. This func-
tion first obtains the device’s dispatcher mutex to guarantee that only a single request is
executed at a time if more than one client or a multithreaded application communicates
with the device. MUTEX_WAIT () is a wrapper macro for KeWaitForMutexObject (),
which takes no less than five arguments. KeWaitForMutexObject () is a macro itself,
forwarding its arguments to KeWaitForSingleObject () . MUTEX_WAIT(), along with
its friends MUTEX_RELEASE () and MUTEX_INITIALIZE (), is shown in Listing 4-9. After
the mutex object becomes signaled, spyDispatcher () branches to various short code
sequences, depending on the received IOCTL code. At the end, it releases the mutex and
returns a status code to the caller.

The spyDispatcher () uses a couple of helper functions to read input parame-
ters, obtain the requested data, and write the data to the caller’s output buffer. As
already mentioned, a kernel-mode driver must be overly fussy with any user-mode
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TABLE 4-2. IOCTL Functions Supported by the Spy Device

FUNCTION NAME ID IOCTL CODE DESCRIPTION
SPY_IO_VERSION_INFO 0  0x80006000 Returns spy version information
SPY_IO_OS_INFO 1 0x80006004 Returns operating system information
SPY_IO_SEGMENT 2 0x80006008 Returns the properties of a segment
SPY_IO_INTERRUPT 3 0x8000600C Returns the properties of an interrupt gate
SPY_IO_PHYSICAL 4  0x80006010 Linear-to-physical address translation
SPY_IO_CPU_INFO 5 0x80006014  Returns the values of special CPU registers
SPY_IO_PDE_ARRAY 6  0x80006018 Returns the PDE array at 0xC0300000
SPY_IO_PAGE_ENTRY 7  0x8000601C Returns the PDE or PTE of a linear address
SPY_IO_MEMORY_DATA 8  0x80006020 Returns the contents of a memory block
SPY_IO_MEMORY_BLOCK 9  0x80006024 Returns the contents of a memory block
SPY_IO_HANDLE_INFO 10 0x80006028 Looks up object properties from a handle
SPY_IO_HOOK_INFO 11  0x8000602C Returns info about Native API hooks
SPY_IO_HOOK_INSTALL 12 0x8000E030 Installs Native API hooks
SPY_IO_HOOK_REMOVE 13 0x8000E034 Removes Native API hooks
SPY_IO_HOOK_PAUSE 14 0x8000E038 Pauses/resumes the hook protocol
SPY_IO_HOOK_FILTER 15 0x8000E03C Enables/disables the hook protocol filter
SPY_IO_HOOK_RESET 16 0x8000E040 Clears the hook protocol
SPY_IO_HOOK_READ 17 0x80006044 Reads data from the hook protocol
SPY_IO_HOOK_WRITE 18 0x8000E048 Writes data to the hook protocol
SPY_IO_MODULE_INFO 19 0x8000604C Returns information about loaded

system modules
SPY_IO_PE_HEADER 20 0x80006050 Returns IMAGE_NT_HEADERS data
SPY_IO_PE_EXPORT 21 0x80006054 Returns IMAGE_EXPORT_DIRECTORY data
SPY_IO_PE_SYMBOL 22 0x80006058 Returns the address of an exported
system symbol

SPY_IO_CALL 23  0x8000E0S